


DevSecOps Maturity Model for Agencies

“Shift Left” to bake in security right from the beginning 
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Service Layer 
REUSABLE COMPONENTS

Base Layer 
STANDARDISED DEV TOOLS

Government on Commercial Cloud (GCC)

Agency Specific IT System

SG Tech Stack (SGTS)

Network and Infra Services

Stack – Government-in-a-Box

www.developer.tech.gov.sg



SGTS Base Layer Core Dev Products

Core Dev Products

Ancillary Products
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To be the service for WOG to embrace Site Reliability 

Engineering with Automated, Easy-to-use and Open-

Source monitoring service which provides the user with 

the flexibility to track any metrics required. 
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• Use prebuild dashboards to monitor metrics data coming from different sources 

• Integrations that cover wide range of hosts and workloads. 

Metrics Monitoring

• Queries over View logs with thresholds and set alerts. 

• Alert configurations can be integrated with tools like Slack, Telegram etc. 

Log & Trace Monitoring

• Advance Application performance monitor to understand the service behavior. 

• Effective visualization of the service dependencies and latencies. 

Application Performance Monitoring

• Comes with security monitoring features built in as well. 

• Configurable by tenants according to the usecase. 

SIEM/Endpoint security/XDR

• Support cross CSP ingestion and correlation

Support cross CSP ingestion and correlation



• Logs from DB & App is ingested to StackOps. 
• Alerting via Kibana 
• On Prod & Dev environment 

• Monitoring team extracts and aggregates from various data sources 
and monitor alerts

• Dev team access the data for next level investigation or 
troubleshooting

• Renovation system on Trial phase  
• Will be onboarding all the apps once GCC2.0 migration is complete
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mailto:stackops_sre@hive.gov.sg
https://portal.techpass.gov.sg/public/home


stackops_sre@hive.gov.sg
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