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Today’s Programme

1. Engineering Productivity Programme And System Resiliency
Hsiao Ming, Director, GovTech

2. Improving Observability With StackOps
Wee Meng Teo, Lead Product Manager, GovTech

3. Demo on Application Monitoring
Jie-Hong Lim, Principal Solution Architect, Public Sector, Elastic

4. How APEX Uses StackOps To Optimize Operations
Allen NG, Lead DevOps Engineer, GovTech
Faiz Muhammad, DevOps Specialist, GovTech

5. WOG Production Readiness with SRE Principles
Yuanlin Lian, Lead Site Reliability Engineer, NDI, GovTech

6. Demo on Observability Accelerator
Yi Sheng Yap, Lead DevOps Engineer, GovTech
Shan Mahanama, Senior DevOps Engineer, GovTech

7. Panel Discussion - the Future of Dev Teams
e Hsiao Ming, Director, GDS, GovTech
e Yuanlin Lian, Lead Site Reliability Engineer, NDI, GovTech
e Allen NG, Lead DevOps Engineer, GovTech
e Jie-Hong Lim, Principal Solution Architect, Public Sector, Elastic

8. Closing - Group Photo, Networking & Refreshments
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A bit about our group

» Who we were and who we are now
> 'Applications Infrastructure' to
'Engineering Productivity' to
'Core Engineering Products’

» Our mission remains the same
> Provide products and platforms to
help engineering teams go faster, do
more with less, achieve better quality

and be more secure and resilient
> In the form of SGTS and GCC products
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TECH STACK [SGTS)

A better, smarter and faster platform
for building digital applications

‘ BETTER g SMARTER :ﬁ FASTER
L EXPERIENCE = PROCESS 5 ROLLOUT

FOCUS ON DESIGNING SOLUTIONS,

d AND SGTS WILL DO THE REST!
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Engineering Productivity Programme

> Introduced Q1FY24, spanning 5 years

> 3 sub-programmes, with the following

objectives

> System Infrastructure Modernisation
> Increase Developer Productivity

> Strengthen System Resiliency

)
|

| Engineering :
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Strengthen System Resiliency

a.k.a System Resiliency and Monitoring sub-programme

» What's the problem?

> State of WOG system monitoring and observability falls short in providing comprehensive insight into the health and
performance of our systems.

> Lack a holistic view of our infrastructure, applications and services which makes it challenging to achieve rapid and
informed response to incidents and anomalies.

> What do we want to do about it?

> To increase system resiliency through faster and consistent detection to enable agencies to response and recover
faster.

» The goal

> Achieve SLA uptime of 99.5% (including planned downtime!) for systems on StackOps and with significant public
Impact.

» Our system resiliency product - StackOps!
> Based on Elastic Cloud with additional value-added capabilities provided by the StackOps team

GOVTECH
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Why we monitor?

®. STHEK

' MEETUP

> Ensure that systems are functioning

correctly
> To meet committed Service Level Agreement
> To detect incidents early for faster resolution

» For capacity planning
> To budget resources in advance

Importantly, to ensure the apps that run on

this infrastructure:
» Are up & running smoothly
» Do not have negative user experience

GOVTECH
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Challenges
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> Silo monitoring
> Network, Storage, Server, Serverless, etc

> Not able to correlate issue
> No visibility on impacts to or from
dependencies (horizontally & vertically)

> No idea on apps performance
> Quality of the coding
> Breakage/ performance degradation

GOVTECH
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Improving
Observability
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Observability - gain insight into how a system behaves and operates, by
observing its dependencies, interactions and external manifestations
» From metrics, logs/events, traces from telemetry data

Benefits:

> Holistic view of complex networks & systems

> Easier to detect & resolve problems, prevent outages & troubleshoot
Issues

> Faster & safer on firmware, code updates

ADDS «  Synthetic Monitoring
i « Application Performance Monitoring (APM)

Containers

Processes

Cloud &

: .. Servers
Virtualisation

Infra Monitoring

Storage

Network

GOVTECH
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> Unified Elastic Agent with centralized management (Fleet) simplifies the
collection and management of logs, metrics, and all other monitoring data.

Infrastructure
Monitorin » Out-of-the box machine learning & preconfigured dashboards

L
M O n Ito r p e rfo I I I a n Ce t re n d S = . ST i ) bd Settings (@ Anomaly detection  Alertsandrules ~  [@ Adddata §§ Al Assistant
Open as pa

X
dl Observability |n\fent0l'y ip-192-168-36-30.ec2.internal
f h b f t t Overview Metadata Processes Universal Profiling Logs Anomalies Osquery [© APM
or eacn intrastructure Ovrien
G QU search for infrastructure data... (e.g. host.nameshost-1) ~ Feb 16, 2024 @ 16:03:15.331 > Feb 16, 2024 @ 17:03:15.331 ﬂ
" SLOs
CO m O n e n t W I t h I O S Cases Show Hosts ~ Metric CPU usage Groupby Al ~ Sortby Name
) CPU Usage Normalized Load Memory Usage Disk Usage
Average Average Average Average
Logs B Introducing a new Hosts analysis experience
I . t [ Explorer  Beta
processes, application
’ . 4.5% 7.0% 8.8% 12.4%
Anomalies
Categories View CPU Profiling
f | (] | NEWY Breakdown
r r‘ r T ] using

p e r O r a n C e’ a n O a I e S a n Infrastructure ip-102-168-36-30.ec.internal ip-192-158-124

Inventor: a.5% 3, Metadata Showall 3
. Showing metadata collected on Feb 16, 2024 @ 17:03113 @
. Metrics Explorer )
HostIP @ Host OS version @

I I I a a a I n CO n eX Hosts  eema 192.168.36.30 ... #5Smore  20.04.5 LTS (Focal Fossa)
APM Alerts @ 1 Create rule Show all >
Services
Traces =dd2
B d Metrics @

epen
CPU Usa Memory Usage
Synthet )
Monitor EW . _/V\/‘—/\W\-\/\/Av — 1 . .
TLS Certificat
Uptim Bd15cE
Uptime Monitors
TLS Certificat
User Experience
Dashboard
Universal Profiling
Normalized Load

Stacktraces
Flamegraph f
Functions . '||‘ ﬂ " f\-_‘_,‘"'\'\,wr-/\ﬁ\,/\/\/‘\/\/*f\,.\f\ SV j"J
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> Helps mitigate the 'watermelon effect'—where system health appears
stable, but the user experience is unreliable

hthetic

Monitorin » Get complete visibility and actively detecting any issues that your users

i : m n nter
Monitor website dy encounte

= . Observability Synthetics Monitors elastic.co bd  Updated 20 secondsago 8 1m  Alertsandrules »~  Settings Mn Exploredata g3 Al Assistant
forman d ilabili
p e r O r a C e a n ava I a I Ity dl Observability < Monitors
H Location Status  Lastrun
elastic.co - e . & Refresh
i Europe - United Kingdom ~ Failed 8 minutes ago
° Overview -
Alerts . .
Overview  History /& Errors
) sLOs [
Cases
. [ . Meonitor details Summary Todate
Logs . , .
actively detecting any issues oon 4 1
5 URL https:/fwww.elastic.co/ & Availability ! Median duration i Emors |
Lzl Last run Feb 16, 2024 @ 5:06 PM
Anomalies Last modified Jun 29, 2023 @ 2:58 AM
| l r r ‘ Categorit
t at yo r u S e rS a y ateganes Menitor ID fe999e15-a0dc-4f05-9dad-7f4ee314863c Duration trends To date
Menitor type Journey 13min
Infrastructure ve = ! J\ : ® Max
Frequenc Every 240 minutes /§ | 75th
Inventory red 4 v - = =N . a—
) Locations 1 ® Median
encounter N B
Hosts = sema Tags - 400s 3 & Min
APM e
Services . !
Traces - L — 22nd 20th T 5th 12th
Dependencies
Synthetics Status  Last 24 hours = View History
Monitors
Uplime ® Complete ® Failed Skipped
Uptime Monitors
TLS Certificat - Feb 16, 2024 @ @ Vi s
ertificates Last test run TSR Feb 16, 2024 @ 5:06 PM @ View test run Alerts (0) Todate Actions
User Experience A\ error executing step: page.waitForNavigation: Timeout 50000ms exceeded.
2l View error details 0 H 0
Active Recovered
Universal Profiling
# Screenshot Step name Result Last successful
Stacktraces
R 1 - Go to hitps://www.elastic.co/ Complete| after 5.67s 5525 =
Functions Duration by step Last 24 hours
e 12mi @ Navigate to w
P OpenTelemet
2 - Accept Cookie Banner Complete after 2.20 s 4495 & - Gpn‘: elemetry
® Go H
Ry Ry R https: stic.co/
0o ' ® Navigate to Observability
3 Navigate to Observability Complete | sfter 4.10 s 6.79s = 400 @ Accept Cookie Banner H
300 3
Navigate to OpenTelemetry EXBatter 51745 5.42s = e
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> Facilitates the focus from system health to application performance

Allcatlon » Quickly identify application problems with dependency mapping
Performance

Monitoring

Monitors software services @y | Services @ . .

AAAAAA

> Support for OpenTelemetry protocol & open standard data sources

@ elastic

and applications in real time,

sssss

Logs Search transactions, errors and metrics (E.g. transaction.duration.us > 300000 AND http.response.status_code >= 400,
. . . o e
rrrrrrrrrrrr
Comparison  Day before ~
SSSSS m .

Anomalies

eeeeeeeeee

insights into application
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Services

TTTTTT

dependencies.

TLS Certificates

s

TLS Certificates

=

User Experience

ttttttttttt
aaaaaaaaaaa

Functions

o
<
3
2

2
8
g A
o g
iy =
3 & £

3
7]
2

o]
]
{O)
E.

GOVTECH

SINGAPORE



Demo - Application L LR

Lol g
Monitoring R ‘R
‘..Q. > l‘
28,0 ¢ o %08
.::.~ : ® 'f'
't‘ 5 . "-
‘:q. : e o o ::-
N : .. I. i. ® -
.i.: :::: : .. l. -.
| . 3 -.. :. I.; :- ......g' .'.'=:"..
Jie-Hong Lim s e
Principal Solution Architect, Public Sector, Elastic .’."-L':":'{ ''''''''''''''''' "t e
DAL AL
“.- ............

15



17

How APEX Uses 1 YR

StackOps to fi %

Optimize Operations A
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SYNOPSIS
@ StackOps

» A peek into dashboards and
alerts we design for GovTech
Operations Center (GTOC), our
tenants and ourselves

GOVTECH
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> APEX/Tenants/GTOC DASHBOARDS
> APEX Business Metrics
> Multi-tenancy (Self-service/Empowerment)

» Reports about APl consumption

» Troubleshooting

> GTOC Monitoring

> Demo
> Our Dashboards

GOVTECH
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Business metrics

Mar 1, 2024 @ 00:00:00.000 Jun 30, 2024 @ 23:59:59.999

rb StackOps roueses v GOVTECH
APEX uses StackOps to create business metrics based
on adoption and usage.

This includes trending of: —

#projects
#users

#applications = :

#registered APIs

#API calls

Usage
Mo. of APl requests (monthly) & Jun 1, 2023 @ 00:00:00.000 to Sep 30, 2023 @ 23:59:59.989 {a}  Mo.of APlrequests (monthly) & Jun 1, 2023 @ 00:00:00.000 to Oct 31, 2023 @ 23:59:59.999
@timestamp per Internet Pass Internet Fail Total API (Interne Intranet Pass Intranet Fail Total AP (Intrane P
2023-06-01 4,366,859 149,502 4,516,361 14,263,193 258,268 14,521,461 s
2023-07-01 20,858,273 372,834 21,231,107 63,139,923 879,032 64,018,955
2023-08-01 25,269,827 219,950 25,488,777 68,582,712 503,500 69,096,212
2023-08-01 22196977 269822 22 466,898 61,185,432 429 651 61,625 083 -
;|
L& ]
="
2023-09-01
Intermnet 22,466,899
Intranet 61,625,223

GOVTECH
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Multi-tenancy (Self-service/Empowerment)

APEX tenants are empowered to Dashboards
Use StaCkOpS tO 1 Search... Recently updated ~ Tags

|:| Mame, description, tags Last updated L Actions

[APEX] APl calls success

Generate utilization reports e
p [] [Tenant] Traffic trace March 1. 2024 .
n ™ |
- Monitor their APl health
_ Monitor the status of your APIs. Status information, performance and appropriate filtering options. Information is almost real-time December 27,
|| and with that, the time range is limited. Joa P

- Trace and troubleshoot D T

[Axway] API-Requests Quarterly
This dashboard provides a less granular but by default a long-term 90 days overview of daily APl requests. Data appears with a

individual API call 3 dain | .

[Axway] API-Requests Yearly
__ This dashboard provides a less granular, but long-term 1-year overview of monthly APl requests. Data appears with a delay of 3
) nhours. Depending on the available data, you can also extend the pericd to more than 1 year. April 10, 2023 &

Rows per page: 20 -« o 1 2

GOVTECH
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Multi-tenancy (Self-service/Empowerment)

Sample real-time utilization of a Tenant

-
CPF-CPF

= = - tl[

Dashboard

Find apps, contant, and mora.

[Axway] API-Requests Real-Time

oE [+] (1 serviceContext.apiOrg: "CPF-CPF® or serviceContext.appOrg: "CPF-CPF®

[Axway] Top 5 APl Organisations ()

APl-Management overview: Real-Time - Quarterly -

[Aucway] Top 10 Methods by # of Transactions (1)

Full screen  Share  Clone Rasat

@ & ~ Last1month

[Axway] Transaction Status

Yearly cPF-cPF NN 10683808  POST B 10681153
) Gaovtech 1189 submitCPFContri... 1,442
[Aamay] Gateway Selector () IRAS-IRAS 13 submit 1,204 Count
GET-AUTHINFO 11959
Region/Datacenter submissions 13 1 0,8??;85‘?
Select... w it
Gateway
Salact... Count
Applv chanaes Cancel chanoes Clear form ?:I 54
[Axway] API-Transaction History [Axoway] API-Status (i) [Axway] API-Gateway status (1)
Aanaee s Gt Payer Me__ 0% —, e 200 S e ® Pass  §
Transact Dishur._. 0% —\ e 705 705 0.02% & Fai :
250 Gt Payer Accz_ 0.07% E
; Z50 mes e s 400
300,000 - 527
f 00 mes s 402
NG00 A/ /\/ 150 ms
/ / / / 100 ms
100,300 [
N \/ \/ 50 ms
B ® o 2ma o _ e T3t o
Agril 2024 Ny 2024
per 12 hours
Gel__ BO%%% — _ 14,48
Total 118,387 @ Pass 118,206 @ Fail 1 Gt naaEn
— 200 s883%
Avg. response time 186 ms _ _
[Axway] Top 20 API-Requests (1 [Axway] Top 10 APl Methods by Transactions
) Export = & Expaort =
API ~  Ver ~ Method ~ API-Org ~ Security -~ Request..~ Routing.. ~ Respons.. ~ Backend.. ~ Cou APl Method ~ AP ~ L Count ~ Count percenta.. ~
Get Payer ... 1.0 POST CPF-CPF Security p...  M/A MiA M https:/fprd... 4,0 POST Get Payer Medisa.. 4,020,187 52.129%
Get Medis... 2.0 POST CPF-CPF Security p...  MN/A A A https:ffprd... 1,5 POST Get Medisave Bal... 1,547 484 20.066%
Get Patien... 1.0 POST CPF-CPF Security p...  MN/A MiA MfA https://prd... BB6E POST Get Patient Cover.. B65,371 112211%
ot Pation 10 BOST CPE=CDE Sorarity n B Bl A B httne finrd (=¥ M BOST Zat Datignt &rver BA? Q28 8 37T
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Multi-tenancy (Self-service/Empowerment)

API calls success rates

= . Dashboard [APEX] API calls success .

Full screen Share Clone Reset m
¥ [+ Q Filter your data using KQL syntax

~  Last 15 minutes 3 Refresh

APl Consumer  Any

- APl Publisher  Any

A

How to use?

hitps://docs developer.tech.gov.sg/docs/complete-apex-user-guide/sections/troubleshooting/api-calls - success

Opposite of Consumer error (HTTP 4xx Response Codes)

Opposite of Publisher error (HTTP 5xx Response Codes)
[APEX] API calls success rate [Consumer)

[APEX] API calls success rate [Publisher)

Copyright of GovTech © Not to be reproduced unless with explicit consent by GovTech. SINGAPORE




Multi-tenancy (Self-servi

APl troubleshooting dashboard

elastic

Find apps, content, and mora.

ce/Empowerment)

CorrelationiD

= Columns

Any

AP|Final Status ANy

[Tenant] Traffic Summary

Rows per page: 500 -~

Dashboard

o (@timestamp (T

[Tenant] Traffic trace -~

(_} Filter your data using KOQL syntax

e Loglewel Any

How to use this dashboard

T 1field sorted

<) May d8, Zdi4 @ adiid
A [] May 28, 2824 & 89:29
S [ May 28, 2624 & 89:29
A ] May 28, 2824 @ 99:29
A [ may 28, 2024 & 89:29
<[] may 28, 2824 & 89:29:
A ] may 28, ze24 & @9:29
A [] May 28, 2824 & 89:28
A ] May 28, 2824 ® 99:28

tHE.

tB8

o

-84

-84

g4

-84

t53.

o652

2584

-948

-934

-804

-8B4

d438

-ha7

1549

-a79

correlationid
BdafdabbEibabIcEi3iTaescld

a2atdabb2cdfedlbacedf Tas

62a¥dabbsif25edBeddToaice

G8afdabbaetBalidcdf1775de

G8adabbddbelocd FFd924ch

oBat4abbfo613bB8cadlodla

68af4abb3TalcBScSad4BE62E

55a74abbabb 74257 fBeT5bh

Sd4atd4abbBBbebd8cd9ebdbb

Full scraan

- 4

Application Org | CPF-CPF

Share

N - Gateway  Any

Visit the following link: https://docs.developer.tech.gov.sg/docs/complete-apex-user-guide/sections/troubleshooting/api

~  processinf.. ~  hitp.uri e

External

External

Internal

Internal

Internal

External

Internal

Internal

Internal

fopt/investment ferdinaryAccount /w1 /getMenber InvestmentAccountDeta
ils

fepfiinvestment ferdinaryiccount /w1 /getMenber Investmenticcountbeta
ile

fopf/investment ferdinaryAccount /w1 /getMenber InvesteentAccountheta
ile

fopf/membericcounts/blocking /vl /getAccountiReservationbetails

fopf/investment ferdinaryAccount /w1 /getMenber InvesteentAccountheta
ile

fepfiinvestment ferdinaryAccount /w1 /getMenber InvestmentAccountDeta
ils

fopf /membericcounts/v1/getCPFMemberavailableBalances
fepf /membericcounts/blocking/vl/gethccountiReservationbetalils

fepf /membericcounts/ vl /getCPFMemberavailableBalances

sarviceContext.backendBasePath
https://gw.1int.apl.gov.sg

https

https

https

https

https:

https
https

https

Afgw.int . apl

2 iprd2-epice

2 iprd2-epice

2 iprd2-epice

ffgw.int.apl.

2 fprd2-epice
2 /prd2-epice

2 /prd2-epice

.gov.

.cpf.

.cpf.

.cpf.

gov.

.cpf.
.cpf.

.epf.

ag

gov .

gov .

gov .

R

gov .

gov .

gov .

Eg

Eg

Eg

Eq

Eg

Eg

L

Last 5 minutes 7 Refrash

107 documents

=
~  hitp.status
2y
288

208

208

208
Zpa

208
Zoa

2o

==
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Learn about our GTOC
Dashboards/Alerting

APEX Dashboards/Alerts
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GTOC Monitoring/Alerting

APEX has alerts configured to slack which is monitored by Govtech Operations
Centre (GTOC) 24x7.

- Links to GTOC dashboard and confluence documenting the actions GTOC
should take are in the alerts as well.

alerts-apexcloud ~F¢ 1.09 Ap
*

Status: failed 12 times in the last 5 mins. Alert when = 2
Error message: Get '
unknown authority

Severity: MEDIUM (potential HIGH)

i alerts-apexcloud »~#F .00 a0
View in StackOps Confluence i b l|r'£-'|frI!:_ APl Traffic Calls Failure
1 | A ] Lls 11 L

Error message: Last 24 hours API traffic failure percent is equal or more than 10%
Value / Thresheold: 11.0 / x >= 10%
Severity: LOW (P2)

View in StackOps Confluence

GOVTECH
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GTOC Dashboards

APEX shares our monitoring and troubleshooting
Dashboards to GTOC. Dashboards include:

- Quick assessment to gauge the overall APl health in

\ \ ax

APEX - 2 \‘ \\

- Tech Ops Dashboard for a high-level overview of SLI %\W‘“\\\

against SLO/SLA, error rates, APl latencies, number of “\\\\\‘“ \\\\‘&\\‘ W

traffic calls etc. \ \ \ \ .. \ o
\ A , \




GTOC Dashboards

Quick assessment to check overall APl status by the minute

@timestamp per minute Total Calls Successful Calls Unsuccessful Calls Error Rate (%) 2xx Successful Calls -~

Axx Error Calls

Q. CSTHEK

Bxx Error Calls

15:59 3,221 3,020 201 6.24% 3,021
16:00 4,257 4,123 134 3.15% 4,123
16:01 4,826 4,635 191 3.96% 4,635
16:02 4,220 4,033 187 4.43% 4,033
16:03 4,668 4514 154 3.30% 4,514
16:04 4,361 4,180 181 4.15% 4,181
16:05 3,833 3,660 L 4.51% 3,660
16:06 3,603 3,480 123 3.41% 3,481
16:07 3,585 3,460 125 3.49% 3,461
16:08 3,580 3,420 160 4.47% 3,420
16:09 3,395 3,235 160 4.71% 3,237
16:10 3,554 3,424 130 3.66% 3,426
16:11 3,800 3,657 143 3.76% 3,657
16:12 4,551 4,436 115 2.53% 4,437

16:13 1,419 1,379 40 2.82% 1,378

152

108

149

143

124

121

142

94

48

26

42

44

30

29

31

28

24

23

38

35

32

28

3

Sum: 59,113 Sum: 56,801 Average: 3.93%

GOVTECH
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GTOC Dashboards

Service Level Indicator (SLI) of our critical vs non-critical components

UPTIME : API Gateways (SLA 99.5%, SLO 99.9%)

{5y  7-Day Rolling UPTIME (Measured SLI) fol  Monthly UPTIME (Measured SLI}) [ Last 1 month
hc-api-internet
a

99.997% -

hc-api-intranet
*

Dtimestamp per 7 days

99.999% .« reoiintemar
-

UPTIME : Portal/APIMs (SLA 95.0%, SLO 99.0%)

7-Day Rolling UPTIME [Measured SLI] fai  7-Day Rolling UPTIME [Measurad SLI] fi Monthly UPTIME [Measured SLI] & Last 1 month
hec-api-portal
%

99.985%

hc-apim-internet
%

99.995%

he-apim-intranet
o

Btimestamp per 7 days

9 9. 998 ﬁ;_n ® hc-api-portal [ ; ; ) i : he-apim=intranet

GOVTECH
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GTOC Dashboards

Three of the four SRE golden signals (error rate, latency, traffic

Integration Latency (Top 10 APEX <> Publisher) External = Last 24 howurs rounded to the hour
I ‘

@ [EnguiryService » ICA-ICA g https://apew cins_extranetica._. - it J/spfapids-ext-apewint _ - & hittps-//sgwspl hdbintranet g__

APl Latency (Top 10) External & Last 24 howrs rounded to the hour

Duration (ms)
Dwuration [ma)

@timestamp per minute Siimestamp per minute

MOMWSarvice » MOBM-WINS- g IBORDERS_EPASS_API» ICA- )
Intermal-Prod - p85 (Internat) ICA - pa5 (Intemnet) p85 {Internaet) : _
# https:/fi-borders-or0_extran. : http=//onelis intranet nea.go._.  © @ https-{fcmsint sla? gov sgrdd

ElirthSorsiraintronat] 4 » 29T- B LA ol B s A=A B e wbome] 2 IEA-ITA -
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Building Reliable R T
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Engineer, NDI TR
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Who am I?

> Lead Site Reliability Engineer, NDI

> Worked briefly in DSAID as Lead
DevOps Engineer

» 7 years as Google Site Reliability
Engineer in California and Zurich

> Grab full-stack turned backend
engineer

35 Copyright of GovTech © Not to be reproduced unless with explicit consent by GovTech.
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> Building a Foundation of Trust

» Ownership of Reliability Guarantees

> Shared Ownership of Production Criticality
> Transparent About Outages

> Sublinear Scaling of Reliability Resources
> Core Principles of SRE
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Building a Foundation of Trust
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Building a Foundation of Trust?
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Your Service
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Destroying a Foundation of Trust

80% 1?7 .

3

Your Service

S #%@# $%#

~

J

Copyright of GovTech © Not to be reproduced unless with explicit consent by GovTech.

Dependency

SREK

MEETUP

%

GOVTECH

SINGAPORE




Destroying a Foundation of Trust
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User
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Ownership of Reliability Guarantees
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Ownership of Reliability Guarantees
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Ownership of Reliability Guarantees

-
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Shared Ownership of Production Ciriticality

-

My service is on fire due to
your outage, please assist

~

J

Your Service

How long? }
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-

/\ get back to you.
/

Please send us a
service request, we’ll

~

Usually 1-2 days, no
guarantees

~

J
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Shared Ownership of Production Ciriticality

" BAU: Service
Request
. Tickets y

Critical: Pager
Escalation
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Transparency About Outages

-

I’m seeing connection
errors, is there an issue on
your end?

~

)

SR: Hello? ]

*

HeIIo7 //\
| ITSM SR pls
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Transparency About Outages

Incident: Network Rollbacks

Impact: 30% of GCC <-> GDC connections down since 08:55
Status: Ongoing

User Course of Action: None

POC: some_person@tech.gov.sg

PR

the incident is

my comms

Cool, | can see how

evolving to prepare

T~

Your Service

Ah ok, we can
stop debugging
our system now.
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Sublinear Scaling of Reliability Resources

« If we need one SRE to perform a manual integration test, how
many more SREs do we need to do manual UATs, load testing,
and synthetic testing?

« None. All of this should be automated. A good SRE or SRE-
principled team should always get rid of unnecessary linear
scaled processes.

GOVTECH
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Core Principles of Site Reliability Engineering

Risk Management

Service Level Objectives

% ] | Eliminating toil

Monitoring

s e * : Release Engineering

Automation

Simplicity

.

GOVTECH
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AL L

About Observability Accelerator

Demo

Before vs After

e Discover

e Suggest

e Automate

* Running as pipeline (Stretch)

GOVTECH

SINGAPORE




STRIEK

MEETUP

Challenges in understanding
state of observability maturity.

Problem
Statement

1. What do | have
2. ldentifying gaps
3. How to implement

GOVTECH
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Observability _ A
Accelerator Detect & discover
%
§
Compare & analyze
9%
§
W Suggest and automate
/
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Differences (Estimated)

Service Setup

BEfO e Discover (Multiple = MUIt'ple Days
(1hr) days)

Repeat for each services

Setup &
Install Discover Implement -
After Tool (5 min) (30 min) ] Day

(1 day)

On resource change

GOVTECH
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StackOps Resources

> Join our tele community

» Register for 102 workshop here!

» Got a Query?

> Write to teo_wee_meng@tech.qov.sg or
gary_wong@tech.gov.sg

» StackOps documentation



https://go.gov.sg/stackops-workshop-registration
mailto:teo_wee_meng@tech.gov.sg
mailto:gary_wong@tech.gov.sg
https://go.gov.sg/stackops-docs

Post-Event Feedback

Share your thoughts with us!

https://g O.g OV.Sg/SgtS-mEEtu p-s u rvey https://go.gov.sg/sgts-meetup-survey




Thank you!
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