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Evolution of Observability

https://docs.developer.tech.gov.sg/docs/stackops-documentation/ai

Monitoring Observability

AI-Driven Observability

AI-powered Observability
•What is broken
•Known - Uknown
•Siloed tools
•Predefined set of Metrics

•Why it's broken
•End-to-end Visibility
•Performance insights
•Unified Monitoring

•Proactive Monitoring
•Intelligent Correlation
•Smart Remediation

https://docs.developer.tech.gov.sg/docs/stackops-documentation/ai
https://docs.developer.tech.gov.sg/docs/stackops-documentation/ai
https://docs.developer.tech.gov.sg/docs/stackops-documentation/ai
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AI Basics

Tokens: "Currency of AI"

• Text split into smaller chunks
• Basis for model billing costs
• Define strict input/output length 

limits

Context Window: 
"Short-term Memory"

• Amount of information (tokens) AI 
can handle per session

• Includes history & retrieved data
• Limits the depth of conversation

Rate Limits: 
"The Traffic Cop"

• Prevents over-utilization risks
• Managed by tokens or requests

o RPM (Request per min)
o TPM (Tokens per min)

• Critical for budgeting and 
performance
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How AI Assistant Works?

5 6
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AI Driven Troubleshooting & RCA

"Reduce hours of complex 
troubleshooting to minutes with AI-

guided root cause analysis"

"AI Assistant automatically correlates 
distributed traces, logs and 

infrastructure metrics"

"Instantly decode complex stack-
traces and cryptic error messages into 

plain English."
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Query Creation: ESQL

"Generate advanced, highly optimized 
ESQL queries using simple natural 

language prompts."

"Ask the AI Assistant to refine and 
speed up your custom queries for 

maximum performance."
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Dashboard Building

" Help me build 
dashboard for my 

APM services 
performance 

tracking.."

"Skip  manual work. 
Ask the AI Assistant to build 

perfect visualizations for 
your data"
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AI Driven Attack Discovery

"Accelerate attack discovery and 
investigate security incidents with AI 

context"

"Connect the dots across fragment 
alerts to reveal the full narrative of 

potential breach."



14

Enrich data using LLM

"Automatically translate complex, 
multi-line error stack traces to simple, 

clear explanation using LLM"

"Evaluate the incoming data using the 
LLM to provide a clear risk summary, 
determining whether the event may 

lead to potential threat"

"Automatically translate complex, 
multiline error stack traces into 

simple, clear explanations using LLM 
to save triage time."

"Analyze the error stack trace to 
automatically generate mitigation 
steps and enrich the data directly"
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Centralized Access : Securely manage API keys and credentials for multiple LLM providers in one place.

Model Agnostic : Seamless switching between models/providers via Kibana.

AI Connectors

Elastic Managed LLM

• Pre-configured LLM, ready-to-use

• Hosted in Singapore

• Pay only for the token used

Bring your own LLM

• OpenAI

• Google Gemini

• Amazon Bedrock

• AI Connectors
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AI Connector Setup
Elastic Managed LLM

• Out-of-the-box AI capabilities without requiring external subscriptions – no setup needed, ready to use.

• Hosted in Singapore, powered by Anthropic Claude Sonnet 4.6

• Pay only for the tokens you use (refer docs for pricing details)

https://docs.developer.tech.gov.sg/docs/stackops-documentation/subscription/elastic-llm-pricing?product=StackOps
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• Integrate AI assistant with your large language model (LLM) provider through connectors. 

o OpenAI connector for OpenAI or Azure OpenAI Service. 

o Amazon Bedrock connector for Amazon Bedrock, specifically for the Claude models. 

o Google Gemini connector for Google Gemini.

AI Connector Setup
Bring your own LLM
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Knowledge Base

Standard LLMs lack information 
about your specific environment. 

Knowledge Base fills this gap using 
RAG (Retrieval Augmented 

Generation)
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Knowledge Base

Requirement Specification

ML Node Recommend to have ML node with min 4GB

Models ELSER or E5 ( Available as part of ML nodes)
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Knowledge Base
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Anonymization

Compliance: Meet strict industry-specific regulations by 
preventing unintended data from leaving your network.

Provider Trust: Prevent third-party LLM providers from 
training models on your proprietary infrastructure details.
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Anonymization

"User give prompt via 
Kibana"

"Inference logic strips 
unintended data based on the 

anonymization settings"

"The anonymized prompt is 
passed to LLM for core logical 

evaluation"

"Elastic populate the original 
values back into the AI 
Assistant UI in Kibana"
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Anonymization
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Elastic AI Capabilities: Serverless

Tools are the mechanism that connects agent reasoning to data

• Built-in tools – Local index search using run_esql, fetch apm details, visualize etc.
• Custom tools – Integrate external tools like GitHub, Atlassian, Slack etc.

Agent Builder is Elastic's AI conversational platform for creating agents that answer questions and act ( From AI answers 
to AI actions – using Tools & Skills)



26

Elastic AI Enablement: Serverless

MCP Server

• Integrate external data into your 
AI agents to expand their context 
and problem-solving capabilities.

• Securely connect external AI to 
your Elastic data using 
standardized MCP endpoint.

An automation engine build into Elastic platform

Mitigate Alert Fatigue: "Automated immediate responses, deduplication and sorting to 
reduce tedious manual triages for teams"

Eliminate Repetition: "Avoid human error or manual, recurring tasks and automate 
consistently."

Unify Tool Stack: "Eliminate the need to procure, configure and maintain external 
tools for automation."
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Thank you.
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