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Agenda

CLASSIFICATION

Meaning of... Life(cycle)?
1. Scenarios
2. Where is your data stored?
3. How can I manage them?
4. How does it benefit me?
5. Demo   
6. Questions & Answers



Scenarios
What are we trying to tackle?



Scenario #1
My team complains that searching of certain 
logs are slow.

How can I improve the search performance?



Some Thoughts…
1. Where is my data stored?
2. Is the storage used slow?
3. Is there a storage that is faster?



Scenario #2
I am already over the budget paying X amount 
for my data storage. 

What can I do to scale back?



Some Thoughts…
1. How can I retain my data elsewhere?
2. Is there a cheaper option to store my data?



Index Lifecycle 
Management

And the answer is…

In short, it is all about 
controlling your data movement
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Data Storage Tiers

Hot
1.Fast Search

2.Small Storage

3.Expensive ($$$)

Warm
1.Moderate Search

2.Medium Storage

3.Average ($$)

Frozen
• Slow Search w/ 

Cache

• Large Storage (S3)

• Affordable ($)
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Data Storage Nodes

Index 
(Data)

Hot 
Nodes

Warm 
Nodes

Frozen 
Nodes

S3 
Snapshot*Index = Data (Terms Used Interchangeably)



Demo: 
Viewing Data Nodes

Upskill with StackOps Series
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Viewing Data Nodes

GET _cat/allocation?v=true&s=node:asc
GET _cat/nodes?v=true&s=name:asc

Optional params: &format=json



Index Lifecycle 
Policy

How do we manage them?

In short, this is where you 
define your data movement
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1. This is a StackOps Baseline Policy

2. It is created by us to standardize the 
movement of all ingested data

3. We do not recommend editing it as this is 
managed by Automation

4. This is a component of StackOps Baseline



StackOps
Baseline

Hmm.. what is that?

It is a set of configurations 
injected into your Elastic Deployment, 
to comply with organization requirements and best practices



Demo: 
Viewing Index Lifecycle Policies

Upskill with StackOps Series
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Viewing Index Lifecycle Policies

GET _ilm/policy
GET _ilm/policy/stackops_baseline_policy
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Index Lifecycle Phases

Index 
(Data)

Hot 
Nodes

Warm 
Nodes

Frozen 
Nodes

S3 
Snapshot

Index 
(Data)

Hot 
Phase

Warm 
Phase

Frozen 
Phase

Delete 
Phase
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Hot Phase Rollover*

What does Rollover do?

1. Ensures indices comply to a certain size based on rollover conditions.

2. So, it can be as memory and storage performant as possible.
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Hot Phase Rollover*

What are the Rollover Conditions?

*Index consist of Shards, Shards contain your Data (Terms Used Interchangeably)

*Books consist of Pages, Pages contain Words

Once one of the conditions are fulfilled, Rollover happens!
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Hot Phase Rollover*

Benefits the following scenarios:

1. Rollover happen less often, helps greatly for index with low ingestion

Lesser shard = Lesser Memory Usage

2. Index size is appropriately chunked for ease of data movement

Bite-sized data ease storing, helps greatly for smaller data storage

Recommendations

1. Avoid Low Rollover Age Range .e.g. 1 – 3 Days

2. Causes Oversharding i.e. Memory Issue

3. Baseline Rollover Age: 14 Days

4. Avoid Rollover Size greater than 50GB

5. Causes Watermark Limit i.e. Storage Issue

6. Baseline Rollover Size: 20GB

https://www.elastic.co/docs/deploy-manage/production-guidance/optimize-performance/size-shards

https://www.elastic.co/docs/deploy-manage/production-guidance/optimize-performance/size-shards
https://www.elastic.co/docs/deploy-manage/production-guidance/optimize-performance/size-shards
https://www.elastic.co/docs/deploy-manage/production-guidance/optimize-performance/size-shards
https://www.elastic.co/docs/deploy-manage/production-guidance/optimize-performance/size-shards
https://www.elastic.co/docs/deploy-manage/production-guidance/optimize-performance/size-shards
https://www.elastic.co/docs/deploy-manage/production-guidance/optimize-performance/size-shards
https://www.elastic.co/docs/deploy-manage/production-guidance/optimize-performance/size-shards
https://www.elastic.co/docs/deploy-manage/production-guidance/optimize-performance/size-shards
https://www.elastic.co/docs/deploy-manage/production-guidance/optimize-performance/size-shards
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Warm Phase
Move Data to Warm 

Nodes

The More You Know 

1. Data will only move to Warm Phase ONLY AFTER Rollover

2. Any Other Phases will not happen if there is no rollover

Example #1: 

If an index takes 1 Day to ingest 20GB of Data, 

it will only enter Warm Phase at the 3rd Day (1 + 2) 

Example #2: 

If an index takes 14 Days to ingest only 5GB of Data, 

it will only enter Warm Phase at the 16th Day (14 + 2) 
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Frozen Phase Backup Data to S3
Mount Searchable 

Snapshot to Frozen 
Node

Delete Phase Delete Snapshot

Data are only stored in its respective nodes

only after phases are complete!



Demo: 
Viewing Lifecycle Phases 

Upskill with StackOps Series
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Viewing Lifecycle Phases

GET index_name/_ilm/explain



How do we put all these
to good use?!!?

What’s next..?



Application 
Logs

CloudTrail 
Logs

Hot Nodes

(Fast)

Warm Nodes

(Slow)

Frozen Nodes

(Slowest)

S3 Snapshot

Scenario #1 (Expanded)
My team (developer) complains that searching of 
certain (application) logs are slow.

Logs searched usually ranges between 7 – 14 days

Where are those data residing at?



Scenario #1 Further Investigation

CloudTrail Logs
stackops_baseline

_policy

Application 
Logs

stackops_baseline
_policy

CloudTrail Logs

Application 
Logs

Warm Nodes 
(Slow)

Logs 7 – 14 days old are probably stored 

in the Slower Warm Nodes



Some Thoughts…
1. Oldest log searched was 14 Days.

2. I can delay the movement into Warm Phase by that 

amount.

3. So those data can be retained in the Hot Node (Faster)

4. Does it make sense to change 

stackops_baseline_policy’s Warm Phase?

5. But If you do, it will affect CloudTrail Logs too!

6. How can I do that without impacting my CloudTrail Logs?



Manage It With 
Another ILM
Through the usage of Index Template!

And the answer is…
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Step By Step

CLASSIFICATION

1. Configure a 
Different ILM 

Policy

2. Create 
Component 
Templates 

with that ILM

3. Apply it to 
the Relevant 

Index 
Template

4. Rollover to 
Apply Settings

*Applicable to 
new indices only



Final Demo: 
Manage It With Another ILM

Upskill with StackOps Series
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Step #1: Configure a Different ILM Policy

CLASSIFICATION

Name the policy e.g. xxx_policy

Set Warm Phase to 14 Days (Based on Scenario #1)

Can reference from stackops_baseline_policy
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Step #2: Create Component Templates with that 
ILM

CLASSIFICATION

{

"index.lifecycle.name": "my_custom_policy"

}
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Step #3: Apply it to the Relevant Index Template

CLASSIFICATION
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Step #4: Rollover to Apply Settings

CLASSIFICATION

POST datastream_name/_rollover
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What have we learnt?

CLASSIFICATION

Data Tiers & Nodes

1. Hot, Warm, Frozen
2. Storage vs Performance 

vs Cost

Lifecycle Phases

1. Sizing of Data
2. Movement of Data

Managing Separate ILM

1. Configuring of ILM
2. Attaching ILMs through 

Index Template

Benefits of ILM 
Management

1. Improve Search
2. Right-sizing



“Do your part and care for your Data ~

- Someone responsible

Thank You!
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https://go.gov.sg/stackops-webinar-feedback

CLASSIFICATION

Share your feedback on the session 
Please share your feedback on the session to help us improve 
in future!

https://go.gov.sg/stackops-webinar-feedback
https://go.gov.sg/stackops-webinar-feedback
https://go.gov.sg/stackops-webinar-feedback
https://go.gov.sg/stackops-webinar-feedback
https://go.gov.sg/stackops-webinar-feedback


Annex
Additional Information…

Slides placed below are not presented
due to time constraint
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Analogies

Data Streams Folder with Files (Data)

Index/Indices/Shards Files (Data)

Index/Component 
Templates

File Settings

Hot Nodes/Tiers Most Performant Data Storage ($$$)

Warm Nodes/Tiers Moderate Performant Data Storage ($$)

Frozen Nodes/Tiers Less Performant Data Cache with S3 ($)
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Application 
Logs

Hot Phase

Frontend Logs 
(Data Stream)

FEL Index #1 FEL Shard (20GB, 1D)

FEL Index #2 FEL Shard (14D, 5GB)

FEL Index #3

Backend Logs 
(Data Stream)

BEL Index #1 BEL Shard (20GB, 10D)

BEL Index #2 BEL Shard (14D, 19GB)

BEL Index #3

*Data Stream are groups of similar Indices consisting of Shards which contain your Data (Terms Used Interchangeably)

*Series of Harry Potter Books consisting of Pages, which contain Words

Hierarchy of Data Streams → Indices → Shards



StackOps
Baseline

Hmm.. what is that?

It is a set of configurations injected 
into your Elastic Deployment, 
to comply with organization requirements and best practices
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StackOps Baseline

How do we standardize usage of stackops_baseline_policy?
1. Inject through best-effort cloning of Index Templates
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StackOps Baseline (Cont.)
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StackOps Baseline Gaps

Best Effort Cloning is an ad-hoc triggered only

1.Deployment Creation

2.Deployment 8.15 – 8.19 Upgrade

Index Template created in between will be missed out

Some Indices will not be attached with stackops_baseline_policy

Additional Mitigation

Selected ILM are aligned with stackops_baseline_policy
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StackOps Baseline Improvements
Identify Un-cloned Templates

Scheduling of Best Effort Cloning

Challenges
Lacks Metadata to Identify Tenant-Owned Index Template

Impossible to Prevent Unintentional Cloning
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Identify Index Templates w/o 
stackops_baseline_policy
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Identify Index Templates w/o 
stackops_baseline_policy (Cont.)
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Updating ILM by Cloning Index Templates
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Replacing ILM in Existing Index

# review the response’s in_use_by indices
GET _ilm/policy/metrics

# identify the indices you want to update the ILM
# detach the old ILM
POST index-name1/_ilm/remove
POST index-name2/_ilm/remove

#attach the new ILM
PUT index-name1,index-name2/_settings
{

"index.lifecycle.name": "stackops_baseline_policy"
}

# verify index is attached to the new ILM
GET index-name1/_ilm/explain
GET index-name2/_ilm/explain



Demo: 
Viewing Data Stream, Indices & Shards

Upskill with StackOps Series
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Viewing Data Stream, Indices & Shards

GET _data_stream
GET _cat/shards?v=true&s=node,index,store
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Additional APIs

CLASSIFICATION

Refer to PDF for details: 
ManageDataLifecycleUsingILM-PolicyInStackOps-APIs-17-April-2026
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