elastic GOVTECH &

SINGAPORE

StackOps Workshop: 101

Kick start your observability journey today

November 2024
StackOps x Elastic




Agenda

Introduction and Overview

° Introduction to StackOps
° Why Observability
Planning

o Sizing deployment
. Sign up & Provision
Getting the data in / data ingestion
° VPCe Configuration, Architecture, benefits, security and cost
° Common AWS Collection Patterns and Comparison (EC2, Cloudtrail, S3/SNS/SQS)
° StackOps Observability Accelerator (SOA)
Hands-on Intro
° Lab Ul & Elastic Cloud Ul Walkthrough
Lab 1 & 2: Add Elastic Agent & Investigating System Logins
° How to Ingest Logs and Metrics
° Intro to Kibana Ul for Log search, metrics, host views, default dashboards
° Clone a dashboard, Customisation of Dashboards, Alerts, Thresholding, Dashboard proficiency
OpenTelemetry, ECS, StackOps extended schema
. Data Dictionary, Data Profiling Dashboard benefits
Lab 3: Analyzing a Spike in Log Data
° Log Rate Analysis and Log Pattern Analysis
° Introduce Anomaly Detection
Lab 4: SLO/SLI Implementation
° Labs
Wrap Up
° Docs portal, Telegram, Chatbot



Telegram

https://go.gov.sqg/stackops-community https://pigeonhole.at/STACKOPS101

@ elastic



https://pigeonhole.at/STACKOPS101
https://go.gov.sg/stackops-community

Introduction and Overview S




GOVTECH % J

SINGAPORE

SG Tech Stack (SGTS)

Base Layer A
Toolchain @

SGTS is a set of platform tools that shiphats
streamlines and simplifies the

development process and enables
code reuse across WOG to build ‘ </> ‘
secure, high quality applications.

SGTS has a 2-layer architecture

where the Base Layer focuses on
standardising development tools
and environment and at the top, the e
Services Layer drives code e

reusability within WOG. container
Runtime stack

https://www.developer.tech.gov.sg/singapore-government-tech-stack/
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App + Cloud Infra

Security
° Authentication/Authorisation thru TechPass
° Secure device access via SEED

Improve Observability & Collaboration
° Enhanced Data Schema

StackOps

Generally Available
(GA) Aug 2023

GOAL

Facilitate agencies to improve
system/site resiliency and quality via

an IM-compliant monitoring platform

PURPOSE

A common monitoring platform to
allow collaborations on monitoring data
A and facilitate community sharing on
t“.ﬁﬁ": . o Y g
9!:' < monitoring needs
P‘ o. . 2

Ease of Use (reduce Cognitive loads)
° SIEM Framework (sharing of SIEM rules)
e  Automation/laC to simplify deployment

° Visualisation Framework

WIP

° GCSOC integration

° Al & Machine Learning use case
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Why Observability ?

e Outside-in approach Citizens and Businesses
centricity









https://en.wikipedia.org/wiki/OODA_loop

Define: Observability

Observability pertains to how a system'’s internal state can be understood by examining its external
outputs, especially its data.

In the context of modern application development, observability refers to the collection and analysis
of data — logs, metrics and traces — from a wide variety of sources, to provide detailed insight into
the behavior of applications running in your environments. It can be applied to any system that you
build and want to monitor.

Observability is crucial for today’s dynamic architectures and multi-cloud computing environments.
It allows software engineers, IT, DevOps, and Site Reliability Engineering (SRE) teams to decode
telemetry data. This is done with the help of visualizations — dashboards, service dependency
maps, and distributed traces — as well as AlOps and machine learning approaches. With the right
observability solution, you can understand how your applications, services, and infrastructure are
performing to track and respond to issues.




Why: Observability

Observability is important because it allows teams to evaluate, monitor, and improve the
performance of distributed IT systems. It is far more effective than traditional monitoring methods.
An end-to-end observability platform can help breach silos and foster collaboration. Issues can be
proactively diagnosed, analyzed, and traced back to their origins.

Observability gives IT organizations true visibility across the many data sources in cloud-native
environments. The three pillars of observability are logs, metrics, and traces. Full-stack observability
allows you to track the performance of your multi-cloud ecosystem in real-time and historically. You
can synthesize data from endpoints and services generated by hardware, software, cloud
infrastructure components, containers, open-source, microservices, and more.

Observability helps organizations:

Discover and analyze the significance of performance incidents to their business
Increase the efficiency of software development life cycles

Accelerate problem resolution and root cause analysis

Improve end-user experiences

Fortify application security




Google SRE - Four Golden Signals

01

02

03

04

Latency

Traffic

Errors

Saturation

The time it takes to service a request
important to distinguish between the latency of successful requests and the
latency of failed requests

Measure of how much demand is being placed on your system
For a web service, this measurement is usually HTTP requests per second

The rate of requests that fail, either explicitly (e.g., HTTP 500s)
Implicitly (for example, an HTTP 200 success response, but coupled with the
wrong content)

How "full" your service is.

A measure of your system fraction, emphasizing the resources that are most
constrained

e.g., in a memory-constrained system, show memory; in an I/O-constrained
system, show I/0




Planning and Sizing




Sizing Estimation

Part One, Storage sizing:
e Cloud Elements Calc

o Input: Metrics/Logs
o Output: Storage Requirements

Part Two, Estimate Cloud Costs
e Elastic Cloud Calc
o Input: Storage Requirements
o Output: Cloud Costs



Part One: Data Source Sizing

Refer to Cloud Elements Calc
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Part One: Storage Requirements

Refer to Cloud Elements Calc

Raw Storage (TB)
Grand Raw Total:| DailyVolume | Hot | Warm |  Frozen |Total Stored (TB)

Indices Storage (TB)
Grand Total:| DailyVolume |  Hot | Warm | Frozen |[Total Stored (TB)
1910 | o006 | 050 | 260 | 68 |

Caters for Index, Compression, Replica and Watermark Buffer




Part Two: Estimate Elastic Cloud Cost

Use: https://cloud.elastic.co/pricing

Select cloud provider (AWS, Azure or GCP)
Select region (Singapore Region)

Select a hardware profile (See next slide)

Elastic Cloud (Elasticsearch Service) Pricing Calculator

Use the pricing calculator to get a reference price for a given configuration of Elastic. Depending on your use case, you choose the optimal hardware profile. Each hardware profile is a unique blend of
virtual storage, RAM, and vCPUs. Depending on the hardware profile, you adjust the size of the resources (RAM, vCPU and disk capacity) you dedicate to the constituents of the Stack. At the end of the
day, Elastic Cloud simply charges against the total capacity consumed. You are also charged for data transfer and storage (DTS) costs.

Note that your exact optimal configuration, and consequent pricing, depends on your actual workload. If you're not sure, we recommend that you start with Elastic Cloud monthly billing and configure the
resources to adequately support your workload to understand the associated cost. You can start by signing up for a free trial. Or, you can contact us to come up with an optimal configuration, and
associated price, for your use case.

o Where do you need it deployed? Summary

Standard Gold Platinum m
Cloud provider aws Amazon Web Services "

Compare subscriptions

Region & Singapore (ap-southeast-1) v ELASTICSEARCH
Hot storage 30 GB

Hardware profile © Storage optimized v Hot memory 1GB

Hourly rate  $0.0532 ‘) elast| C


https://cloud.elastic.co/pricing

Choosing a hardware profile

Hardware Profiles affects the hot tier.

Choose Compute Optimised if your use cases requires more compute.

E.g More concurrent alerts, anomaly detection jobs

Performance Efficiency: Compute-optimized hardware profiles provide higher CPU-to-memory ratios, which are
beneficial for compute-intensive workloads such as indexing and searching in Elasticsearch. This ensures that
Elasticsearch operations are performed quickly and efficiently, leading to faster query responses and data
processing.

Cost Optimization: By selecting a hardware profile that is tailored to the compute needs of Elasticsearch, you can
avoid over-provisioning resources. This means you only pay for the compute power you need, which can result in
cost savings while still maintaining optimal performance for your Elasticsearch cluster.

Scalability and Flexibility: Compute-optimized profiles are designed to handle variable workloads by providing the
necessary compute resources to scale up during high-demand periods. This flexibility ensures that Elasticsearch
can maintain stable performance even as the workload grows, without the need for constant manual adjustments to
the hardware configuration.

elastic



Choosing a hardware profile

Hardware Profiles affects the hot tier.

Choose Storage Optimised (Dense) if your use cases requires more storage.

o E.g Longer data retention with minimal searches.

e High Storage Capacity: Storage-optimized dense hardware profiles offer a larger storage capacity relative to their
compute (CPU and memory) resources. This is ideal for Elasticsearch workloads that require storing and processing
large volumes of data, such as logging and time-series data, without the need for extensive computing power.

e Cost-Effective Data Retention: With more storage available at a lower cost, these profiles enable cost-effective data
retention strategies. This is particularly beneficial for use cases where data needs to be retained for long periods for
compliance, analysis, or historical reference.

e 1/0 Optimized Performance: Storage-optimized profiles are typically equipped with fast I/O capabilities to handle
high disk 1/0 operations, which is crucial for Elasticsearch tasks like merging segments and performing bulk
read/write operations. This ensures that Elasticsearch can manage large datasets efficiently without becoming I/O
bound.

elastic



Configure Hot/Warm/Frozen: Example

Select the Size per zone and check that you have enough storage
stated in Total (size x zone).

Indices Storage (TB)
Grand Total:| DailyVolume | Hot | Warm | Frozen |Total Stored (TB)

990 | o006 | os0 | 260 | 68 |

Caters for Index, Compii_ssion, Replica and Watermark Buffer

e Size your deployment

= .
- Elasticsearch

Hot data and Content tier info

Nodes in this tier ingest and process frequentlf queried data.

Size per zone 870 GB storage | 29 GB RAM | 4 vCPU
Availability zones 1zone @ 2zones 3 zones

Total (size x zone) 1.7 TB storage | 58 GB RAM | 8 vCPU



19.10

Caters for Index, Compression

Match the remaining tiers.

= Elasticsearch
=1

Hot data and Content tier info

Indices Storage (TB)

=
y

anlica agfhWatermark Byffer

Total (siz

Warm data tier info

Store less-frequently querid

Availability

Total (size x 2]

Cold data tier

Store rarely queried data on a cold tiel

+ Add capacity

Frozen data tier info

Maximize savings by archiving data on

Size per zone]

Availability zones

Availabflity zones 1zone @ 2zones

on a warm tier for increased cost savings.

1zone @ 2zones

ne)

for increased cost savings. ®

© 12zone 2 zones

Total (size x zone)

GB RAM | 4 vCPU

3 zones

o 1778 storage | 58 GB RAM | 8 vCPU

5.57 TB storage | 30 GB RAM | 3.9 vCPU

3 zones

11.13 TB storage | 60 GB RAM | 7.8 vCPU

frozen tier. Your storage size comes with a cached storage amount, which lets \

46.88 TB storage | 30 GB RAM | 3.9 vCPU

Includes 2.17 TB of cached storage for 46.88 TB of storage.

3 zones

46.88 TB storage (2.17 TB cached storage) | 30 GB RAM | 3.9 vCPU

‘) elastic



How do we get data in?




Secured Elastic With Traffic Filter

Tenant Environment StackOps / Elastic Cloud

To open network 1 o
connectivity. .
Guidelines on

https://docs.deve o] | ) ;
loper.tech.gov.sg h i =

[docs/stackops-d --

Send Telemetry data

ocumentation/cre L - —
ate-endpoint

Added Valve:
Security and reduced

o Elastic Agent Hosted in EC2
COS+ e Elastic Agent Hosted in Kubernetes

e APM/ OTEL Agent



https://docs.developer.tech.gov.sg/docs/stackops-documentation/create-endpoint
https://docs.developer.tech.gov.sg/docs/stackops-documentation/create-endpoint
https://docs.developer.tech.gov.sg/docs/stackops-documentation/create-endpoint
https://docs.developer.tech.gov.sg/docs/stackops-documentation/create-endpoint
https://docs.developer.tech.gov.sg/docs/stackops-documentation/create-endpoint

Ingest Decision Tree

How to ingest data
https://www.elastic.co/quide/en/cloud/cu

rrent/ec-cloud-ingest-data.html

StackOps Recommendations:
https://docs.developer.tech.gov.sg/docs/
stackops-documentation/data-ingestion-
methods

Added Value: Standardised collection pattems

Is an Elastic Agent
integration available?

Visitthe integration docs and
look for your data source.

Install the integration Is aBeator Beats
and set up Elastic Agent module available?

In Kibana's main menu, go to Look for your data source in the
Management > Integrations . list of Beatsand their modules.

Set up Beats

Get started with the relevant
eat.

l

Do you need to Use Logstash

process your data? Get started using one (or more)

input plugins

to enrich
data
it S convert data to ECS, et T .
sanitize or enrich raw normalize field data, or efine or alter the something

data at the source ensichincomingdata schema at\lq’uery time eie

Use processors Use Logstash plugins
For Elastic Agent integrations, Use a pipeline for Elastic Use runtime fields with Elastic Process data using filter

use an Agent Ll & pluginsand forw: ith
Beats, use a B Agentor Beats. Agent or Beats. T

=]

Start sending data to
Elasticsearch

Use ingest pipelines Use runtime fields



https://www.elastic.co/guide/en/cloud/current/ec-cloud-ingest-data.html
https://www.elastic.co/guide/en/cloud/current/ec-cloud-ingest-data.html
https://docs.developer.tech.gov.sg/docs/stackops-documentation/data-ingestion-methods
https://docs.developer.tech.gov.sg/docs/stackops-documentation/data-ingestion-methods
https://docs.developer.tech.gov.sg/docs/stackops-documentation/data-ingestion-methods

Elastic-AWS Integrations

Customer Application AWS Services, other customer data sources, and data aggregators Elastic Cloud Insights and Automation

REAL TIME IT MONITORING INTEGRATIONS

REAL TiME T MONT i < \ (COLLECT, CONNECT,
E ONITORIN [e C (S) ALERT)
Pant

AMAZON EBS AMAZON AMAZONRDS -

DYNAMODB
. o
DATASTORE WEB APIS
C\ AMAZON
CLOUDWATCH

ELASTIC LOAD AMAZON AMAZON SNS
BALANCING CLOUDWATCH

PREBUILT VISUALIZATIONS IN KIBANA
AND ELASTIC OBSERVABILITY SOLUTION
METRICBEAT

DISTRIBUTED PROFILING AND APM ‘

(EG. CLOUD NATIVE APPLICATIONS)
—| B

INGEST
sl d AMAZON SQS AMAZON NAT GATEWAY DATA INTO
Spark KINESIS ELASTIC
docker CLOUD

AMAZON a -
KINESIS 2
\ é Elasticsearch
O\S FUNCTIONBEAT —_—/

(RUNNING ON
AMAZON S3 AWSLAMBDA  AWS TRANSIT = SERVERLESS COMPU
GATEWAY Lk
MODERNIZED OPERATIONS AND AUTOMATIONS

CUSTOM KIBANA DASHBOARDS

G.OPS M
AMAZON SQS

®

N AWS COST & AWS COST AUTOMATION AND ACTION

ITMETRICS ~ LOGS CONNECTION  USAGE REPORT BILLING AW G NANACEMENT (EG - RESPOND TO ALERTING)
DIRECT ELASTIC
INTEGRATIONS

E [

BUSINESS METRICS ANALYTICS AMAZON EC2 FLOW LOGS AWS

A DX INITIATIVE) CLOUDTRAIL CUSTOM |l| III]I
INTEGRATIONS : lin

Q) -

CUSTOMERARPLICATION AMAZON ECS ] CUSTOMER / ONPREMISES OTHER CLOUD . e
APPLICATION PROVIDERS CUSTOMER BUILT VISUALIZATION




StackOps Observability Accelerator (SOA)

StackOps tool to enable users and accelerate their observability implementations.

SIMPLIFY REDUCES SETUP TIME PERIODIC DISCOVERY
CONFIGURATION FROM DAYS TO <1 OF RESOURCE
PROCESS HOUR CHANGES

Repeat after each service

Set up
(Multiple Days)

Jéi {1 - % {3) Jﬁi - . —

[Implement (30 min)

On resource change

elastic



StackOps Observability Accelerator

StackOps tool to enable users and accelerate their observability implementations.

E% stackops

STACK 2024 - StackOps Observability Accelerator (SOA)



http://www.youtube.com/watch?v=1VkQRiyIyhM

Hands-on Labs



Lab 1 - Ingest & Investigate Logs
https://ela.st/stackops-101-lab

Observability - Host Monitoring

Learn how to use Elastic Observability for host monitoring

In this short workshop you have access to the following modules:
Time limit: 1 hour T
« Host Monitoring

« Kubernetes Monitoring
« Application Performance Monitoring (APM)
This track will teach you how to use Elastic Observability to monitor your hosts and
applications. Setup Elastic Agent, monitor system logins and find the root cause of log
spikes. Available content (3)

Observability - Host Monitoring

View details Start

Learn how bility for host monitoring

Add Elastic Agent

Investigating System Logins
Quiz - Logins

Add the Nginx Integration
View your Nginx Data
Analyzing a Spike in Log Data
Quiz - Log Spike

Investigating System Logins

(0> I 0> B0 IN0> B0 O I {0 0]

Quiz - Log Spike



https://ela.st/stackops-101

@
instrugt 2 Kibana-Fleet G  >_ Shel s @ [ |Progress
@ elastic Q Fin§ apps, content, and more. */ ® & ® F/astic Agent Enroliment Guide A
efficiently gather Logs and Metrics from our host, we'll be installing the

X astic Agent.

Add agent

Step-by-Step Elastic Agent Enroliment
Add Elastic Agents to your hosts to collect data and send it to the Elastic 1. Initiate Agent Addition
+ Navigate to and click on 'Add Agent'.

Fleet

0 What type of host are you adding?

TSR —

Type of hosts are controlled by an agent policy 2. Chog
agent policy or create,

Elastic Agent on ECK

The selected agent

A System % Elastic A

> Authentication settings 2. Policy Creation

* Select create new agent policy.

leet?

leet (recommended) - Enroll in Elastic Agent in Fleet to
hlly deploy updates and centrally manage the agent.

LR T —
andalone - Run an Elastic Agent standalone to configure and —
update the agent manually on the host where the agent is installed. g

o Install Elastic Ag

© it B g on o st

Select the approprig
enroll, and start Elag

Check
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Add Elastic Agent - instrugt

>_Shell G y o0 = @ss

64/data/elas \ gl de80b ‘modules . d/pos 1.yml.disabled

64/data/elast gl de80b dules.d/ .yml.disabled

64/data/elastj-agent-de80bo/ dules.d/ int.yml.disabled ation Confirmation
64/data/elastagent-de80b0/components/modules.d/rabbitmg.yml.disabled

64/data/elasthgent-de80b0/components /modules.d/radware.yml.disabled uring the installation process, you'll be prompted to confirm by
64/data/elast} gent-de80b0/components/modules.d/redis.yml.disabled

64/data/elast] / ‘modules.d/redi ise.ynl.disabled
64/data/elast]

64/data/elast nt-de80b0/components/modules . d/santa. ynl . disabled
64/data/elast
64/data/elast t-de80b0/components/modules. d/snyk.yml .disabled

64/data/elast]
64/data/elast]
64/data/elast,
64/data/elast]
64/data/elast]
64/data/elast,
64/data/elast]
64/data/elast] ‘modules.d/ .yml.disabled
_64/data/elast] hb0/components /modules . d/system. yml
_64/data/elast p0/components /modules. d/systen. ynl.disabled
64/datades i
64/d

cie o You can
64/d .ai

64/d|
64/dd yml.disabled

* Upon successful installation, you'll observe the new Agent
appearing in the Fleet.

64/data/elastic-ag itors.d/
64/data/elastic-agent-d itors.d/sample.http.yml.disabled
_64/data/elastic-agent-de8obi itors.d/sample.icmp.yml.disabled
_64/data/elastic-agent-degoho/components/monitors. d/sample. tcp. y'ml disabled

_64/data/elastic-ag osquery ion.ext
64/data/elastic-agent-de80b0/components/osquerybeat
64/data/elastic-agent-de80b0/components/osquerybeat . reference. yml
64/data/elastic-agent-de80b0/components/osquerybeat . spec.yml
_64/data/elastic-agent-de80b0/components/osquerybeat.yml
_64/data/elastic-agent-ded0b0/components/osqueryd
_64/data/elastic-ag

64/data/elastic-ag reference.yml
64/data/elastic-agent-de8ob| spec.yml
64/data/elastic-ag de80b .yml

64/data/elastic-agent-de80b0/components/pf-elastic-collector
64/data/elastic-agent-de80b0/components/pf-elastic-collector.spec.yml
64/data/elastic-agent-de80b0/components/pf-elastic-symbolizer
64/data/elastic-agent-de80b0/components/pf-elastic-symbolizer.spec.yml
_64/data/elastic-agent— deBObu/components/pf host-agent
_64/data/elastic-ag h gent.spec.yml
_64/data/elastic-agent— deBObO/elastlc—agent
64/data/elastic-agent-de80b0/package.version
64/.elastic-agent.active.commit Troubleshooting v
64/elastic-agent

Normalize Enrich Detect Investigate Respond



Lab 1 Add Elastic Agent & Investigating

System Logins
Remember [Y/n] for Agent installation

Clone the SSH Login Dashboards

Refer to Lab Guide for Kibana Exercises
- Edit the cloned dashboard
- Add a new panel
- Create log based errors alerts
- Create metrics threshold based alerts

Quiz Challenge

- Normalize Enrich Detect Investigate

Respond



| | e
Normalize data with ECS D/ ety T

Streamline analysis with a common schema source.ip:10.184.4.2

source.ip:

client_ip:

apache2.remote_ip:

context.user.ip:

src_ip:

-- Enrich Detect Investigate Respond



Enrich data
Contextualize data automatically and on demand

IP: 10.184.4.2

e cloud.account.id: instruqt-prod

e cloud.instance.name: p-pmfbdhuafww0-kubernetes-vm

StackOps extended schema includes additional agency and project context:
System classification and Data sensitivity etc.

Enrichment up front reduces standardising and reporting effort.



https://docs.developer.tech.gov.sg/docs/stackops-documentation/create-ingest-pipelines
https://docs.developer.tech.gov.sg/docs/stackops-documentation/create-ingest-pipelines

Lab 2 - Investigating Additional Log Spikes
https://ela.st/stackops-101

Observability - Host Monitoring

Learn how to use Elastic Observability for host monitoring

In this short workshop you have access to the following modules:
Time limit: 1 hour T
« Host Monitoring

« Kubernetes Monitoring
« Application Performance Monitoring (APM)
This track will teach you how to use Elastic Observability to monitor your hosts and
applications. Setup Elastic Agent, monitor system logins and find the root cause of log
sl Available content (3)

Observability - Host Monitoring

View details Start
Lez ow bility for host monito

Add Elastic Agent

Investigating System Logins
Quiz - Logins

Add the Nginx Integration
View your Nginx Data
Analyzing a Spike in Log Data
Quiz - Log Spike

Investigating System Logins

D OO0 @

Quiz - Log Spike



https://ela.st/stackops-101

Lab 2 - Additional Nginx Logs
Machine Learning Aided Investigation

Collect metrics from Nginx instances
e Nginx port change 80 - 30001

AlOps requires a Machine Learning node and it's not provisioned by
default.

- Normalize Enrich Detect Investigate Respond



Why ECS and structuring logs matters?

Why is there a spike on 12th June?

AlOps Labs
e Log Rate Analysis

Sort the fields, click on a field name, observe the chart changes

Check your time range, 11th - 13th June 2023



Why ECS and structuring logs matters?

Leverage on Machine Learning

What if we do not have a common schema?

II Analysis type: Log rate spike
The median log rate in the selected deviation time range is higher than the baseline. Therefore, the analysis results table shows statistically significant items within the deviation time range that are
contributors to the spike. The "doc count" column refers to the amount of documents in the deviation time range.

Field name Field value Lograte® Doc count p-value® Impact® Actions
[Q source.address 103.136.43.123 dinn 1010 2.23e-308
[a user_agent.original Opera/10.46 (X11; Linux i686; en-US) Presto/2.8.339 Version/13.00 : 1010 2.23e-308
[a source.as.organization.name Ip Server LLC I i 1010 2.23e-308
[a nginx.access.remote_ip_list 103.136.43.123 - ninn 1010 2.23e-308
[Q source.ip 103.136.43.123 m 1010 2.23e-308
[Q related.ip 103.136.43.123 I 1010 2.23e-308

[a url.path /ddos-url-path g 1010 2.23e-308

F url.original /ddos-url-path . 1010 2.23e-308
Q

r user_agent.version 10.46 —— — 1012 2.23e-308
Q

Collect Normalize Enrich Detect Investigate Respond



What is OpenTelemetry?

OpenTelemetry is:

e An Observability framework and toolkit designed to create and
manage telemetry data such as traces, metrics, and logs.

e Vendor- and tool-agnostic, meaning that it can be used with a broad
variety of Observability backends, including open source tools like
Jaeger and Prometheus, as well as commercial offerings.

e Not an observability backend like Jaeger, Prometheus, or other
commercial vendors.

e Focused on the generation, collection, management, and export of
telemetry. A major goal of OpenTelemetry is that you can easily
instrument your applications or systems, no matter their language,
infrastructure, or runtime environment. The storage and visualization
of telemetry is intentionally left to other tools.

Language

Traces

Stable

Stable

Stable

Stable

Stable

Stable

Stable

Stable

Stable

Beta

Stable

Metrics
Stable

Stable
Development
Stable
Stable
Stable
Stable

Stable

Development

Alpha

Development

Logs

Stable

Stable
Development
Beta

Stable
Development
Stable
Development
Development
Alpha

Development




Why OpenTelemetry?

With the rise of cloud computing, microservices architectures, and increasingly complex business
requirements, the need for software and infrastructure observability is greater than ever.

OpenTelemetry satisfies the need for observability while following two key principles:

e You own the data that you generate. There's no vendor lock-in.
e You only have to learn a single set of APIs and conventions.

Both principles combined grant teams and organizations the flexibility they need in today’s modern computing
world.

If you want to learn more, take a look at OpenTelemetry’s mission, vision, and values.



https://opentelemetry.io/community/mission/

Main OpenTelemetry Components

OpenTelemetry consists of the following major components:

A specification for all components

A standard protocol that defines the shape of telemetry data

Semantic conventions that define a standard naming scheme for common telemetry data types

APIs that define how to generate telemetry data

Lanquage SDKs that implement the specification, APIs, and export of telemetry data

A library ecosystem that implements instrumentation for common libraries and frameworks

Automatic instrumentation components that generate telemetry data without requiring code changes
The OpenTelemetry Collector, a proxy that receives, processes, and exports telemetry data

Various other tools, such as the OpenTelemetry Operator for Kubernetes, OpenTelemetry Helm Charts,
and community assets for FaaS

OpenTelemetry is used by a wide variety of libraries, services and apps that have OpenTelemetry integrated to
provide observability by default.

OpenTelemetry is supported by numerous vendors, many of whom provide commercial support for
OpenTelemetry and contribute to the project directly.

@ elastic


https://opentelemetry.io/docs/specs/otel
https://opentelemetry.io/docs/specs/otlp/
https://opentelemetry.io/docs/specs/semconv/
https://opentelemetry.io/docs/languages
https://opentelemetry.io/ecosystem/registry
https://opentelemetry.io/docs/collector
https://opentelemetry.io/docs/kubernetes/operator/
https://opentelemetry.io/docs/kubernetes/helm/
https://opentelemetry.io/docs/faas/
https://opentelemetry.io/ecosystem/integrations/
https://opentelemetry.io/ecosystem/vendors/

N

o

Observations About Observability S

Data collection becomes commoditized via OpenTelemetry

e More services expose OTel directly or contribute Integrations to
Collector

e APM Vendors begin to drop proprietary APM agents and build upon
OTel



Observations About Observability

Vendor Differentiation Comes Through:

Multi-signal analysis in unified User Experience

ML-based single and multi-signal analytics for RCA

Simple tools (Bl for all!) for end users to analyze data

Flexible deployment patterns (on-prem, Cloud, hybrid)
Intelligent cost controls

Workflow management (SLO, case management)
Crowd-sourced (stackoverflow), LLM/chat-based Al Assistance



We are standardizing and investing on
OpenTelemetry (OTel) &

Make the best data collection and processing framework

Base Elastic’'s data collection architecture for Observability and Security in

Contribute to the success of and help shape its future vs reacting




Elastic x OpenTelemetry

‘l Elastic Observability

Elastic Distributions of OpenTelemetry language SDKs

! Elastic Distribution of OpenTelemetry
. A wrapper around an OpenTelemetry API/SDK
Supported languages: Java, .NET, Node.js, Python

OpenTelemetry API/SDK

‘ Allows you to use the OpenTelemetry APl with
your language of choice

EDGE MACHINES

PROTOCOL

Upstream OpenTelemetry API/SDK + Elastic APM agent

‘6

¥ rrv integration
]

‘l Elastic Observability

OpenTelemetry Elastic APM Agent

AP'/SDK Translates OpenTelemetry API
Allows you to use the calls to Elastic APM API calls
OpenTelemetry API with Supported languages: Java,
I f choi j ;
your language of choice | .NET, Node.js, Python =] Elasticsearch

Upstream OpenTelemetry Collector and language SDKs II Elastic Observability

EDGE MACHINES PROTOCO
&" OpenTelemetry OpenTelemetry . )
4°  API/SDK Collector |5, " apMintegration

Allows you to use the Receive, process, and
OpenTelemetry API with export telemetry data
our language of choice from multiple sources : .
v 9uag P : = Elasticsearch

" Kibana
VA, Observability apps

EDGE MACHINES PROTOCOL HOSTED ON ELASTIC cLouD|l®



OpenTelemetry Distro

List of open source OpenTelemetry distributions maintained by third parties.
OpenTelemetry distributions are a way of customizing OpenTelemetry components so that they're easier to
deploy and use with specific observability backends.

Any third-party can customize OpenTelemetry components with backend, vendor, or end-user specific
changes. You don't have to use a distributions in order to use OpenTelemetry components, though
distributions might facilitate usage under certain circumstances, such as specific vendor requirements.

https://opentelemetry.io/ecosystem/distributions

https://www.elastic.co/observability-labs/blog/tag/opentelemetry

https://www.elastic.co/observability-labs/blog/elastic-opentelemetry-sdk-distributions

https://www.elastic.co/observability-labs/blog/opentelemetry-demo-with-the-elastic-distributions-of-opentel
emetry



https://opentelemetry.io/ecosystem/distributions/
https://www.elastic.co/observability-labs/blog/tag/opentelemetry
https://www.elastic.co/observability-labs/blog/elastic-opentelemetry-sdk-distributions
https://www.elastic.co/observability-labs/blog/opentelemetry-demo-with-the-elastic-distributions-of-opentelemetry
https://www.elastic.co/observability-labs/blog/opentelemetry-demo-with-the-elastic-distributions-of-opentelemetry

Lab 3: Analysing a Spike in Log Data

HATIT
Sl s,



Lab 3 - Investigating Additional Log Spikes
https://ela.st/stackops-101

Observability - Host Monitoring

Learn how to use Elastic Observability for host monitoring

In this short workshop you have access to the following modules:
Time limit: 1 hour T
« Host Monitoring

« Kubernetes Monitoring
« Application Performance Monitoring (APM)
This track will teach you how to use Elastic Observability to monitor your hosts and
applications. Setup Elastic Agent, monitor system logins and find the root cause of log
sl Available content (3)

Observability - Host Monitoring

View details Start
Lez ow bility for host monito

Add Elastic Agent

Investigating System Logins
Quiz - Logins

Add the Nginx Integration
View your Nginx Data
Analyzing a Spike in Log Data
Quiz - Log Spike

Investigating System Logins

D OO DD

Quiz - Log Spike



https://ela.st/stackops-101

Log Rate / Pattern Analysis

Leverage on Machine Learning

Baseline Deviation

9th 10th Mth 12th 13th 14th 15th 16th 17th 18th 19th 20th 21st 22nd  23rd  24th 25th 26th 27th

Smart grouping m On

igher than the baseline. Therefore, the analysis results table shows statistically significant items within the deviation time range that are
he amount of documents in the deviation time range.

(z) View in Discover
Field value

sshd(pam_unix)

getpeername (ftpd): Transport endpoint is not connec

Copy to clipboard

Collect Normalize Enrich Detect Investigate Respond



Al & Analytics: Correlate any type of data

Accelerate problem resolution and improve predictability

ig Anomaly detection &

correlations Democratize data and analytics

There's a spike in @ show model bounds 8 annotations
hourly revenue [
A €l View by job

al
g Log categorization

oo 100+ out-of-the-box
customizable ML models

{B Generative Al powered
by ESRE

I Ty pically, we make about
D e 5400, but this hour we
made over $2500




Service Level Objectives (SLO)




Anatomy of an Incident - Google - Site Reliability Engineering

When it comes to system design, failure is inevitable. Scientists and engineers implement solutions
based on the available information, without a complete knowledge of the future. You can't always
anticipate the next zero-day event, viral media trend, weather disaster, or shift in technology. But you

can be prepared to respond when incidents like these affect your systems.

With this report, SRE and DevOps practitioners, IT managers, and engineering leaders will explore
methods to help your organization prepare for, respond to, and recover from incidents. With advice
from Ayelet Sachto, Adrienne Walcer, and Jessie Yang, you'll learn how to be prepared to handle failure

if and when it happens.

Learn the stages of the incident management lifecycle: preparedness, response, recovery, and
o q n — mitigation

° S~ . Deal proactively with incidents: issues that escalate beyond metrics and alerts
S S Be prepared: practice disaster role playing and incident response exercises
I n CI d e nt RN Learn the characteristics of the incident-response organizational structure
\ S Examine steps to recovery and mitigation after an incident has occurred

Conduct postmortems to analyze what went wrong

Google's Approach to
Incident Management
for Production Services

Explore a real-world example from Google: The Mayan Apocalypse
Learn how to measure and reduce incidents impact

Use postmortems as a tool for prevention and psychological safety

X

Ayelet Sachto & Adrienne Walcer “ m m

with Jessie Yang

https://sre.google/resources/practices-and-processes/anatomy-of-an-incident/

REPORT P elastic




Alert Fatigue ? Or Manage by SLO

Use effective alerts to avoid alert fatigue. Use pages when you need immediate action. Only the
right responders—the specific team and owners—should get the alerts.

iability

Outage begins Alert fires
: and

@ Issueis

mitigated

https://sre.google/sre-book/service-best-practices/


https://sre.google/sre-book/service-best-practices/

What matters to your users?

Service Level Indicator Create new SLO

The proportion of successful requests, as measured Ry
from the load balancer metrics.

Any HTTP status other than 500-599 is considered
successful.

count of "api" http_requests which
do not have a 5XX status code
divided by

count of all "api" http_requests

https://sre.google/workbook/slo-document/




QR Check In - Sports/Entertainment Venue

SLO: 1failed out of 1000 successful check-ins = 99.9% successful check-ins

Error Budget: In this case: 100% - 99.9% = 0.1%

The error budget is the allowed number of errors or failures within a given time period. It's calculated as 100% - SLO%.
This means you have a 0.1% error budget. For every 1000 check-ins, you can tolerate 1 failure without violating your
SLO.

Error Budget Calculation (using Occurrences method): 100,000 * 0.1% = 100 failures

Over a 30-day period, and you have 100,000 total check-ins during this time. You can have up to 100 failed check-ins
over 30 days before you violate your SLO.




QR Check In - Sports/Entertainment Venue

Burn Rate:

The burn rate is how quickly you're using up your error budget compared to the rate you've allotted. A burn rate of 1
means you're using your error budget at exactly the expected rate. Higher than 1 means you're burning through your
error budget too quickly.

Burn Rate = (Errors occurring / Time period) / (Total error budget / Total time)

For example, if you've had 20 failures in the first 3 days:
Burn Rate = (20 / 3) / (100 / 30) = 6.67

This burn rate of 6.67 means you're using your error budget 6.67 times faster than you should be.




Resume 11:50

Re-cap




Start your first StackOps workload

Start small and scale up

Resource based, StackOps scales proportionally to the following
parameters:

e Daily ingest data volume ~ compute/storage
e Retention of data ~ storage
e Search Performance ~ compute

https://docs.developer.tech.qov.sg/docs/stackops-documentation
/get-started @elastic



https://docs.developer.tech.gov.sg/docs/stackops-documentation/get-started
https://docs.developer.tech.gov.sg/docs/stackops-documentation/get-started

CYRELCEWENES

Importance of
Observability

Key Takeaway:

Comprehensive visibility is crucial
for maintaining reliable
government services.

StackOps Capability:

StackOps facilitates
comprehensive monitoring,
leading to improved Mean Time to
Resolution (MTTR) and operational
efficiency.

Benefits:

- Enhance system visibility and
troubleshooting capabilities

- Reduce Mean Time to Resolution (MTTR)
- Gain actionable insights for improved
developer productivity

Establishing SLOs

Key Takeaway:
Clear performance targets ensure
high-quality public services.

StackOps Capability:

StackOps provides tools for
defining and tracking Service Level
Objectives (SLOs) across
government platforms.

Benefits:

- Set and maintain clear performance
expectations for citizen-facing services

- Balance reliability and innovation in public
sector tech

- Drive continuous improvement based on
user experience metrics

OODA Loop in SRE

Key Takeaway:

The Observe Orient Decide Act
loop enhances decision-making
and response in dynamic
government tech environments.

StackOps Capability:

StackOps supports each phase of
the OODA loop with real-time data,
analysis tools, and automated
response capabilities.

Benefits:

- Observe: Continuously monitor system
health and performance

- Orient: Quickly analyze and contextualize
incidents within government services

- Decide: Make informed decisions based on
data-driven insights

- Act: Implement rapid, effective responses to
maintain service quality

Collaborative

Problem-Solving

Key Takeaway:

Cross-agency collaboration
enhances overall government
service reliability.

StackOps Capability:
StackOps supports
Whole-of-Government
collaboration through shared
monitoring and insights.

Benefits:

- Foster effective teamwork in cross-agency
SRE teams

- Leverage shared knowledge and best
practices across the public sector

- Improve overall government tech stack
resilience through collective efforts

¢ elastic



Q&A

https://pigeonhole.at/STACKOPS101



https://pigeonhole.at/STACKOPS101

Call to Actions

Contact Us enquiries_enp@tech.gov.sg

StackOps Docs https://go.gov.sg/stackops-docs/

Future Workshops | https://go.gov.sg/stackops-learning-events

Telegram Scan the code
Community https://go.gov.sg/stackops-community

Learning Events https://go.gov.sg/stackops-learning-events




Future Workshops

Level

Stage

Topics Covered

102

APM Monitoring

Sign up

APM tracing
Synthetic Monitoring

SLO/SLI

RUM
Universal Profiling

103

SIEM

Creation of Rules
Alerts integration
Exception Handlings

201

Automation, Integration & Customising

Log/ingest

Anomaly Detection (ML)
Integration

ML based Rules



https://www.thedigitalacademy.tech.gov.sg/course/detail/stackops-app-monitoring

We want to hear from you!

Take this 2 min survey

https://go.gov.sg/stackops-workshop-feedback



https://go.gov.sg/stackops-workshop-feedback

¢ elastic | @R

Singapore

4th March 2025

Registrations are now open!
Secure your spots today!

Supercharge




Thank You




