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Nov 17, 2025

1. 1st Hour: Online Session 

a. General Overview

b. Tooling & Setup - Developer experience

c. How to Use Socket

d. Q/A

2. 2nd Hour: Continued Deep-Dive

a. Technical Deep-Dive

b. Customer Use Cases

c. Roadmap Session
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Socket General Overview



✓ CI/CD Integrations (Gitlab)

✓ Socket Firewall

✓ IDE Extension

✓ MCP Plugin

✓ Web Extension

Prevent & Block

Cut through the noise. Focus on real threats.

✓ Tier 3 – Module Level 

Reachability

✓ Tier 2- Real Time Dependency 

Reachability

✓ Tier 1 – Function Level 

Reachability from your source

Prioritization

✓ Malicious dependencies

✓ Vulnerable dependencies

✓ 0-day supply chain attacks

✓ Typosquat attacks

✓ Dependency hijacking

✓ Backdoors

✓ High-risk dependencies

✓ Malicious install scripts

✓ Hidden behavior

✓ 70+ signals

Detect



Understand packages with risk scoring



over 1,000
Socket detects and prevents

software supply chain attacks every week



Socket AI Threat Engine
Package Managers

Threat Research Team

Capabilities
Context Via LLMs

Is Malware?Source Code Scanning

Metadata Analysis Quality & Maintenance Tech 
Debt/Risk



Get the full picture of open source risk
License risks

✓ Explicitly Unlicensed 
Item

✓ License Policy Violation

✓ Misc. License Issues

✓ Ambiguous License 
Classifier

✓ Copyleft License

✓ License exception

✓ No License Found

✓ Non-permissive License

✓ Unidentified License

✓ Deprecated

✓ Unmaintained

Maintenance risks

✓ Unpopular package

✓ Minified code

✓ Bad dependency semver

✓ Wildcard dependency

Quality issues

Vulnerabilities

✓ Critical CVE

✓ High CVE

✓ Medium CVE

✓ Low CVE

✓ Known Malware

✓ Possible typosquat attack

✓ AI-detected potential malware

✓ Git dependency

✓ GitHub dependency

✓ HTTP dependency

✓ Obfuscated code

✓ Protestware or potentially 
unwanted behavior

✓ Telemetry

✓ Unstable ownership

✓ AI-detected potential security risk

✓ Native code

✓ Network access

✓ Non-existent author

✓ Potential vulnerability

Supply chain risks

✓ Shell access

✓ Trivial Package

✓ Uses eval

✓ AI-detected potential code 
anomaly

✓ Environment variable access

✓ Filesystem access

✓ High entropy strings

✓ New author

✓ NPM Shrinkwrap

✓ Install scripts

✓ Manifest confusion

✓ Debug access

✓ Dynamic require



Reachability



•Works for all Socket Alerts

•Looks for imports that are unused in 
dependencies

•No special configuration needed

•Has about 35% reduction in alerts

Tier 3 Reachability



•Works for CVE Alerts only

•Pre-computed against the Direct 
Dependencies and their transitive 
dependencies

•Determines reachability of CVEs for 
transitive dependencies

•Goes 4 levels deep

•No special configuration needed

•Has about 60% reduction in CVE alerts

Tier 2 Reachability



•Works for CVE Alerts only

•Utility ran in your environment and does function level reachability from your source 
code

•Determines reachability of CVEs for Direct and transitive dependencies

•Goes to any depth of transitive resolution

•Creates a Socket Findings file that can be checked in as a Reachability Manifest 
file that works with the Github App or CLIs

•Has about 90% reduction in CVE alerts

Tier 1 Reachability



Web Extension



•Provides information wherever 
a supported install command 
is

•Links to the Socket Package 
Page

•Useful to see risks inline when 
searching on the internet

Web Extension



GitLab



•Currently, integrates via the Gitlab Pipeline
• Coming soon is a self hosted Gitlab Application

•Simple workflow that can be added 
(https://docs.socket.dev/docs/socket-in-your-gitlab-pipeline#/)

•Two types of comments

• Dependency Overview

• Security Issues Comment

Gitlab Pipeline – MR Comments

https://docs.socket.dev/docs/socket-in-your-gitlab-pipeline#/


• Informational comment

•Provides information on new or 
updated direct dependencies

•Scores are based on detected 
Alerts for dependencies

Dependency Overview Comment



•Based on configured Security 
& Legal Policies

•Only new Alerts in that PR will 
trigger

•Additional details are in drop 
down

•Block Alerts fail PR Checks

•Warn is informational

•Links to report in Socket

Security Issues Comment



•MR Pipeline will return 
non-zero if there are New 
Block Alerts

• In a MR the CLI attempts 
to do a diff of the head 
versions versus the 
current

•Results will be in console 
output in addition to the 
MR Comment

Socket Pipeline Status



VS Code Extension



•Can be installed as a normal extension 

•Underlines in manifest files detected risks

•https://marketplace.visualstudio.com/items?itemName=SocketSecurity.vscode-soc
ket-security

VS Code Extension

https://marketplace.visualstudio.com/items?itemName=SocketSecurity.vscode-socket-security
https://marketplace.visualstudio.com/items?itemName=SocketSecurity.vscode-socket-security


Socket MCP Server



•Can be added to VS Code, Cursor, or Claude Code

•Can pull Socket Scores to be used in AI Instructions

•https://socket.dev/blog/introducing-socket-mcp-for-claude-desktop

•https://github.com/SocketDev/socket-mcp

MCP Plugin

https://github.com/SocketDev/socket-mcp
https://github.com/SocketDev/socket-mcp


Socket Python CLI



•Only supports creating Socket Scans

•Tailored for CI/CD and doing PR comments in Github, Gitlab, etc

•Can generate a license file with attribution

•Can now run reachability analysis

•Very similar to the Github App in how it works in diffing

Python CLI



Socket NPM CLI



•Wrapper for Socket API

•Provides many different functions like creating scans or CycloneDX SBOM files

•Socket scan create is the preferred method for creating Full Scans

•Supports doing socket scan github to do a one time scan of all repos

•Generally more used for one off scans that don’t need diffing

General NPM CLI



Socket Firewall



•Has two modes Service & Wrapper mode

•Service Mode

• Runs as a MITM (Man in the Middle) proxy 

• Has in memory cache and now supports shared cache

•Wrapper mode

• Runs on individual developer systems to provide protection

• Uses the Socket Security policy to decide Block/Warn configuration

Socket Firewall





Socket Basics



● Unifies management and results of 
Open Source tools to provide
○ SAST
○ Secret Scanning
○ Container Scanning

● SAST Supports same ecosystems as 
Socket Native

● Once enabled can be configured in 
Socket dashboard

https://github.com/SocketDev/socket-basi
cs

Socket Basics

https://github.com/SocketDev/socket-basics
https://github.com/SocketDev/socket-basics


Socket Dashboard



•Overview

•Alerts

•Repositories

•Dependencies

•Scans

•Telemetry

•Threat Feed

Socket Dashboard



● Summarization of results of Socket 
Org

● Can be filtered by Repository
● Able to drill into different data points
● Is populated by scans from the 

default branch

Overview



● Populated by the latest scan on the 
default branch

● It creates snapshots of scan results 
to provide trend information over time

● By default these snapshots are done 
once every 24 hours

● View of all alerts across all 
repositories

● Common starting point for many 
customers

Alerts



● High level summary of alerts based 
on the default branch

● Can manage and assign Repository 
labels

○ Labels provide Filtering
○ Customized Security policy
○ Customized Legal Policy

● Can drill in to see repository specific 
information

Repositories



● High level summary of alerts based 
on the default branch

● Can manage and assign Repository 
labels

○ Labels provide Filtering
○ Customized Security policy
○ Customized Legal Policy

● Can drill in to see repository specific 
information

Repositories



● All detected dependencies in the 
default branch

● Will show which repositories has that 
dependency

● Can be filtered by the top level 
repositories filter

● Quick view of the overall quality of 
your dependencies

Dependencies



● All scans created on any branch
● These will be a live view of the alerts 

for the detected dependencies
○ It might take a few moments for 

the alerts to be resolved
● Dependencies are a point in time 

resolution

● Ability to see the associated manifest 
files with the scans

Scans



● All requests that have gone through 
Socket Firewall

● What the action was 
(block/warn/ignore)

● What purl was requested

● In the future being able to triage from 
here

Firewall Telemetry



● View into our live confirmed findings

● Can filter by ecosystem

● These are all of our detections and 
not specific to your organization

● Can search by package and version

Socket Threat Feed



Settings



● Security Policy
● Legal
● Scans
● API Tokens
● WebHooks
● Socket Basics
● Members
● SSO

● Audit Log

Settings



● Default policies that can be selected 
to control the amount of noise

● Four modes
○ Block: Alerts in this section will 

fail the integrations and return 
an error

○ Warn: Alerts in this section will 
trigger a comment but won’t fail 
the integrations

○ Monitor: Alerts in this section 
will show up in reports but not to 
developers

○ Ignore: These will be hidden by 
default

Security Policy



● Enabled the detection of License Policy 
Violations

● Three tabs of configuration
○ By preset: This is a coarse setting 

where it sets the by license for you
○ By class: This is a little bit more 

granular than by preset
○ By license: Allows you to set the 

license action per individual license
● By Package and By String allow manual 

overrides
● Options can change how the license 

detection works

Legal Policy



● Settings which impact how Socket 
Scans are ran and evaluated

● Reachability
○ Precomputed Reachability: by 

default is on but can be turned 
off

○ Tier 3: by default is off but can 
be enabled

○ Monitor Unreachable Alerts: if 
enabled CVEs that are 
unreachable will be monitor 
instead of block/warn

● Ecosystems: Enable/disable 
ecosystem support

Scans



● Area to manage the org level API 
Tokens

● All API Tokens can different scopes
● If a user uses a token on an endpoint 

without the right scope they will be 
denied access

● API Tokens can be rotated

API Tokens



● Support for Generic WebHooks
● Alert

○ These event types are for alerts 
from the Org Alerts

○ When there is a change to the 
alert a push notification can be 
sent

● Pull request

○ Currently only available for 
Github PRs

WebHooks



● Configuration for the Socket Basics 
tool

● Granular controls for integrations and 
customizations

● Currently only at the Org Level

● Can be overridden with local 
configurations when running

Socket Basics



● Area to manage who has access to 
the Socket Dashboard

● Four level of roles
○ Owner: Owner can’t be deleted 

and is an Admin
○ Admin: Has full control over 

everything except changing 
owner

○ Member: Can see most things 
but can’t change settings

○ Contributor: Can’t make any 
changes

https://docs.socket.dev/docs/users#/

Members

https://docs.socket.dev/docs/users#/


SSO



● View for any changes in the Socket 
Dashboard

● Can filter by different event types

● Can export to CSV or JSON

Audit Log



Customer Use Cases



Salesforce
● Socket is on the ‘paved road’ for development

● Socket has replaced Snyk as core SCA tool

● CLI tool workflows with Socket worked at scale

● Socket’s reachability outperformed both Snyk and 

Endor in comparisons

● Want protection against non-CVE threats as part 

of SCA

Customer Use Cases

Netflix
● Also using ‘paved road’ model

● Socket replaced Snyk as well as increased 

scope significantly

● Netflix didn’t see value in CVE-based paid SCA 

tooling

● See value in reachability and deeper scanning

● Netflix reviewed building vs buying

● Rollout is deliberate, going group-by-group



Anthropic*
● Anthropic is heavily reliant on Socket data on open source packages

● Built “Dependant” - storage for deps

● Devs can request new packages

● Anything under “X” Socket supply chain score requires admin approval

Similar customer deployments

*Link to Anthropic’s B-Sides talk: YouTube + Socket Case study: Link to Case Study

https://www.youtube.com/watch?v=fCaQOPcjKVw
https://socket.dev/case-study/anthropic






Roadmap



Recently Shipped
● Socket Basics

● Socket Firewall Enterprise

● Hugging Face models

● Extension Guard

○ Chrome Extensions

○ OpenVSX

● General Webhook Support

● Socket Fix 2.0

This quarter
● Self hosted Gitlab Integration

● Native Jira Integration

● Socket CLI Binary

● Proactive Malware Campaign Notifications

● Support Portal in Socket Dashboard

Next quarter
● Granular RBAC

● Repo level permissions

● 2 Way Jira Integration

● Socket Firewall: Registry mode


