o Socket

Protect your code from everyone else’s



Agenda

Nov 17, 2025

1. 1st Hour: Online Session
a. General Overview
b. Tooling & Setup - Developer experience
c. How to Use Socket
d. Q/A
2. 2nd Hour: Continued Deep-Dive
a. Technical Deep-Dive
b. Customer Use Cases

c. Roadmap Session

o Socket



Socket General Overview
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Cut through the noise. Focus on real threats.

Detect

N

Malicious dependencies
Vulnerable dependencies
0-day supply chain attacks
Typosquat attacks
Dependency hijacking
Backdoors

High-risk dependencies
Malicious install scripts

Hidden behavior

SN NSNS SN KS

70+ signals

o Socket

Prevent & Block

v

NN NS

CI/CD Integrations (Gitlab)
Socket Firewall

IDE Extension

MCP Plugin

Web Extension

Prioritization

v/ Tier 3— Module Level
Reachability

v/ Tier 2- Real Time Dependency
Reachability

v/ Tier 1 — Function Level

Reachability from your source



Understand packages with risk scoring

@LEDGERHQ/CONNECT-KIT o
@ledgerhq/connect-kit 3h

1.1.7 unpublished

92 | 88

A library for dApps to integrate with the Ledger

Extension and Ledger Live
9 Supply Chain Quality Maintenance Vulnerabilities License

Package Overview - i
B 9 117 unpublished  cem npm  (CEDEIERD Security

E Dependencies

® Maintainers
Known Malware | SUPPLY CHAIN RISK

Versions [ ) A This package is malware. We have asked the package registry to remove it.
Found 1 instance in 1 package

& Alerts

B3 File Explorer
Version published Maintainers Weekly downloads Weekly downloads

3 months ago 21 131 2,000

-42.04% 1,500

<> npm Scripts 1,000
500

ADVANCED TOOLS




Socket detects and prevents

over 1,000

software supply chain attacks every week

zi:ijla"a @ python =GO  @Ruby £ Scala

JS n‘@d¢ @y EYDeno lKOtIin
O[L eerms () Bun

o Socket



Package Managers

gl_
-

Socket Al Threat Engine

Source Code Scanning

B

Metadata Analysis

Capabllltles

Quality & Maintenance

B

- &

Context Via LLMs
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Tech
Debt/Risk

> i —> i
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Is Malware"\

/

Threat Research Team
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Get the full picture of open source risk

Vulnerabilities

Critical CVE
High CVE
Medium CVE
Low CVE

AN

Quality issues

Unpopular package
Minified code

Bad dependency semver

AN NN

Wildcard dependency

Maintenance risks

v Deprecated

v Unmaintained

o Socket

N AN

ANANE NENENE NN

Supply chain risks

Known Malware

Possible typosquat attack
Al-detected potential malware
Git dependency

GitHub dependency

HTTP dependency
Obfuscated code

Protestware or potentially
unwanted behavior
Telemetry

Unstable ownership

Al-detected potential security risk

Native code
Network access
Non-existent author

Potential vulnerability

AN NS

AN N N . N N N

Shell access

Trivial Package

Uses eval

Al-detected potential code
anomaly

Environment variable access
Filesystem access

High entropy strings

New author

NPM Shrinkwrap

Install scripts

Manifest confusion

Debug access

Dynamic require

License risks

Explicitly Unlicensed
Item
License Policy Violation

Misc. License Issues

SNSS N

Ambiguous License
Classifier

Copyleft License
License exception
No License Found

Non-permissive License

AN NN N

Unidentified License



Reachabillity
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Tier 3 Reachabillity

*\Works for all Socket Alerts

* Looks for imports that are unused in
dependencies

* No special configuration needed

*Has about 35% reduction in alerts

o Socket

o Socket

@ Overview

E] Repositories
@ Dependencies
A Alerts

£ Scans

**+ More

socketdev-demo Vv % Settings E] All repositories v
Alerts
All  Security Operational Legal CVE Only +

= Filter Q Search alerts

Dependency Use..

[0 used 1052
(] uUnused 26 )
ypi pword

ul ‘A A Critical CVE: Verification Bypass in npm jsonwebtoken

al ‘fs A Critical CVE: Arbitrary Code Execution in npm underscore



Tier 2 Reachabillity

*Works for CVE Alerts only

o Socket socketdev-demo Vv £ Settings E] All repositories v ¢ Pre-CompUted againSt the DireCt
A Dependencies and their transitive
Alerts dependencies

E] Repositories

@1l Dependarcias All  Security Operational Legal CVEOnly + ® Determines reachability Of CVES for
A Alerts = Fiter | Q Search alerts transitive dependenmes
o SR — 0 *Goes 4 levels deep

[ Potentially reachable @ 134

O Unreschabi * No special configuration needed

*Has about 60% reduction in CVE alerts

o Socket



Tier 1 Reachabillity

* Works for CVE Alerts only

* Utility ran in your environment and does function level reachability from your source
code

* Determines reachability of CVEs for Direct and transitive dependencies
* Goes to any depth of transitive resolution

* Creates a Socket Findings file that can be checked in as a Reachability Manifest
file that works with the Github App or CLlIs

* Has about 90% reduction in CVE alerts

o Socket



Web Extension
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Web Extension

* Provides information wherever

a supported install command
IS

*Links to the Socket Package
Page

* Useful to see risks inline when
searching on the internet

o Socket

If these commands return version numbers, you're set. If not, download and insta
of Node.js from the official website.

. Install the package: Use npm to install the specific version 4.5.0 of the @telepo

package by running:

bash
npm install @telepo/web-attendant@4.5.0

@telepo/web-attendant@4.50 =——— FOEREISIET RGBTl

Known malware bn file accordingly.

e package is listed in you

Dependencies

Socket optimized override available



GitLab
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Gitlab Pipeline — MR Comments

* Currently, integrates via the Gitlab Pipeline
. Coming soon is a self hosted Gitlab Application

* Simple workflow that can be added
(https://docs.socket.dev/docs/socket-in-your-gitlab-pipeline#/)

* Two types of comments
* Dependency Overview

* Security Issues Comment

o Socket


https://docs.socket.dev/docs/socket-in-your-gitlab-pipeline#/

Dependency Overview Comment

* Informational comment

* Provides information on new or T
u pd ated dlrect dependenCIeS @ Douglas Coburn @douglas2251048 5 days ago Author Owner (®
Socket Security: Dependency Overview
(] S CO res a re based O n d ete Cted Review the following changes in direct dependencies. Learn more about socket.dev
AI e rtS fo r d e pe N d e N C| e S Diff Package Supply Chain Vulnerability Quality Maintenance License
Security

jsonupon@7.2.7 0 (84)

o Socket



Security Issues Comment

* Based on configured Security
& Legal Policies

oo i . .
.;;:03‘ Douglas Coburn @douglas2251048 5 days ago Author  Owner @ « 27 Py
£ e Only new Alerts in that PR will

Review the following alerts detected in dependencies. trl g g e r

According to your organization's Security Policy, you must resolve all "Block" alerts before proceeding. It's recommended to
resolve "Warn" alerts too.

Learn more about Socket for GitHub. [ ] Ad d ition al d eta i | S a re i n d ro p
Action Severity Alert (click for details) d OW n

Block A » jsonupon@7.2.7 - Known malware
*Block Alerts fail PR Checks

Warn » jsonupon@7.2.7 - Obfuscated code

*\Warn is informational

*Links to report in Socket

o Socket



Socket Pipeline Status

2025-11-11 06:53:23,326: Starting Socket Security CLI version 2.2.27.devl

25,897: Push initiated flow

H H H 2025-11-11
o M R PI pel I n e WI | I retu rn 2025-11-11 Starting comment logic for PR/MR event

0
0
. 2025-11-11 06:53: : Total files found: 2
non_ze ro If there are N eW 2025-11-11 0 Creating new full scan
2025-11-11 06:53: : Total time to create new full scan: 0.35
2025-11-11 06:53: : Full scans are ready in 0.43 seconds
Block Alerts

Comparing scans - Head scan ID: 4d4b30dd-4fc4-433b-9eaB-cbaafb281015, New scan ID: a7c23312-25a5-4d87-adSe-0efc8bbédedda
2025-11-11 06:53:31,278: Diff Report Gathered in 08.25 seconds

2025-11-11 :31,279: Diff report artifact counts:
2025-11-11 :31,279: Added: 1
PY In a MR the CLI attem tS 2025-11-11 86:53:31,279: Removed: ©
p 2025-11-11 Unchanged: 54

2025-11-11 Replaced: @

to do a diff of the head 22141 G531, 270 Udated:

Security issues detected by Socket Securit
2025-11-11 06:53: : Diff Url: https://socket.dev/dashboard/org/socketde

versions versus the '
current : e

| Known malware | jsonupon@7.2.7 | https://socket.dev/npm/package/jsonupon/overview/7.2.7 | direct package.json | block
| Obfuscated code | jsonupon@7.2.7 | https://socket.dev/npm/package/jsonupon/overview/7.2.7 | direct package.json |
oo m oo B e e T LT s +

* Results will be in console
output in addition to the
MR Comment

o Socket



VS Code Extension
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VS Code Extension

* Can be installed as a normal extension
* Underlines in manifest files detected risks

* https://marketplace.visualstudio.com/items?itemName=SocketSecurity.vscode-soc
ket-security

o Socket


https://marketplace.visualstudio.com/items?itemName=SocketSecurity.vscode-socket-security
https://marketplace.visualstudio.com/items?itemName=SocketSecurity.vscode-socket-security

Socket MCP Server

€ Socket



MCP Plugin

*Can be added to VS Code, Cursor, or Claude Code
* Can pull Socket Scores to be used in Al Instructions

* https://socket.dev/blog/introducing-socket-mcp-for-claude-desktop

* https://qithub.com/SocketDev/socket-mcp

o Socket


https://github.com/SocketDev/socket-mcp
https://github.com/SocketDev/socket-mcp

Socket Python CLI
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Python CLI

* Only supports creating Socket Scans

* Tailored for CI/CD and doing PR comments in Github, Gitlab, etc
* Can generate a license file with attribution

* Can now run reachability analysis

*Very similar to the Github App in how it works in diffing

o Socket



Socket NPM CLI
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General NPM CLI

*Wrapper for Socket API

* Provides many different functions like creating scans or CycloneDX SBOM files
* Socket scan create is the preferred method for creating Full Scans

* Supports doing socket scan github to do a one time scan of all repos

* Generally more used for one off scans that don’t need diffing

o Socket



Socket Firewall
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Socket Firewall

*Has two modes Service & Wrapper mode
* Service Mode
* Runs as a MITM (Man in the Middle) proxy
* Has in memory cache and now supports shared cache
* Wrapper mode
* Runs on individual developer systems to provide protection

* Uses the Socket Security policy to decide Block/Warn configuration

o Socket



o Socket

Open Source o
Registries Socket SaaS

1

o Socket Firewall

t 9

Blocked

Private Registry _J

Clients
(CI/CD, IDEs, Developer) Machines



Socket Basics
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Scan

Socket Basics

e Unifies management and results of
Open Source tools to provide

o SAST
o Secret Scanning

o Container Scanning

nnnnnnnnnnnnnnnnnnnnnnn

e SAST Supports same ecosystems as ===
Socket Native

e Once enabled can be configured in “ = o
Socket dashboard e comns © © ©
https://github.com/SocketDev/socket-basi “ = -

o Socket



https://github.com/SocketDev/socket-basics
https://github.com/SocketDev/socket-basics

Socket Dashboard

€ Socket



Socket Dashboard

* Overview

* Alerts

* Repositories

* Dependencies
*Scans

* Telemetry

*Threat Feed

o Socket



Overview

. Summarization of results of Socket
Org

. Can be filtered by Repository

. Able to drill into different data points

. Is populated by scans from the
default branch

o Socket

@ 24444 dependencies

\\\\\\\\\\\\\\\

MMMMMM

By package scores

@

9!

Scans on GitHub PRs

8y ecosystem

2632

ssssssssssss

Explore dependencies



Alerts

. Populated by the latest scan on the
default branch

\\\\\

. It creates snapshots of scan results
to provide trend information over time

. By default these snapshots are done
once every 24 hours

. View of all alerts across all
repositories

.  Common starting point for many
customers

o Socket



Repositories

Repositories © Configure socketdev-demo repositories 3 Insights ~ +++

. High level summary of alerts based
on the default branch .

. Can manage and assign Repository = = -
labels

- Labels provide Filtering it
- Customized Security policy

. Customized Legal Policy L i
. Can drill in to see repository specific °°°°°°° s
information L

o Socket



Repositories

Repositories © Configure socketdev-demo repositories 3 Insights ~ +++

. High level summary of alerts based
on the default branch .

. Can manage and assign Repository = = -
labels

- Labels provide Filtering it
- Customized Security policy

. Customized Legal Policy L i
. Can drill in to see repository specific °°°°°°° s
information L

o Socket



Dependencies

. All detected dependencies in the

default branch

. Will show which repositories has that
dependency

‘‘‘‘

. Can be filtered by the top level
repositories filter

. Quick view of the overall quality of
your dependencies

o Socket

dicethers@5.6.9

sssss

[[[[

nnnnnnnnn

NodeGoat



Scans

. All scans created on any branch

. These will be a live view of the alerts
for the detected dependencies

- It might take a few moments for
the alerts to be resolved

. Dependencies are a point in time
resolution

. Ability to see the associated manifest
files with the scans

o Socket

= Filter

Ranat

17 minutes ago

2 days ago

2 days ago

2 days ago

2 days ago

2 days ago

2 days ago

2 days ago

6 days ago

6 days ago

6 days ago

6 days ago

Search by ID, branch, or repository

Repository

1 socket-python-cli

i socket-python-cli

©) juice-shop

2

NodeGoat

1 socket-python-cli

w1 socket-python-cli

@1 socket-python-cli

! socket-python-cli

1 javascript-threats-gitiab

@i javascript-threats-gitiab

1 javascript-threats-gitiab

@i javascript-threats-gitiab

Branch

doug/add-new-reach-and-fix-do

doug/add-reach-a Fix-un

doug/add-reach-ara unveri

doug/add-reach-arans-and-fix-unveri

dougla:

dougl.

Commit

Doug/add reach params and fix unverified flag (#130)
(c3d4a77)

Remove typo (b6ab69c)

Merge pull request #2816 from aaradhychinche-
alt/patch-1(f15283¢)

Merge pull request #290 from za/add-blank-space

(c5cb68a)

Fix comment issues with regression introduced in
2.215 (#129) (55ebf3d)

Fix comment issues with regression introduced in
2.215 (#129) (55ebf3d)

Fix comment issues with regression introduced in
2.215 (#129) (55ebf3d)

Fix comment issues with regression introduced in
2.215 (#129) (55ebf3d)

Update gitlab-ci.yml file (c2a2d2f)

Update .gitlab-ci.yml file (c2a2d2f)

Edit package.json (b9dd551)

Edit package.json (b9dd551)



Firewall Telemetry

. All requests that have gone through
Socket Firewall

. What the action was
(block/warn/ignore)

. What purl was requested

. In the future being able to triage from
here

o Socket

Telemetry

Q search by PURL (e.g. pkg:npm/lodash@1.0.0)

Time

2025-11-
14T14:40:31.254Z

2025-11-
14T14:40:19.204Z

2025-1-
14T14:40:04.767Z

2025-11-
14T14:39:20.013Z

2025-11-
13720:08:35.627Z

2025-11-
13720:08:35.757Z

2025-1-
13720:08:35.883Z

2025-11-
13720:08:23.637Z

2025-11-
13T17:49:48119Z

2025-1-
13T17:49:47.879Z

2025-11-
13T17:49:48.000Z

2025-11-
13T17:49:35.354Z

2025-11-
13T15:45:22.250Z

2025-1-
13T15:45:20.315Z

2025-11-
13T15:45:2017Z

Event ID

8addc2aa-0fa5-4dac-
a20d-062e4dad8b51

e4f89953-fafd-4a80-
8a69-8db9847c84fc

21842317-4374-45e8-
8163-6a919bdfc396

c423d644-a8e6-44d0-
alb8-1ebca7539b54

14664fd1-02b0-4707-
a5fc-31f3ce273835

9fal157dd-b981-407d-
99e0-6eb31cafd40e

2c5612a0-b78e-4c09-
89e8-2505fd98c6c8

aedb6302-8bd8-468d-
b303-525b6ca86bab

ad279d63-ce63-4399-
b747-7908403d1bb4

©202d2a5-2417-4606-
9825-e9af57caef6a

ef0af51f-bf03-404c-
b696-c38634ec71f8

4e607648-a9dc-4fel-
9350-6¢b106dc123e

e8d61307-f58¢-490f-
bad0-3397032a5e4a

0d92f6e6-93f4-4423-
abab-e9533826e7fd

0e900043-6e2d-440d-
9936-e9c086e24be0

PURL

pkg:npm/node-abi@3.83.0

pkg:npm/@opengis/fastify-table®2.0.76

pkg;

pkg:npm/node-abi@3.81.0

pkg:npm/@smithy/middleware-serde@4.2.5

pkg:npm/set-cookie-parser@2.7.2

Pkg:NRM/RI@8.11.6

Action

R

=

®

R

®



Socket Threat Feed

nnnnnnnn

s Ecosystom Namo

o Socket

€] 213478

Gaea03aTI70a70190846A7b0CZAGTEET3ToTSC

Throat Typo Pubichod

View into our live confirmed findings
Can filter by ecosystem

These are all of our detections and
not specific to your organization

Can search by package and version



Settings
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Settings

Security Policy
Legal

Scans

API Tokens
WebHooks
Socket Basics
Members

SSO

Audit Log

o Socket



Security Policy

Default policies that can be selected
to control the amount of noise

Four modes

o Socket

Block: Alerts in this section will
fail the integrations and return
an error

Warn: Alerts in this section will
trigger a comment but won't fail
the integrations

Monitor: Alerts in this section
will show up in reports but not to
developers

Ignore: These will be hidden by
efault




Legal Policy

Legal

License Policy ~ License Overlays

Manage which licenses are allowed, denied, or otherwise in projects across your organization

Bypreset By class

Customize the license policy with alert settings (allow, monitor, warn, deny) for specific licenses in the table below.

Bylicense By package By string

= Filter  Q Search licenses

License ID

LicenseRef-RAIL-A

LicenseRef-SIL-Al-RAIL-
M-1.0

Abstyles

AFL-11

AFL-1.2

AFL-2.0

AFL-21

AFL-3.0

AMPAS

AdaCore-doc

License Name

Responsible Al END USER LICENSE AGREEMENT

SIL RAIL-M License v1.0

Abstyles License

Academic Free License v1.1

Academic Free License v1.2

Academic Free License v2.0

Academic Free License v2.1

Academic Free License v3.0

Academy of Motion Picture Arts and Sciences BSD

AdaCore Doc License

Setting

© Deny

© Deny

© Deny

<

Allow

<

Allow

<

Allow

<

Allow

v Allow

v Allow

© Deny

<

<

osl
Approved

FSF
Libre

Sort by: Name (ascending)

License Classes

permissive
(bronze)

permissive
(bronze)

permissive
(bronze)

permissive
(bronze)

permissive
(bronze)

permissive
(bronze)

£ Options

More Info

License
Details

License
Details

License
Details

License
Details

License
Details

License
Details

License
Details

License
Details

License
Details

License
Details

Enabled the detection of License Policy
Violations

Three tabs of configuration

- By preset: This is a coarse setting
where it sets the by license for you

- By class: This is a little bit more
granular than by preset

- By license: Allows you to set the
license action per individual license

By Package and By String allow manual
overrides

Options can change how the license
detection works



Scans

. Settings which impact how Socket
Scans are ran and evaluated

. Reachability

- Precomputed Reachability: by
d?ffault is on but can be turned
0

- Tier 3: by default is off but can
be enabled

- Monitor Unreachable Alerts: if
enabled CVEs that are
unreachable will be monitor
instead of block/warn

. Ecosystems: Enable/disable
ecosystem support

o Socket

Scans

Reachability

Full Application Reachability @

Use Tier 1 (full application) reachability analysis to detect how your app code is using its For details, r

Precomputed Reachability @

Enable Tier 2 (precomputed) reachability analysis to detect which parts of transitive dependencies are actually used by your direct dependencies' code. For details,

read the Reachability Analysis docs.

Dependency Reachability @

Enable Tier 3 (dependency) reachability analysis to detect which transitive dependencies are actually used in your depende:

Reachability Analysis docs.

Monitor Unreachable Alerts

If enabled, unreachable CVEs (as determined by Tier 1/2 reachability) will alert with the "monitor” action rather than "block
t manual tria

security policies but no ual triage.

Ecosystems
Configure which ecosystems to scan for alerts.
@ Cargo
@ Chrome Web Store
GitHub Actions
w Go

# Hugging Face

@ npm

‘& NuGet

ead the Reachability Analysis docs

or "warn." This takes precedence over

8

8888888



APl Tokens

APITokens © . Area to manage the org level API
NAME ToKEN MAX QUOTA LAST USED AT CREATED AT TO k e n S

main-token T S L T Ty aa—— 10,000,000 Nov 17, 2025 Sep 24, 2023
limited-permissions SKESEC_22VVBk kA khh kakAAkKAKAAKHRH K 10,000,000 Oct 25, 2023 Oct 25, 2023 .
gitiab_token sktsec_tTUTLrarakkkkkkaxhahhhkikhns 10,000,000 Aug 04, 2024 Nov 22, 2023 (] ‘ \l I ‘ \I I I O kel lS Ca I l d I I I e re nt SCO peS
bitbucket integration SKESEC_ZQTUAK A KA XK KXKAKKAAKARK AR KR 10,000,000 Sep 23, 2024 Nov 30, 2023 .

.
dependency-test SKUSEC_S-PaYk s akkxk kxk Ak kAR KARK AKX 1,000,000 Jun 05, 2024 Jun 05, 2024

]

siem-test SKESEC_YAUr Tk Akkhh kakhkk kA AR HRR K 1,000,000 Jul 03, 2024 Jul 03, 2024

without the right scope they will be
S et Ent Tokeni Sktsec_KHEATH A%k hkkAkARKRARAR KRR 1,000,000 Nov 04, 2025 Aug 29, 2024 : denied acceSS

brets-token SKES@C_hrMOE## sk sk sk ko dedokok ke ke 1,000,000 Mar 19, 2025 Jan 24, 2025
brets-token SKESEC_GWHJ XK Akt hkk &k kk A kA AR AR A K 1,000,000 Apr 29, 2025 Apr 29, 2025
. APl Tokens can be rotated
socket-mcp-test-token-dont-delete SKES@C__2qSChkakskk ddok sk ko ko kK ok ok & 1,000,000 Nov 16, 2025 Jul 01, 2025

o Socket



WebHooks

. Support for Generic WebHooks
. Alert

- These event types are for alerts
from the Org Alerts

- When there is a change to the
alert a push notification can be
sent

. Pull request

- Currently only available for
Github PRs

o Socket

Create webhook

Name:

[ Enter the name of the webhook

Description: (Optional)

Enter the description of the webhook
URL:

Enter the URL of the webhook
Signing Key:

Enter the signing key of the webhook
Events:

Q Search events..

v alert Alert events
v pull-request Pull request
Filters:

Select repositories

v ADVANCED SETTINGS

Cancel

Generate

(O



Socket Basics

Socket Basics @

SAST Languages Vv

SAST Rules Configuration v
Secret Scanning Vv

Container & Dockerfile Scanning v
External CVE Scanning v

Socket Tier1 v

S3 Upload v

Integrations v

Console Logging v

Additional Parameters

Additional parameters for Socket SCA scanning

u Socket

Configuration for the Socket Basics
tool

Granular controls for integrations and
customizations

Currently only at the Org Level

Can be overridden with local
configurations when running



Members

. Area to manage who has access to
the Socket Dashboard e ® i
. Four level of roles A
- Owner: Owner can’t be deleted YR P v
and is an Admin  weecerorn PR V
- Admin: Has full control over %= — LHE
everything except changing o= MHHHE=
OWner 8) cari@socket.dev Emal invitation © 8 oct272025  ADMIN v
- Member: Can see most things o o
but can’t change settings =~ ... =

- Contributor: Can’t make any
changes

https://docs.socket.dev/docs/users#/

o Socket


https://docs.socket.dev/docs/users#/

Single Sign-On

Organization slug socketdev-demo (@)

This is your organization's slug within Socket. Use this name to log in with SSO.

@ Inactive
a - —
Allow organization members to log in using an Identity Provider.

Do you need to share this configuration link with your team? Generate link
Require SSO on login
Require organization members to login with SAML to access the organization. Note: admins and owners will always be able to login with email.

Default member role

New members signing in via SSO will join with this role

Member e

Socket



Audit Log

. View for any changes in the Socket st MRS
Dashboard : -Gt

createWebhook - 11/17/2025, 11:37:29 AM

H H { "url": "https://localhost/test", "name": "Demo", "events": [ "pull-request:scan" ], "userld": "5e72a772-b67a-4285-a979-ab12a9e2acle", "webhookld": "19",
. an tiiter py arirerent event types s 27
D dev - Updated ization setting @
. Can export to CSV or JSON seranzamseing - S025, 1843

{ "userld": "5e72a772-b67a-4285-a979-ab1; '\ "settingKey": "i

&

: { "action": "error" } }, "organizationld": "63327" }

D dev - Updated ization setting @

updateOrganizationSetting - 11/15/2025, 7:17:23 AM

{ "userld": "5e72a772-b67a-4285 : { "warn": { "strings": [] }, "allow": { "strings": [ "0BSD", "AAL",
"ADSL", "AFL-11", "AFL-1.2", "AFL-2.0", "AFL-2.1", "AFL- 30“ "AMDPLPA" "AML, "AMPAS" "ANTLR PD", "ANTLR-PD-fallback", "APAFML", "Adobe-2006", "Afmparse",
"Apache-1.0", "Apache-11", "Apache-2.0", "Artistic-1.0", "Artistic-1.0-| Per\“ "Artistic-1.0-cI8", "Artistic-2.0", "BSD-1-Clause", "BSD-2-Clause", "BSD-2-Clause-FreeBSD",
"BSD-2-Cl "BSD-2-Cl ", "BSD-3-Clause", "BSD-3-Clause-Attribution”, "BSD-3-Clause-Clear", "BSD-3-Clause-HP",
"BSD-3-Clause-LBNL", "BSD-3-Cl ", "BSD-3-Cl y", "BSD-3-Clause-Open-MPI",
"BSD-4-Clause", "BSD-4-Clause-Shortened", "BSD-4-Clause-UC", "BSD-Source-Code”, "BSL-1.0", "Bahyph", "Barr", "Beerware", "Bitstream-Charter", "Bitstream-Vera",
"BlueOak-1.0.0", "Borceux", "CC-BY-1.0", "CC-BY-2.0", "CC-BY-2.5", "CC-BY-2.5-AU", "CC-BY-3.0", "CC-BY-3.0-AT", "CC-BY-3.0-AU", "CC-BY-3.0-DE", "CC-BY-3.0-
1GO", "CC-BY-3.0-NL", "CC-BY-3.0-US", "CC-PDDC", "CC0-1.0", "CECILL-B", "CNRI-Jython", "CNRI-Python", "CNRI-Python-GPL-Compatible", "ClArtistic", "Condor-1.1",
“Crossword", "CrystalStacker", "Cube", "DOC", "DSDP", "ECL-1.0", "ECL-2.0", "EFL-1.0", "EFL- Entessa’, "FSFUL", "FSFULLR", "FTL", "Fair", "Giftware", "HPND",
"HTMLTIDY", "IBM-pibs", "ICU", "IJG", "ISC", "ImageMagick", "Info-ZIP", "Intel", "JasPer-2.0", "LPL10" "LPL-1.02", "LPPL-1.3c", "Leptonica", "Libpng", "License :: Eiffel
Forum License (EFL)", "License :: OSI Approved :: Academic Free License (AFL)", “License :: OSI Approved :: Apache Software License", "License :: OSI Approved :
Attribution Assurance License", "License :: OSI Approved BSD License", "License :: OSI Approved :: Eiffel Forum License", "License :: OS| Approved :: Zope Public
License", "Li Ref-anti-gt 2005", "Li f- plotlib-CLA", "Linux-OpenlIB", "MIT-0", "MIT-CMU", "MIT-Festival", "MIT-Khronos-old", "MIT-Modern-Variant",
“MIT-Wu*, "MIT-advertising", "MIT-enna", "MIT-feh", "MIT-open-group", "MIT-testregex”, "MITNFA", "MS-PL", "MTLL", "MirOS", "MulanPSL-1.0", "MulanPSL-2.0", "Multics",
“"Mup”, "NASA-1.3", "NBPL-1.0", "NCBI-PD", "NCSA", "NIST-PD", "NIST-PD-fallback", "NLPL", "NRL", "NTP", "Naumen", "Net-SNMP", "NetCDF", "Newsletr", "OGTSL",
"OLDAP-11", "OLDAP-1.2", "OLDAP-1.3", "OLDAP-1.4", "OLDAP-2.0", "OLDAP-2. "OLDAP-2.1", "OLDAP-2.2", "OLDAP- "OLDAP-2.2.2", "OLDAP-2.3", "OLDAP-2.4",
"OLDAP-2.5", "OLDAP-2.6", "OLDAP-2.7", "OLDAP-2.8", "OML", "OpenSSL", "PDDL-1.0", "PHP-3.0", "PHP-3.01", "PSF-2.0", "Plexus", "Pos!greSQL‘ “Python-2.0", "Python-
2.0, "Qhull", "RSA-MD", "Rdisc", "Ruby", "SAX-PD", "SAX-PD-2.0", "SGI-B-2.0", "SMLNJ", "SWL", "Saxpath", "Sp ", "Spe ', 5TCL®, *TCP-
wrappers", "TU-Berlin-1.0", "TU-Berlin-2.0", "UPL-1.0", "Unicode-3.0", "Unicode-DF$-2015", "Unicode-DFS-2016", "Unlicense”, "VSL-1.0", Vlm ', "W3C", "W3C-
19980720", "W3C-20150513", "WTFPL", "Wsuipa", "X11", "XFree86-11", "Xerox", "Xnet", "ZPL-11", "ZPL-2.0", "ZPL-2.1", "Zed", "Zend-2.0", "ZIib", "blessing", "bzip2-1.0.
"bzip2-’ '\06" “curl", "diffmark", "eGemx" "Jlbpng -2.0", "libselinux-1.0", "libtiff", "mpich2", "ms-cla”, "ms-limited-public", " ion", "ms-sspl”, "I

5 "zlib-acknowledgement”, "Minpack", "X11-distribute-modifications-variant", "X11-swapped", "HP-1989", "IJG- snon"
"LGPL-2.0", "LGPL-2.0+", "LGPL-2.0-only", "LGPL-2.0-or-later",
"LGPL-2.1-or-later", "LGPL-3.0", "LGPL-3.0+", "LGPL-3.0-only", "LGPL-3.0-or-later", "License :: OSI| Approved :: Common Public

"LGPL-21%, "LGPL-2.1+", "LGPL-2.1-only",

o Socket
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Customer Use Cases

Salesforce Netflix

e Socket is on the ‘paved road’ for development e Also using ‘paved road’ model

® Socket has replaced Snyk as core SCA tool e Socket replaced Snyk as well as increased
e CLI tool workflows with Socket worked at scale scope significantly

® Socket's reachability outperformed both Snyk and ¢  Netflix didn’t see value in CVE-based paid SCA

Endor in comparisons tooling
e Want protection against non-CVE threats as part ¢  See value in reachability and deeper scanning
of SCA e Netflix reviewed building vs buying

e Rollout is deliberate, going group-by-group

o Socket



Similar customer deployments

Anthropic*

e Anthropic is heavily reliant on Socket data on open source packages
e Built “Dependant” - storage for deps
e Devs can request new packages

e Anything under “X” Socket supply chain score requires admin approval

*Link to Anthropic’s B-Sides talk: YouTube + Socket Case study: Link to Case Study

o Socket


https://www.youtube.com/watch?v=fCaQOPcjKVw
https://socket.dev/case-study/anthropic

Admission Control Checks

Package Repository
Users ) Dependant —H (Python, NPM, other < Workloads
deps request pypi fastapi ecosystems)

o Socket



® 08 O Dependant - Package Mana

€ C @ locathost:3000

@ a4

Ineatest SN0Anmmateiian. 002

o Socket

+

€ Dependant

Internal package management for Anthvopic dependencies

0

Pending Requests

@ serde v1.0188

#7792 opened Nov 2, 2023 &

& press A 187 X

#7794 opened Nov 5 2023 ¢

@ pandas v2).1

#7798 opened Oct 20, 202

by John Semit

y Bob Brown

by Diana Whate




Roadmap
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Recently Shipped
® Socket Basics
® Socket Firewall Enterprise
® Hugging Face models
® Extension Guard
O Chrome Extensions
O  OpenVSX
® (General Webhook Support
® Socket Fix 2.0

o Socket

This quarter

Self hosted Gitlab Integration

Native Jira Integration

Socket CLI Binary

Proactive Malware Campaign Notifications

Support Portal in Socket Dashboard

Next quarter

Granular RBAC
Repo level permissions
2 Way Jira Integration

Socket Firewall: Registry mode



