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Benefits of 
Sonatype IQ for 

OSS 
Consumption



Open source is literally everywhere.
Not all OSS parts created equal. 

Ages like milk, not wine.

Source: 2020 DevSecOps Survey and 2020 State of the Software Supply Chain Report, 
Sonatype



Source: 2020 DevSecOps Survey and 2020 State of the Software Supply Chain Report, 
Sonatype



How 
Sonatype fits 

into your 
SHIP-HATS

offering
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Nexus automatically enforces open source policy and 
controls risk across every phase of the SDLC.

100% Powered by Nexus Intelligence
Superior open source data service continuously 
refined by AI, ML, and 65 world class researchers.

Nexus Firewall
Automatically stop risk from 
entering SDLC.

Nexus Lifecycle
Continuously identify risk, enforce policy, and remediate 
violations across every phase of your SDLC.

Nexus Repository
Manage libraries and 
build artifacts.

SHIP-HATS Gitlab SHIP-HATS Gitlab



Best Practices





IQ Chrome 
Extension



SHIFTING LEFT
Allows developers to inspect a package before you download it so to help choosing 
better components early on.

ACTIONABLE DATA
The data is sourced from Sonatype Nexus Lifecycle's IQ Server, which accesses the 
Sonatype Data Services for those supported ecosystems providing remediation 
information.

EASY TO USE
When the developer browses to a website that is covered by the tool, such as Maven 
Central and click on the plugin, it will open with the Sonatype Lifecycle data relevant to 
that library.



- Chrome Extension

View component intelligence within 
browser when searching public 

repositories.



IDE 
Integrations

Eclipse



SHIFTING LEFT
Provides development teams with direct access to Sonatype's component 
intelligence. Developers can quickly review components used in an application 
against their organization's OS policies allowing them to choose better 
components before any build warnings or failures.

ACTIONABLE DATA
Developers can investigate and fix policy violations getting immediate feedback on 
component quality right in the IDE allowing for informed decisions about 
component selection.

EASY TO USE
Administrators can communicate software quality expectations early on in the 
SDLC and developers can work in an environment they are familiar with.



Identify which 
components 

violate policy from 
within the IDE. Select best component 

version based on real-
time intelligence.

Migrate to approved 
version with one click 

remediation.

- IDE Integration



CI/CD 

SHIP-HATS 
GitLab

Integration  



SHIFTING LEFT
Provides early insight into an application's security and licensing risk by analyzing the 
open source referenced in the code. It is designed to work directly within your SCM.

ACTIONABLE DATA
If a component violates a policy that the organization has set in Nexus IQ, IQ takes 
action communicating its findings and generating suggested remediation directly into 
the source code repository by initiating Automated Commit Feedback, Automated Pull 
Requests, and Pull Request Commenting with the changes to the application's 
component manifest.

EASY TO USE
Nexus IQ interacts with Git-based systems through this integration enabling the 
automatic creation of PRs, commenting on PRs, etc and showing it into the source 
control repository.



Precise intelligence on 
what version to migrate 

to based on open 
source policy.

- Automated Pull Requests

Links to learn more 
about the violation and 

vulnerability.

Advanced remediation 
guidance eliminates 
noise found in other 

solutions.



- Policy Violations in SCM

Developers view policy 
violations for the code 

that they introduced with 
links to more details.



Sonatype 
Resources







Q&A


