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Understand e2e templates
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SHIP-HATS 2.0 offers a library of CI/CD pipeline 
templates that simplifies configuration efforts. 
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Pipeline 

templates
E2E templates

• Main ci file to build 
your pipeline

• Build – Test – 
Deploy Yaml files 
with all variable 
keys defined (only 
values you need 
to add) 

Modular templates

• Leverage these if 
Anything specific 
task in pipeline 
required

•  example – check 
webapp is ready 
or not 

NSEARCH - Natasha Mahajan
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Review 1 : e2e Templates

1. Go to Developer Portal: SHIP-HATS Pipeline 
Templates

2. Check the for E2E Templates

3. Let’s review SHIP-HATS Webapp E2E Template

Link to access to e2e template click here 
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https://docs.developer.tech.gov.sg/docs/ship-hats-getting-started/pipeline-templates
https://docs.developer.tech.gov.sg/docs/ship-hats-getting-started/pipeline-templates
https://sgts.gitlab-dedicated.com/wog/gvt/ship/e2e-templates
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Your project pipeline plan

Example Use Case: 
.NET applications hosted in Azure App 

Service

Copy

Your project specific variables 

End to End Reference Template

End to End Reference Templates 
from GovTech

End-to-end Pipeline Template
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End-to-End Pipeline Template
From GovTech

E.g. SHIP-HATS Webapp Pipeline Template

SHIP-HATS Webapp Pipeline 
Template
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• Fork e2e template into your project 

• Git clone e2e templates to your developer 

machine 

• Add your program files and tests if any 

folder to local repo

• Push local repo back to your gitlab remote 

repository 
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Demo 
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Review 2 : Modular Templates

1. Go to Developer Portal: SHIP-HATS Pipeline 
Templates

2. Check the Modular Templates: Common Template
Testing & Scanning, Nexus Repo, 

1. Let’s review AWS Secret Retrieval
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https://docs.developer.tech.gov.sg/docs/ship-hats-getting-started/pipeline-templates
https://docs.developer.tech.gov.sg/docs/ship-hats-getting-started/pipeline-templates
https://docs.developer.tech.gov.sg/docs/ship-hats-getting-started/pipeline-templates?id=common-templates
https://docs.developer.tech.gov.sg/docs/ship-hats-getting-started/pipeline-templates?id=testingscanning-templates
https://docs.developer.tech.gov.sg/docs/ship-hats-getting-started/pipeline-templates?id=nexus-repo-templates
https://sgts.gitlab-dedicated.com/wog/gvt/ship/ship-hats-templates/-/tree/main/templates#file-gitlab-ci-awsyml


Copyright of GovTech © Not to be reproduced unless with explicit consent by GovTech.

Your project pipeline plan

Build & Release Templates

Include

Your project specific variables 

Modular Repo Template

Modular Templates 
from GovTech

Modular Testing Template

Your project specific scripts 

QA & Security Templates

Artifact Repository Templates

Modular Pipeline Templates
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✔ Automate adopting DevSecOps best practices 

based on industry pipeline security & IM8 
• Examples:

1. SCA including Dependency scanning 

2. SAST / DAST / Container scanning

3. Gating before deployment to high stake environments

4. Reports generation as part of provenance

5. Signing and verification of signature on artefacts 

6. Checksum verification of artefacts

7. Use of artifactory

✔ We will iteratively improve these to help you 

meet DevSecOps policy. 

✔ Highly recommended
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Compliance 

Framework
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BenefitsCompliance 

Framework ✔ Setup CI/CD pipeline faster
✔ Leverage GitLab’s OTS security tools and 

reporting tools
✔ Flexibility to change to non-GitLab 

Alternative Tools in 2.0
✔ Better quality by achieving compliance to 

industry standards. 
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Know Your Resource Activity 

• https://docs.developer.tech.gov.sg/docs/ship-hats-
getting-started/learning-events  bookmark this 
page in Developer portal

• Go to https://go.gov.sg/she and bookmark for 
feedback, feature requests - we priorities based 
on demand!
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https://docs.developer.tech.gov.sg/docs/ship-hats-getting-started/learning-events
https://docs.developer.tech.gov.sg/docs/ship-hats-getting-started/learning-events
https://go.gov.sg/she


Copyright of GovTech © Not to be reproduced unless with explicit consent by GovTech.

Define the app-specific details such as how to 

build the webapp in  BUILD.gitlab-ci.yml file

Variables Defined

● WORKING_DIR

● OUTPUT_ARTEFACT

Configure 
Build

13
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Observe .gitlab-ci.yml

This indicates that the final build will persist 

in the pythonapp folder . 

Invoking the Build Stage 
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Observe BUILD.gitlab-ci.yml

● Defined to include app installation, zipping 

up and output artefact to $WORKINGDIR 

that is from .gitlab-ci.yml

● OUTPUT_ARTEFACT is the path of the binary 

file or zipped folder to be deployed. 

● OUTPUT_ARTEFACT is used by compliance 

framework find the artefacts for scanning, 

signing and checksum verification 
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Define the app-specific tests for the 
WebApp, in TEST.gitlab-ci.yml file. Configure 

Testing Types of tests included here are:

● Unit/integration testing
● Language-based linting
● Framework-based dependency checks 
● E2E testing
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Observe 1) .gitlab-ci.yml

vim .gitlab-ci.yml

Invoking the Test Stage 

17



Copyright of GovTech © Not to be reproduced unless with explicit consent by GovTech.

Let’s Personalise 

Variable Description

NAME
Name to be displayed in the WebApp and for tests, spaces to be separated/delimited by an 
additional backslash E.g. If the name is John Smith, NAME='John\ Smith’ ( line 75)

COLOR
Color of header in the webapp (CSS color scheme)
Example violet ( Line 76)

vim .gitlab-ci.yml
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Define the infrastructure specifics in deploy the webapp 
in DEPLOY.gitlab-ci.yml file. This depends on how the 
application is hosted.

Configure 
Deploy
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Observe 1) .gitlab-ci.yml

● WEBAPP_URL = 
“ec2-18-139-176-29.ap-southeast-1.compute.amazonaws.com:$PORT"

● WEBAPP_NAME="Python Webapp"
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Change port number in .gitlab-ci.yml

● PORT:  5000 + <Class Index Number > Example: 5001, .. 5025
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Observe 2) DEPLOY.gitlab-ci.yml
 Deployments defined - one for staging, another for production

NOTE: This consistency is to use the same steps in Staging and Production avoid wrong deployments

22



Copyright of GovTech © Not to be reproduced unless with explicit consent by GovTech.

Observe 2) DEPLOY.gitlab-ci.yml

● INSTANCE_URL: Staging deployment URL
● APP_ARTEFACT: Location of the 

artefacts.
● Note: environment name: testing - we 

will see in GitLab UI shortly.

23



Copyright of GovTech © Not to be reproduced unless with explicit consent by GovTech.

Observe Open the App
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Configure 
Runtime 
Test

Defining Robot Framework in this example. 
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Observe 1) .gitlab-ci.yml

● Set RF_TESTSCRIPT_FOLDER as “tests/e2e”
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Configure 
Publish

Defining how to publish artefacts to Nexus Repo using Maven in 

this example. 
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Observe 1) Variables  .gitlab-ci.yml

● VERSION = “1.0" Version of web app published to artefact repository
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Observe 1) Variables  .gitlab-ci.yml

● VERSION = “1.0" Version of web app published to artefact repository
● NEXUSREPO_REPO_GROUP_ID = “workshop-artefact-store-CLASS INDEX NUMBER” 

Variable for publish-maven-artefact template. 
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Apply 
Compliance 
Framework

Compliance Framework applies of the Security component in 

DevSecOps on top of any pipeline.

We will apply Webapp-compliance in this example
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● Select "Settings" > "General" > "Compliance 

framework" > "ship-hats-webapp-compliance" 

in the navigation bar.

Apply Compliance 
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Verify Compliance Framework is 
Applied 
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 verify after adding variables  
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Observe Additional Jobs Included
Before applying compliance
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Observe Additional Jobs Included

After applying compliance
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Bandit - tool used (depends on what ur programme language )
Eslint : tool used (depends on what ur programme language )
secret_detection – gitlab native
Semgrep-sast : gitlab native 
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Observe Security Issues
Option 2 Security & Compliance > Security Dashboard or Vulnerability Report
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Alternative 
tools

Demo how to integrate Fortify On Demand
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Add FOD 

Variables
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Add fod variables

Notes: 
https://sgts.gitlab-dedicated.com/wog/ship-hats
-compliance/-/blob/main/scans/static.gitlab-ci.y
ml  

https://sgts.gitlab-dedicated.com/wog/ship-hats-compliance/-/blob/main/scans/static.gitlab-ci.yml
https://sgts.gitlab-dedicated.com/wog/ship-hats-compliance/-/blob/main/scans/static.gitlab-ci.yml
https://sgts.gitlab-dedicated.com/wog/ship-hats-compliance/-/blob/main/scans/static.gitlab-ci.yml
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Set Variables

Variable Value Description

FOD_RELEASE  xxx Release number 

FOD_USERNAME Username Username of FOD

FOD_PAT
Personal access 
token

Your generated PAT 
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Adds one 
more job
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Thank You


