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GitLab as a DevSecOps tool
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Move security testing 
as close as possible to 
the developer

GitLab seamlessly tests for vulnerabilities within the DevOps workflow
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Increasing efficiency for both development and security

weeks

Development Commit SQA / Test Production

months

minutes

Cost of remediating a security vulnerability

Developers have no 
context switching, 
receive immediate 
feedback, can be 
fix vulnerabilities 
early in the SDLC.

Security team has 
less vulnerabilities 
to assess, manage, 
and triage within 
the apps deployed 
within production.
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DevSecOps in GitLab

● Built into the pipeline & MR
● Robust scanning capabilities:

○ SAST
○ DAST
○ Dependency
○ Secrets Detection
○ Fuzz Testing
○ Container
○ License Compliance

● Pipeline, Project, & Group Security 
Dashboards

● Vulnerability Management

https://about.gitlab.com/stages-devops-lifecycle/secure/

https://about.gitlab.com/stages-devops-lifecycle/secure/


7

Available Security Scanners
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GitLab Security and Compliance Scanners

SAST
Static Application Security Testing: 
Detects vulnerabilities in source code. 
(e.g. SQL Injection, XXS)

Dependency 
Scanning

Detects known vulnerabilities in 
libraries/components  (e.g. CVE 
2021-45046 in Apache log4j)

License 
Compliance

Searches for approved and disallowed 
licenses defined by custom policies.
(e.g. AGPL License)

DAST

Dynamic Application Security Testing: 
Analyzes your running web application 
for runtime vulnerabilities leveraging the 
Review App. (e.g. CSRF, XXS)

Detects unexpected behaviors of running 
Web applications by generating random 
requests to the Web APIs.
(e.g. 500 INTERNAL SERVER ERROR)

Web API Fuzz

Secret Detection
Detects credentials/secrets/passwords in 
source code to prevent sensitive 
information leakage. (e.g. AWS Key)

Coverage Guided 
Fuzz

Detects unexpected behaviors at program 
method level by passing arguments as 
white-box testing.
(e.g. ArrayIndexOutOfBoundsException for 
Java, Heap-Buffer-Overflow for C++ )

Container 
Scanning

Detects known vulnerabilities in 
container images 
(e.g. Heartbleed, ShellShock)

Static Scan Runtime Scan Dynamic Scan

Infrastructure as 
Code (IaC) 
Scanning

Scans IaC configuration files (Terraform, 
Ansible, CloudFormation, Kubernetes)  
for known vulnerabilities 
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Language/Framework Scan Tool

.NET Core, .NET Framework Security Code Scan

Apex (Salesforce) PMD

C/C++ Flawfinder

Elixir (Phoenix) Sobelow

Go Gosec, Semgrep

Groovy, Java, Scala, & Kotlin (Ant, Gradle, Maven,  & SBT) SpotBugs with the find-sec-bugs plugin

Java (Android), Kotlin (Android), Objective-C (iOS), & Swift (iOS) MobST (beta)

Helm Charts Kubesec

JavaScript ESLint security plugin, Semgrep

Kubernetes Manifests Kubesec

Node.js NodeJsScan

PHP phpcs-security-audit

Python (pip) bandit

Python Semgrep

React ESLint react plugin, Semgrep

Ruby, Ruby on Rails brakeman

Typescript ESLint security plugin, Semgrep

Static Application Security Testing (SAST)

● Analyzes source code for known vulnerabilities
● Checks the SAST report and compares the 

found vulnerabilities between the source and 
target branches

● Vulnerabilities shown in-line in merge request, 
sorted by severity

https://docs.gitlab.com/ee/user/application_security/sast/

https://security-code-scan.github.io/
https://pmd.github.io/pmd/index.html
https://www.dwheeler.com/flawfinder/
https://github.com/nccgroup/sobelow
https://github.com/securego/gosec
https://semgrep.dev/
https://ant.apache.org/
https://gradle.org/
https://maven.apache.org/
https://www.scala-sbt.org/
https://spotbugs.github.io/
https://find-sec-bugs.github.io/
https://github.com/MobSF/Mobile-Security-Framework-MobSF
https://github.com/controlplaneio/kubesec
https://github.com/nodesecurity/eslint-plugin-security
https://semgrep.dev/
https://github.com/controlplaneio/kubesec
https://github.com/ajinabraham/NodeJsScan
https://github.com/FloeDesignTechnologies/phpcs-security-audit
https://pip.pypa.io/en/stable/
https://github.com/PyCQA/bandit
https://semgrep.dev/
https://github.com/yannickcr/eslint-plugin-react
https://semgrep.dev/
http://brakemanscanner.org/index.html
https://github.com/nodesecurity/eslint-plugin-security
https://semgrep.dev/
https://docs.gitlab.com/ee/user/application_security/sast/
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Dynamic Application Security Testing (DAST)

● Analyzes running web application for known 
runtime vulnerabilities

● Runs passive (ZAP Baseline Scan) and active 
scans (live attacks against a Review App*)

● Uses open source tool OWASP ZAProxy, 
modified to add authentication capabilities

● Vulnerabilities shown in-line in merge request, 
sorted by severity

*Dynamically deployed application instances per 
merge request

https://docs.gitlab.com/ee/user/application_security/dast/

OWASP ZAP

https://github.com/zaproxy/zaproxy/wiki/ZAP-Baseline-Scan
https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
https://docs.gitlab.com/ee/user/application_security/dast/
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Secrets Detection

● Scans the contents of a repository to find API 
keys & other unintended sensitive information 

○ Unintentional commit of secrets like 
keys, passwords, and API tokens

● Performs a single or recurring scan of the full 
history of a repository for secrets

● Includes Gitleaks and TruffleHog checks
● Detects a variety of common secrets by default, 

but patterns can be customized using rulesets
● Results presented in:

○ Merge Request widget
○ Security Dashboard
○ Pipelinesʼ Security tab

https://docs.gitlab.com/ee/user/application_security/secret_detection/

https://github.com/zricethezav/gitleaks
https://github.com/dxa4481/truffleHog
https://docs.gitlab.com/ee/user/application_security/secret_detection/#custom-rulesets
https://docs.gitlab.com/ee/user/application_security/secret_detection/
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Dependency Scanning

● Analyzes external dependencies for known 
vulnerabilities

● Checks the dependency scanning report and 
compares the found vulnerabilities between 
the source and target branches

● Suggested solutions automate remediation
● Uses GitLab Gemnasium technology
● Vulnerabilities shown in-line in merge request, 

sorted by severity

https://docs.gitlab.com/ee/user/application_security/dependency_scanning/

Language (package managers) Scan Tool

C, C++ (Conan) gemnasium

C#, .NET (NuGet 4.9+) gemnasium

Go (Golang) gemnasium

Java (Gradle, Maven) gemnasium

JavaScript (npm, yarn 1.x) gemnasium, Retire.js

PHP (Composer) gemnasium

Python (setuptools, pip, Pipenv) gemnasium

Ruby (Bundler) gemnasium, bundler-audit

Scala (sbt) gemnasium

https://docs.gitlab.com/ee/user/application_security/dependency_scanning/
https://conan.io/
https://gitlab.com/gitlab-org/security-products/gemnasium
https://www.nuget.org/
https://gitlab.com/gitlab-org/security-products/gemnasium
https://golang.org/
https://gitlab.com/gitlab-org/security-products/gemnasium
https://gradle.org/
https://maven.apache.org/
https://gitlab.com/gitlab-org/security-products/gemnasium
https://www.npmjs.com/
https://yarnpkg.com/en/
https://gitlab.com/gitlab-org/security-products/gemnasium
https://retirejs.github.io/retire.js/
https://getcomposer.org/
https://gitlab.com/gitlab-org/security-products/gemnasium
https://setuptools.readthedocs.io/en/latest/
https://pip.pypa.io/en/stable/
https://pipenv.pypa.io/en/latest/
https://gitlab.com/gitlab-org/security-products/gemnasium
https://bundler.io/
https://gitlab.com/gitlab-org/security-products/gemnasium
https://github.com/rubysec/bundler-audit
https://www.scala-sbt.org/
https://gitlab.com/gitlab-org/security-products/gemnasium
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Dependency List

● The Dependency List provides visibility into a 
projectʼs dependencies

● This includes key details for each, including 
their known vulnerabilities

○ Component
○ Packager
○ Location
○ License

● This information is also referred to as a 
Software Bill of Materials or SBoM / BOM

● Uses GitLab Gemnasium technology

https://docs.gitlab.com/ee/user/application_security/dependency_list/

https://docs.gitlab.com/ee/user/application_security/dependency_list/
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Container Scanning

● Static analysis on Docker images for 
vulnerabilities in the application environment

● Checks the Container Scanning report, 
compares vulnerabilities between source and 
target branch

● Vulnerabilities shown in-line in merge request
● Uses open source tools Trivy and Grype, able 

to scan any type of Docker image
● Results available as a single report

https://docs.gitlab.com/ee/user/application_security/container_scanning/

https://github.com/aquasecurity/trivy
https://github.com/anchore/grype
https://docs.gitlab.com/ee/user/application_security/container_scanning/
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Language Package Managers Scan Tool

JavaScript Bower, npm, yarn (experimental 
support)

License Finder

Go Godep, go mod License Finder

Java Gradle, Maven License Finder

.NET Nuget License Finder

Python pip License Finder

Ruby gem License Finder

License Compliance

● Searches project dependencies for respective 
licenses

● Checks License Compliance report to compare 
licenses between source and target branch

● Displays information in merge request
● Denied and new Licenses are clearly marked
● Manually allow or deny Licenses in Project 

Settings
● Additional languages and package managers 

are supported experimentally
● Results available as a single report

https://docs.gitlab.com/ee/user/application_security/license_management/

https://bower.io/
https://www.npmjs.com/
https://yarnpkg.com/
https://yarnpkg.com/
https://github.com/pivotal/LicenseFinder
https://github.com/tools/godep
https://github.com/golang/go/wiki/Modules
https://github.com/pivotal/LicenseFinder
https://gradle.org/
https://maven.apache.org/
https://github.com/pivotal/LicenseFinder
https://www.nuget.org/
https://github.com/pivotal/LicenseFinder
https://pip.pypa.io/en/stable/
https://github.com/pivotal/LicenseFinder
https://rubygems.org/
https://github.com/pivotal/LicenseFinder
https://docs.gitlab.com/ee/user/application_security/license_compliance/#project-policies-for-license-compliance
https://docs.gitlab.com/ee/user/application_security/license_management/
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Fuzz Testing

● Discovers bugs and potential security issues 
that other QA processes may miss

● Coverage Guided Fuzz Testing sends random 
inputs to an instrumented version of your 
application in an effort to cause unexpected 
behavior, such as a crash, which indicates a bug 
that you should address

● API Fuzz Testing performs fuzz testing of API 
operation parameters by setting operation 
parameters to unexpected values to cause 
unexpected behavior and errors in API backend

https://docs.gitlab.com/ee/user/application_security/coverage_fuzzing/
https://docs.gitlab.com/ee/user/application_security/api_fuzzing/ 

Language Fuzzing Engine Example

C/C++ libFuzzer c-cpp-example

GoLang go-fuzz (libFuzzer support) go-fuzzing-example

Swift libFuzzer swift-fuzzing-example

Rust cargo-fuzz (libFuzzer support) rust-fuzzing-example

Java Javafuzz (recommended), JQF 
(not preferred)

javafuzz-fuzzing-example, 
jqf-fuzzing-example

JavaScript jsfuzz jsfuzz-fuzzing-example

Python pythonfuzz pythonfuzz-fuzzing-example

AFL (any language that works on 
top of AFL)

AFL afl-fuzzing-example

https://docs.gitlab.com/ee/user/application_security/coverage_fuzzing/
https://docs.gitlab.com/ee/user/application_security/api_fuzzing/
https://llvm.org/docs/LibFuzzer.html
https://gitlab.com/gitlab-org/security-products/demos/coverage-fuzzing/c-cpp-fuzzing-example
https://github.com/dvyukov/go-fuzz
https://gitlab.com/gitlab-org/security-products/demos/coverage-fuzzing/go-fuzzing-example
https://llvm.org/docs/LibFuzzer.html
https://gitlab.com/gitlab-org/security-products/demos/coverage-fuzzing/swift-fuzzing-example
https://github.com/rust-fuzz/cargo-fuzz
https://gitlab.com/gitlab-org/security-products/demos/coverage-fuzzing/rust-fuzzing-example
https://gitlab.com/gitlab-org/security-products/analyzers/fuzzers/javafuzz
https://github.com/rohanpadhye/JQF
https://gitlab.com/gitlab-org/security-products/demos/coverage-fuzzing/javafuzz-fuzzing-example
https://gitlab.com/gitlab-org/security-products/demos/coverage-fuzzing/java-fuzzing-example
https://gitlab.com/gitlab-org/security-products/analyzers/fuzzers/jsfuzz
https://gitlab.com/gitlab-org/security-products/demos/coverage-fuzzing/jsfuzz-fuzzing-example
https://gitlab.com/gitlab-org/security-products/analyzers/fuzzers/pythonfuzz
https://gitlab.com/gitlab-org/security-products/demos/coverage-fuzzing/pythonfuzz-fuzzing-example
https://lcamtuf.coredump.cx/afl/
https://gitlab.com/gitlab-org/security-products/demos/coverage-fuzzing/afl-fuzzing-example
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Infrastructure as Code Scanning

● Covers Kubernetes, CloudFormation, 
Ansible, and Terraform

● Scanners will catch:
○ Syntax errors
○ Access control
○ Access control
○ Encryption 
○ Insecure configurations
○ Networking and firewall
○ Best practices and more

● Uses open source scanner Kics

https://docs.gitlab.com/ee/user/application_security/iac_scanning/ 

https://kics.io/
https://docs.gitlab.com/ee/user/application_security/iac_scanning/
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GitLab Security Dashboard &
Vulnerability Management
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Security Dashboards 

● Security dashboards & 
reports can be found in:

○ Pipelines  ➡
○ Projects
○ Groups
○ Instance

● Tip: Schedule regular 
pipelines to ensure updated 
information

https://docs.gitlab.com/ee/user/application_security/
security_dashboard/

https://docs.gitlab.com/ee/user/application_security/security_dashboard/
https://docs.gitlab.com/ee/user/application_security/security_dashboard/
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Security Dashboards 

● Security dashboards & 
reports can be found in:

○ Pipelines
○ Projects  ➡
○ Groups
○ Instance

● Tip: Schedule regular 
pipelines to ensure updated 
information

https://docs.gitlab.com/ee/user/application_security/
security_dashboard/

https://docs.gitlab.com/ee/user/application_security/security_dashboard/
https://docs.gitlab.com/ee/user/application_security/security_dashboard/
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Security Dashboards 

● Security dashboards & 
reports can be found in:

○ Pipelines
○ Projects
○ Groups  ➡
○ Instance

● Tip: Schedule regular 
pipelines to ensure updated 
information

https://docs.gitlab.com/ee/user/application_security/
security_dashboard/

https://docs.gitlab.com/ee/user/application_security/security_dashboard/
https://docs.gitlab.com/ee/user/application_security/security_dashboard/
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Security Dashboards 

● Security dashboards & 
reports can be found in:

○ Pipelines
○ Projects
○ Groups
○ Instance  ➡

● Tip: Schedule regular 
pipelines to ensure updated 
information

https://docs.gitlab.com/ee/user/application_security/
security_dashboard/

https://docs.gitlab.com/ee/user/application_security/security_dashboard/
https://docs.gitlab.com/ee/user/application_security/security_dashboard/
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Vulnerability Reports

https://docs.gitlab.com/ee/user/application_security/vulnerability_report/

Scanner that identified 
the vulnerability

File and/or line where 
vulnerability resides

Remediated 
vulnerability awaiting 
review

Issues related to 
vulnerability

Projectʼs current 
vulnerability state

Last pipeline run on the 
default branch Export CSV of 

vulnerabilities

https://docs.gitlab.com/ee/user/application_security/vulnerability_report/
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Vulnerability Pages

● Each vulnerability in the Dependency List has 
its own standalone page

● The standalone vulnerability pages can be 
accessed via the vulnerability report

● On the standalone page, you can:
○ Change the vulnerability status
○ Create a new confidential issue, 

pre-populated with relevant information
○ Link existing issues to the vulnerability
○ Apply automatically-generated solution

https://docs.gitlab.com/ee/user/application_security/vulnerabilities/

https://docs.gitlab.com/ee/user/application_security/vulnerabilities/
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Developer Workflow
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Click to expand merge 
request approvals
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Click to expand the 
security scan results

You can see the rules 
and eligible approvers



28

Click on vulnerability 
for details

All vulnerabilities are 
listed and sorted by 
scanner and severity



29

Click to see where the 
vulnerability is located
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The line of code 
containing the 
vulnerability can be 
seen here
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Click to get more 
information on the 
vulnerability
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Each vulnerability has 
detailed information to 
enhance developer 
education
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Click to dismiss the 
vulnerability with 
comments
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Click to add the comment 
and dismiss

Add comment about the 
dismissal.
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Click on the crossed out 
vulnerability
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Click to create an issue to 
keep track of the vulnerability
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Only those with 
permission can see this 
issue

Issue is populated 
with vulnerability 
info
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Click to expand the 
license scan results
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Approval is required, because 
a denied license was detected
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Security Team Workflow
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Click to access the group 
level security dashboard
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Vulnerabilities over time 
can be seen here

Projects are rated A-F 
depending on severity of 
vulnerabilities

Click to access the 
vulnerability report
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Click to sort by 
project
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Click to access and 
independent project
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Click to access the security 
dashboard for a project
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A csv of all the 
vulnerabilities can be 
exported

Overview of all 
vulnerabilities on 
default branch based 
on sorting

Vulnerability count 
based on severityClick to sort by status
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Click to sort by 
severity
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Click to sort by 
scanners
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Click vulnerability to see more 
details
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Click to change the 
vulnerability status

You can see a huge amount 
of information on the 
vulnerability and how to 
resolve it
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Click to confirm the 
new status
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Click to change the 
status
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You can see who 
confirmed it as well as 
when it was confirmed
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Q&A


