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ell Scan the code and answer the poll!

How often do you utilise features related to DevOps Metrics (such as DORA Metrics) in your
development work?

Tap on an option to vote.

Daily

Weekly

Maonthly

Between 1 to 6 months

Mever

| am not aware of these features

https://pigeonhole.at/SHIPHATS


https://pigeonhole.at/SHIPHATS
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@ shiphats

What is the Engineering Productivity Programme?

Optimise government software engineering productivity and developer experience, and enable
agencies to deliver and operate, reliable, compliant and cost-effective digital products efficiently.

Yoy e j

Optimise Cost Reduce time to market Increase software re-use Improve Quality and Resiliency

GOVTECH
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Accelerating Engineering Productivity

@ shiphats

EPP Goals Beneficiaries

Realize benefits from end-to-end
developer experience

through performance
management

£ O Hil

Deepen application of modern Whole-of-Government (WOG)
application architecture developers from different
n Government Agencies

Vendors that are working on
Improve system resiliency Government Projects

GOVTECH
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Outcome-Driven Sub-Programmes

Engineering Productivity Programme (EPP)

Modernize System Infrastructure

Deepen use of modern cloud
capabilities

Simplify operationson cloud

Simplify application of security
controls and compliance

market

Shorten cycle from requirements to
feature launch to reduce time-to-

code inorder to scale app dev
capabilities

Strengthen quality-checks as part
of automated delivery process

Increase reuse of existing software }

[ Increase deployment frequency

| R —

@ shiphats

R |

Strengthen System Resiliency

Maximize monitoring coverage

Shortenincidentdetection time

Increase consistency and

replicability ofincidentlogs

|
|
]1

shiphats

GOVTECH
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SHIP-HATS - Source Code Mgmt and CICD @S“‘phats
Platform

Plan & Code [ Build } [ Build Testing } [ oazggtlegﬁir 1 [)Reeﬁgoaygg

SAST Scan| DAST

gteChbiz GitLab Native
S - GltLab Covers E2E SCM, CIICD, open source & wvulnerabilities scan, project management
Tools Provisioning The One DevOps Platform and metrics.
. Sufficient coverage in all areas but may not be best-in-class
SHIP-HATS Portal L Alternative tools below are best-in-class for agencies with higher requirements J
Signin
4 ) 4 N )
o ~, Al
*a techpass 4 r L[J
@ SEED ° repg?gory IifecyCIe Fortify on Demand
. J . /L J
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shiphats

Capturing DevSecOps Metrics

We Are
Here

N Phases.

Phase 1 Phase 2 Clean & Prep: Tag

resources to capture
metrics

Tool Identification:
Identify an end-to-end

Migrate & Scale:
Onboard a majority of

Tool with Metrics agencies

Tracking Capabilities

Dashboarding &
66 Automation:

. Benchmarking and Audit :
“ GItLab agencies Automation Improvement

Metrics Understanding:
Use of metrics for self-

GOVTECH
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@ shiphats

DevSecOps Measurements: Many Definitions

Results by Competency

Here is a breakdown of your results by competency area:

CIDORA

Plgp & Develop Observe & Respond

OEVOPS RESEARCH & ASSESSMENT 3
DATADOG
b OR A SPAC E Bulld& Test Ope;aie
4 key metries 5 dimensions
published in 2020: published in 2021:

Release & Deploy

(Deployment Preque_nct, ] ?a‘tisPac‘tion and we“laejng J
) OWASP Devsecops Maturity Model
[Le_m( time for cho.ngesj P| erformance j
[Chauge Pailure rate ] [A ctivity ]
f %
[’T‘ume to restore service] C | ommunication and co“abomtiovJ
| pciency and Flow ) 4‘ ‘

GOVTECH
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Recap: DORA

1.

DORA - "DevOps Research and
Assessment”

. A research program that was founded in

2014 by Dr. Nicole Forsgren, Jez Humble,
and Gene Kim

. State of DevOps report provides

insights on high-performing
organizations.

. DevOps Assessment tool identifies

areas for improvement.

. High-performing IT organizations

achieve business goals

@ shiphats

[beployme_n't Prequenct/ ]

[ Lead time For QhomseS]

(

\_

Chomse_ 'Podlur‘e rate

N

_J

2

Cl’ime_ to restore service
_J

~
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@ shiphats

What do the DORA metrics represent?

[Deployme_n‘t Preque_nct/ ]

[ Lead time For Qhomge,S]

\_

r .
le\omge 'Podlur‘e, rate

J

N

-

(T‘ime, to restore service
J

a. Efficiency

Deploy ment Frequency: How often an
organization deploys code to production.
Lead Time for Changes: The time it takes for
a changeto go from code commit to
production.

b. Quality

Change Failure Rate: The percentage of
deployments that fail in production.

Time to Restore Service: How quickly a team
can recover from a failure in production.

GOVTECH
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shiphats

Industry Benchmarks vs SG Gov Realities

Software delivery performance metric Elite High Medium Low
Deployment frequency On-demand Between once Between once Fewer than
) o ) (multiple deploys per week and per month and once per
For the primary appllc_atlo_n or service you work on, hpw per day) once permonth  once every six onths
often does your organization deploy code to production 6 months
or release it to end users?
8
Lead time for changes Less than Between Between one More than
, o , one hour one day and month and six months
For the primary application or service you work on, what one week six months
is your lead time for changes (i.e., how long does it take
to go from code committed to code successfully running
@ production)?
Time to restore service Less than Less than Between More than
. —_— . one da one day and six months
For the primary application or service you work on, how one hour i e we{:‘k
long does it generally take to restore service when a
service incident or a defect that impacts users occurs
.g., unplanned outage or service impairment)?
Change failure rate 0%-15% 16%-30% 16%-30% 16%-30%

For the primary application or service you work on, what
percentage of changes to production or released to users
result in degraded service (e.g., lead to service impairment
or service outage) and subsequently require remediation
(e.g., require a hotfix, rollback, fix forward, patch)?

Do government
practices enable us to
benchmark against
industry norms?

What are some
peculiarities in the gov
construct that might
limit us?

GOVTECH
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@ shiphats

Why start with Deployment Frequency?

_ Dev Teams Product
* Encouragesthe establishmentof a robust CICD owners
ipeline
PIP Continuous
* Faster Feedback Loop Improvement Feedback Loops
* Reduced Risks Risk Management Alignment with
Business Goals
* Enhanced Quality Agility

Competitive
* Increased Agility Advantage




For Dev Teams

Dev Teams

Continuous
Improvement

Risk Management

Agility

@ shiphats

: Deployment Frequency as a metric

Continuous Improvement

Identify trends and make improvements in
development and release processes

Measure how often new code or updates are deployed

Risk Management
Insights into the stability of the deployment process

Agility

Higher deployment frequency reflects an agile
development approach

Allows teams to respond quickly to market demands

and customer feedback GOVTECH
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@ shiphats

For Product Owners: Deployment Frequency as a metric

Feedback Loops
Crucial for product iterations and improvements
Frequent deployments enable faster feedback loops with

Users

Alignment with Business Goals
Align efforts with business objectives
Ensure timely release of features and fixes

Competitive Advantage
Ability to deploy frequently can be a competitive advantage
Stay ahead in the fastpaced tech industry

Product Owners

Feedback Loops

Alignment with
Business Goals

Competitive
Advantage

GOVTECH
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@shiphats
Deployment Frequency in SHIP-HATS Today
500+ systems, across 66 agencies

« Majority are not tagged to production resulting in O
deployments

Systems (over

the past 90 6 8 57 86 396
days)
Elite High Medium Low
On-demand Between once Between once Fewer than
(multiple deploys per week and per month and once per
per day) once per month once every six months
6 months

GOVTECH
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@shiphats
3 Key Takeaways

1. Engineering Productivity is core to delivering quality and secure
applications

2. DORA metrics give us some insight into the efficiency and the quality of

the outcomes from product and development teams

3. Deployment frequency is the starting point for having conversations

about how product and development teams can do better at delivering
quality and secure applications



Q&A

Scan the code and add questions!

https://pigeonhole.at/SHIPHATS



https://pigeonhole.at/SHIPHATS

Understanding your LRI
: S a3
Metrics s ‘R
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CodeSCAPE - Recap ) shiphats

Providing oversight on DevSecOps practices and insights on DORA

Are our dev What's the

practices best way to

insecure and/or provide such
inefficient? answers?

What data
do we need
to answer
those gns?

GOVTECH
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CodeSCAPE Demo Discover how CodeSCAPE
(pilot) can refine your
DevSecOps practices

GOVTECH
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What can | do to

: <. i
Implement GitLab £ i
DORA? f
-: s :::.:',.::. ::..E.. oot .: * :o‘g?gg;:::.
[ e



@ shiphats

DORA: Implementation Requirements

DORA

o ke metrics
PubLSke_o( n 2020

Deployment Record

——————————————————————————————————

., \ wn
[bq,|°yme,¢ Sremueney ] “ f Measures development N c
— ' performance (velocity) | GE) Merge Request
[Le.owl time For chomge,s] _, : Days to implement: ~5 days j =
- Em Em Em EE Em EE EE EE EE EE EE EE Em Em Em = :________:___:_____________:________:________:___; f— | - = = e e e e e Em Em == o=
[C”‘Mse Railure rote j | Measures development quality \: E , ,
["‘"“e U R Se”"cej — 1 Days to implement: ~3 days .

GOVTECH
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@shiphats
Tagging Environments

environment:deployment_tier

GitLab only considers events that happens to
Production environment for DORA calculations.

Use the deployment_tier keyword to specify the tier of the deployment environment.
Keyword type: Job keyword. You can use it only as part of a job.

Possible inputs: One of the following:

There are mainly two ways to tag a production . CE
environment: « staging
o Name your environment as productionor prod in . testing
project settings or your pipeline job « development
= https://docs.qgitlab.com/ee/ci/yaml/index.html#environ * other
mentname
Example of environment:deployment_tier:
o Use the “deployment_tier” variable to mark an teolov:
environmentas production tier script: echo
= https://docs.qgitlab.com/ee/ci/yaml/index.html#environ environment:
mentdeplovment tler name : custnmer‘—por‘tal
deployment_tier: production

GOVTECH
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https://docs.gitlab.com/ee/ci/yaml/index.html
https://docs.gitlab.com/ee/ci/yaml/index.html
https://docs.gitlab.com/ee/ci/yaml/index.html
https://docs.gitlab.com/ee/ci/yaml/index.html

shiphats

Tagging Environments
@ deploy:

stage: deploy

- Case l tags:
o Project does not have any environment and the team is - ship Uiﬂlmf“
. « . " environmeant:
ok to name the environment as “production name: production
» Steps
o Either: @ New environment
— Name environmentas production or prod in the pipeline Environments
deploymentjob @ Environments allow you to track deployments of your application. More information.

OR Name
— Inthe projects page, using the left panel, navigate to “Operate” ‘

> “Environments”

Click on“New environments”

Ensure the “Name” field is filled with production or prod

External URL

l

H
— Enter the other fields as necessary and click “Save” GitLab agent
Select agent
o GitLab will automatically use the name to deduce that it Cancel

is a production tier environment

GOVTECH
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shiphats

Tagging Environments

environment:deployment_tier

Case 2

o Project does not have any environment and the team wants a custom Use the deployment_tier keyword to specify the tier of the deployment environment.

name for the environment but still wishes to tag it as “production” tier _ _
Keyword type: Job keyword. You can use it only as part of a job.

Case 3 Possible inputs: One of the following:
o Project already has an environment * production

* staging

» testing

Steps (Case 2 and 3)

o Usethe “deployment_tier” variable and set it to “production” while * development

creating/updating your environment + other
— The variable is available for use in:
. Pipeline deployment job Example of environment:deployment_tier:
. h : .gitlab.com i/yvaml/index.html#environmen
loyment _ti _—
R . epLoy.
. Environment creation API i y . .
. . . sScript: echo
. h : gitlab. i/environments.html#cr - d
. environment:
a-new-environment
. name: customer-portal
«  Environment update API , _
3 . ) deployment_tier: productilon
. https://docs.gitlab.com/ee/api/environments.htmlk#update

GOVTECH
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https://docs.gitlab.com/ee/ci/yaml/index.html
https://docs.gitlab.com/ee/ci/yaml/index.html
https://docs.gitlab.com/ee/api/environments.html
https://docs.gitlab.com/ee/api/environments.html
https://docs.gitlab.com/ee/api/environments.html
https://docs.gitlab.com/ee/api/environments.html

Deployment records

« Thereare mainly two ways to get
deployments recorded in GitLab

o Usea CI/CD job for deployment

o Create a deploymentrecord using the
API

» https://docs.gitlab.com/ee/api/deployments.html

#create-a-deployment

Note: DORA only measures deployments to
production tier

Create a deployment

POST /projects/:id/deployments

Attribute Type

id integer/string
environment string

sha string

ref string

tag hoolean
status string

Required

yes

yes

yes

yes

yes

yes

shiphats

Description

The ID or URL-encoded path of the project owned by
the authenticated user.

The name of the environment to create the deployment
for.

The SHA of the commit that is deployed.

The name of the branch or tag that is deployed.

A boolean that indicates if the deployed ref is a tag
(true) or not (false).

The status of the deployment that is created. One of
running, success, failed, or canceled

curl --data "environment=production&sha=a91957a856320c0e17f3abecalcfachff50ea29akref=nainktay=falsekstatus=success" \

--header "PRIVATE-TOKEN: <your_access_tokens" "https://oitlab.example.com/api/vé/projects/1/deployments"

GOVTECH
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https://docs.gitlab.com/ee/api/deployments.html
https://docs.gitlab.com/ee/api/deployments.html

@ shiphats

Using Merge Requests

« The merge request feature will help
to track the mean time for change.

WOoG GVT-CodeSCAPE 2 CodeSCAPE APl | Merge requests

Open 1 Merged 100 Closed 15 All &

Q) Search or go to...

_— R ‘ Recent searches « Search or filter results...
« Thisassumes the project does not ~ e Aroucamont Baare

make direct code changes to # Pimea ; o e
branches that effects a deployment o |
. . 88 Manage P
to production environment . :
o https://docs.qitlab.com/ee/user/project/merge &> Code .
requests/ I Merge requests 1

GOVTECH
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https://docs.gitlab.com/ee/user/project/merge_requests/
https://docs.gitlab.com/ee/user/project/merge_requests/

@ shiphats

Using GitLab Incidents

 GitLab uses Incidents feature for
o Change Failure Rate
o Time to Restore Service

WOG wen GVT-CodeSCAPE &| CodeSCAPE APl | Issues | New

New Issue

Q, Search or go to...

Title (required)

Project

The server has went dowr1|

 GitLabassumes all incidents ® CosesCAPE AP .
. . . 2 Pinne v
pertains to production tier —— 1 -
A modified issue to guide the resolution of incidents.
B Manage ’ Description
 |ncidents can be created both IE ’ Choose a template v

| [ VNP P [=] T o = s £ 1= 1= w= kO

manually and automatically

o https://docs.qgitlab.com/ee/operations/incident
management/incidents.html

o https://docs.qgitlab.com/ee/operations/incident
management/manage_incidents.html#create-
an-incident

GOVTECH
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https://docs.gitlab.com/ee/operations/incident_management/incidents.html
https://docs.gitlab.com/ee/operations/incident_management/incidents.html
https://docs.gitlab.com/ee/operations/incident_management/manage_incidents.html
https://docs.gitlab.com/ee/operations/incident_management/manage_incidents.html
https://docs.gitlab.com/ee/operations/incident_management/manage_incidents.html

@ shiphats

Caveats and Challenges

DORA data might have some lag time due to manual or delayed data population

GitLab’s DORA calculation requires data to be within GitLab.
We are currently looking into tools to enable integration with other software

(e.g., Jira)

Network segregated systems might need to build custom workflows,
and/or middleware to accurately populate the required data (e.g., deployment
data) if needed.

GOVTECH
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@ shiphats

DORA: Implementation Summary

Tag environment

Track Deployments in GitlLab

Use GitLab Merge Use GitlLab
Request Incidents

GOVTECH
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@ shiphats

CodeSCAPE Pilot Registration

« Sign up for pilot access to start
your DevSecOps refining journey

now!
o https://go.gov.sg/codescape-pilot

 CodeSCAPE Documentation:
o https://go.gov.sg/codescape

https://go.gov.sg/codescape-pilot

GOVTECH
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https://go.gov.sg/codescape-pilot
https://go.gov.sg/codescape

Improving Deployment
Frequency

Leon Leow




What you should not do :)

Gaming Deployment Frequency

@ shiphats

~ WE HAVE TO

increase deployment

g

i

4

=2 ( Deploy more code commentsZe=

R a o
L & 8

More Comments!

'
"
"

-

b

I 'lli!!llh:]l!.

ar

Definitely

N s

Adapted from AXOSOFT.COM ~ WWW.BITSTRIPS.COM

GOVTECH
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"The practices that would be shared are

not tooling specific”

GOVTECH
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@ shiphats

#0: Deployment Frequency fluctuates over a product’s lifecycle

| | | |
Development : Introduction : Growth : Maturity : Sunset
| | | |
>~ | I 1
L=) | |
() : Feature I :
= I launches, I
8 I performance I I
v :
' | scaling I I
= | | | |
c | I I
(<)) | | |
S I I i
> Pre-Launch I |
o Stability : : No. of
Q
) I I reduction, adopters
o : : enhancement
| |
| |

Time

Measuring a team’s capability to frequently deployis more important than to aimlessly increase it

GOVTECH
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@ shiphats

#1: You cannot improve what you cannot measure

Def| ne - A realistic deployment frequency considering lifecycle of product

-The current baseline of deployment frequency
Analyse -Why is deploymentfrequency not at the expected levels today
Im prove -By designing, executing experiments and validating against baseline

Control - Gains by baking improvements into day-to-day process

Leverage on SHIP-HATS GitLab native DORA dashboards and / or CodeSCAPE to help
measureyour baseline. Remember to tag your environment deploymenttier or
name. The above framework can apply to other DORA metrices and is tool agnostic.

GOVTECH
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@ shiphats

#2: DORA metrics x DevEx: Correlated!

Poor: Adds manual work

Good DevEx (DX)

Good: Enables viaautomation
indicates:
v' Better flow state

Q Practices m_ v' Less cognitive load

DORA Dev v' Constructive
feedback loops
Higher satisfaction

High or Elite levels of
DORA indicates:

v Good code quality
v' Secure code

v' High productivity
v' Higher automation

metrics Experience v

Good: Empowers via continuous improvement

Poor: hinders positive changes

Consider both sides of the equation when designing improvements!

GOVTECH

SINGAPORE




#3: Implement Feature Flags

Feature

Features

With Feature Flags: Toggle feature ‘ON’ when ready to release. Able to decouple deployment
/ releases and enables incremental rollout to users

GOVTECH
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@ shiphats

#4: Allocate time for reviewing and improving

. Plan time to review your pipeline
For each stage, what can be improved?
Arethere security tests (SAST, DAST, SCA ...) that can be incorporated to run

automatically each time?
4. Arethere tests that can be automated?

wWwhN =

GOVTECH
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What is next?

Leon Leow
Hudson Lee




shiphats
Our Plans for baselining deployment frequency across WOG

Metrics Tagging
Webinar readiness

- WOCG

& Guides SRERS ek

Mar 2024 Jun - Jul 2024

Apr 2025

Q4 2024

CodeSCAPE Comms &

Pilot

CodeSCAPE
GA

deeper
briefings

The above is only valid for SHIP-HATS users
GOVTECH
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@ shiphats

We can help you to improve your time-to-market

SHIP-HATS Guides Solutions Advisory Clinics

~— / N\

Creation / Setting up of Tagging environments Incorporating Baselining, best
environments correctly compliance framework practices

Measure and Baseline with CodeSCAPE on DORA and DevSecOps maturity

Implemented correctly, usage of DORA metrics and measuring deployment frequency can help
product teams shorten time from feature development to launch by delivering value to users
quicker in smaller working increments and adapt quickly to changes.

GOVTECH
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@ shiphats

3 Dimensions in DevOps Maturity Improvements

People / Culture Technologies

« Value Stream Mapping = « Shifting Left « Automate & Automate
Critical Path & Bottleneck « Communications & Blameless « Collaboration &
Removal culture Communication

« Small Batches in each Release « Supports from Management « Al-assisted Tools

« Reviews & Continuous « Well-defined Role Responsibly « Observability Dashboards
Improvements (DMAIC & Expectation
approach) * Inner-sourcing & Reusability

« Objective driven > Remove
complexities

GOVTECH
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@ shiphats

« Get started on tagging your environments in SHIP-HATS GitLab in a proper
manner

Recap & Call to Action

« Consider using SHIP-HATS GitLab for deployment to your Prod Environment
« Access resources provided and materials to learn.

« Reach out to us (enquiries_ship@tech.gov.sg) if you need support from our
Solutions Advisory team.

« Attend further briefings if you are a SHIP-HATS user.

GOVTECH
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Q&A

Scan the code and add questions!

https://pigeonhole.at/SHIPHATS



https://pigeonhole.at/SHIPHATS

Share your feedback!

https://go.gov.sg/sgts-events-survey

https://go.gov.sg/sgts-events-surve



https://go.gov.sg/sgts-events-survey
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