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Reusable components sets us on a path to accelerate adoption
1

✓ Easier for lean teams to adopt DevSecOps with integrated GitLab 

✓ WOG collaboration, innersourcing & code contribution is now possible

✓ 50+ Templates – to set pipelines, image repo etc. 

✓ Closer integration with CSG e.g. XCA available as default

✓ Compliance pipeline feature to drive CICD best practices across WOG

✓ GovTech Source Code Mandate

Enhanced support & enablement to meet the users where they are
2

✓ Handhold technical onboarding by Solution Consultant team

✓ Training Dev Sat +7% points– ~180 Public Officers & vendors monthly workshop (95% NPS) 

and bi-weekly webinar 200-300 attendees

✓ Enabling self help with open tech documentation. Dev Sat improved +7% points

Automated DevSecOps measurements
3

✓ Productivity Metrics can be now measured with value stream data

✓ Upcoming DevSecOps Maturity Report and Dashboard

SHIP-HATS has gained traction in the past two years

58 Agencies use SHIP-HATS incl. HTX, 

ICA, URA, MOM, MOE etc. 

159 systems onboarded in 12 months to 

552 Systems

4,978 active users

Dev Sat 75% even during migration

Cumulative cost avoidance estimated at 

$216m over 5 years* 



Clean & Prep: Tag 
resources to capture 

metrics

Metrics 
Understanding: Use 

of metrics for self-
improvement 

Dashboarding & 
Automation: 

Benchmarking and 
Audit Automation

Capturing DevSecOps Metrics

Tool 
Identification: 

Identify an end-to-
end Tool with 

Metrics Tracking 
Capabilities

Migrate & Scale: 
Onboard a 
majority of 
agencies

Phase 1 Phase 2

Phase 3

59 

agencies

We Are 

Here



DevSecOps Measurements: Many Definitions



1. DORA - "DevOps Research and 
Assessment“

2. A research program that was founded in 
2014 by Dr. Nicole Forsgren, Jez Humble, 
and Gene Kim

3. State of DevOps report provides insights 
on high-performing organizations.

4. DevOps Assessment tool identifies areas 
for improvement.

5. High-performing IT organizations achieve 
business goals

Introducing DORA
Priority



Introducing DORA
Priority

Deployment 

Frequency
High deployment frequency is generally 
associated with better software delivery 
performance

Measures how often code changes are 
deployed to production



Introducing DORA
Lead Time for 

Changes

Measures the time it takes for code 
changes to go from development to 
production

Short lead times are generally associated 
with better software delivery 
performance



Introducing DORA
Change Failure 

Rate
Measures the percentage of code 
changes that result in a service incident 
or require remediation

Low change failure rates are generally 
associated with better operational 
performance



Introducing DORA
Mean Time to 

Recover (MTTR)
Short MTTR is generally associated with 
better operational performance

Measures how long it takes to restore 
service when a service incident occurs



Industry Benchmarks vs SG Gov Realities

• Do government practices 

enable us to benchmark 

against industry norms?

•

What are some 

peculiarities in the gov 

construct that might limit 

us?



How to use 
Deployment 
Frequency as a 
metric?

Dev Teams

Continuous 
Improvement

Risk Management

Agility

Product Owners

Feedback Loops

Alignment with 
Business Goals

Competitive 
Advantage



For Dev Teams: Deployment Frequency as a metric

1. Continuous Improvement

• Identify trends and make improvements in development and 

release processes

• Measure how often new code or updates are deployed

2. Risk Management

• Insights into the stability of the deployment process

3. Agility

• Higher deployment frequency reflects an agile development 

approach

• Allows teams to respond quickly to market demands and 

customer feedback

Dev Teams

Continuous 
Improvement

Risk Management

Agility



For Product Owners: Deployment Frequency as a metric

Product Owners

Feedback Loops

Alignment with 
Business Goals

Competitive 
Advantage

1. Feedback Loops

• Crucial for product iterations and improvements

• Frequent deployments enable faster feedback loops with 

users 

2. Alignment with Business Goals

• Align efforts with business objectives

• Ensure timely release of features and fixes

3. Competitive Advantage

• Ability to deploy frequently can be a competitive advantage

• Stay ahead in the fastpaced tech industry



Strategies to avoid “Gaming” or Manipulations

1. Define Clear Criteria tied to meaningful changes, such as new features, bug fixes, or improvements, 
rather than trivial or inconsequential updates.

2. Automate Data Collection to collect deployment data that reduces the potential for manual 
manipulation or errors in reporting.

3. Code Reviews and Approval Processes so that changes are thoroughly reviewed and meet the criteria 
for deployment.

4. Regular Checks to look for unusual patterns or anomalies that could indicate gaming. Be vigilant in 
monitoring trends and anomalies.

5. Focus on Outcomes; Shift the focus from deployment frequency to outcomes that matter, such as 
customer satisfaction, system reliability, and business impact. This can reduce the temptation to game 
the metric.
.



● 500+ systems, across 58 agencies
● Majority are not tagged to production resulting in 0 deployments 

Deployment Frequency in SHIP-HATS Today

Elite High Med Low 0

Systems (over 
the past 90 
days)

6 8 57 86 396



What does it mean for us?

DevSecOps 
Culture

Good 
Practices

Outcomes

• Collaboration
• Communication
• Continuous improvement

• Shift-Left: Integrate security testing and 
test early

• Implement CI/CD to automate the 
build, test and deploy processes

• Role segregation
• Etc.

• Apps for citizens and businesses 
that are secure and of high quality

• Customer satisfaction
• Agility to respond to policy and 

changing needs

Measured by DORA,

Insights derived by tools like the DevSecOps Dashboard



DevSecOps Maturity
Report & Dashboard



● In Sept 2021, SushiSwap’s token launchpad (MISO) got 
hacked for $3 million

● The attacker injected a malicious code into the front-end 
private repository (miso-studio) on GitHub, substituting 
the legitimate wallet address with their own

● 864.8 Eth tokens collected for an automobile auction 
were diverted to the attacker’s wallet

● The PRs review process wasn’t enforced in git branch 
protection, enabling the attacker to independently 
deploy the malicious code

Case study: Example of Insecure 
DevSecOps Practice

Sushi



Bad vs Good DevSecOps Practice

Compromised

Machine

(w/ Developer Role)

Malicious

Code
Compromised

Main Branch

Commit to 

feature branch

Force merge feature 

branch into main 

branch

Deploy compromised 

Application
1 2 3

Compromised

Machine

(w/ Developer Role)

Malicious

Code
Main Branch

Commit to 

feature branch

Issue merge 

request
1 2

Trigger CI/CD 

Pipeline
3

SAST, Secrets, 

Dependency scans

Halt deployment 

process on 

pipeline failure

4

Bad

Good



3 key challenges for good 
DevSecOps practices 

Not knowing what 
good looks like

Dealing with manual 
governance toil

Lack of visibility on 
current security posture

Secure configurations and 
best practices 

Overall view and 
statistics of issues

Collation of information, 
manual periodic scans



And we can solve these 
challenges by…

Not knowing what 
good looks like

Dealing with manual 
governance toil

Lack of visibility on 
current security posture

Codifying security controls and best practices, as 
well as providing prescriptive guidance for teams 
to follow

Providing consolidated reports/dashboard for 
shared visibility and insights on DevSecOps
practice maturity across projects

Providing automated scans on development 
pipelines configurations, practices and tools 
used, and consolidating that data for easy 
reference



Introducing: DevSecOps Maturity Report and Dashboard

Report Dashboard

Target users Devs Devs, PMs, CIOs/CISOs

Branch Any branch Main branch

Frequency of 

Scans

Every commit Every 24hr

Onboarding Include CI/CD template 

provided by SHIP-HATS

By-default for all SHIP-HATS 

Users

Use-Case Observe real-time updates for a 

single repository whenever a 

commit is made

View results collectively

Availability Available Today MVP Mode – Coming Soon!

Data source SHIP-HATS GitLab



● The DevSecOps Maturity Report provides 
developers immediate feedback on their 
DevSecOps maturity score for any branch in their 
code repository

● Developers would have to include a template 
(provided by SHIP-HATS) into their CI/CD pipelines

● The report can be configured to be updated each 
time there is a new commit, and can be viewed on 
GitLab pages

The DevSecOps Maturity Report



PROJECT_ID

PROJECT_TOKEN

ENVIRONMENT VARIABLES



Todo: Some screenshot of maturity report



● The DevSecOps Maturity Dashboard will start off 
by providing users (Devs, PMs, CISOs, CIOs, etc) an 
overview of their DevSecOps maturity score for a 
project’s main branch

● Projects that are on SHIP-HATS will be scanned 
automatically on a daily basis, and the dashboard 
will reflect the results accordingly

● In the future, the dashboard will be able to provide 
statistics and trends over time

The DevSecOps Maturity 
Dashboard (Upcoming)









Recap: Report & Dashboard

Report Dashboard

Target users Devs Devs, PMs, CIOs/CISOs

Branch Any branch Main branch

Frequency of 

Scans

Every commit Every 24hr

Onboarding Include CI/CD template 

provided by SHIP-HATS

By-default for all SHIP-HATS 

Users

Use-Case Observe real-time updates for a 

single repository whenever a 

commit is made

View results collectively

Availability Available Today MVP Mode – Coming Soon!

Data source SHIP-HATS GitLab



● Introduce the MVP to a select group of pilot 
users to collect their feedback and insights.

● For the dashboard to expand scope of 
coverage from main branch to all branches

● On demand updates instead of daily updates 
for the dashboard

● Register your interest today!

Future Roadmap for dashboard



● DevSecOps Metrics should be used meaningfully to better 
understand their dev activities and productivity

● Start by monitoring Deployment Frequency as a tool to 
identify gaps in product delivery

● Tag GitLab pipelines that are deploying to production in 
order to capture Deployment Frequency data

● Utilise tools like the DevSecOps Report/Dashboard to track 
compliance to IM and best practices

In Summary



Thank you!
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