\/ G | tLa b DevOps Metrics with GitLab




e What are DevOps Research and Assessment (DORA) metrics
e Why are they important
e Where canyou find them in GitLab

e Other metrics available in GitLab



“I have great respect for the past. If you don't know where
you've come from, you don't know where you're going. |
have respect for the past, but I'm a person of the moment.
I'm here, and | do my best to be completely centered at the

place I'm at, then | go forward to the next place.”

- Maya Angelou



People, Process, Technology

Ask yourselves... Do you have:

Great Developers?
Simple Process?
Technology that works and doesn’t need much to keep it that way?



DevOps Research and Assessment

DORA’s research into what makes high performing technology teams is considered
foundational in the DevOps space

PERFORMANCE METRICS
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Where do we start?

Optimize for Performance

Psychological safety
Change management
Cloud

Technical practices
Disaster Recovery Testing

Optimize for Productivity
Psychological safety
Useful easy-to-use tools
Internal search
External search
Technical debt

v

GitLab

Start by identifying your goal...

SDO & ORGANIZATIONAL PRODUCTIVITY
PERFORMANCE

'O CULTURE OF PSYCHOLOGICAL SAFETY O

O CHANGE MANAGEMENT USEFUL, EASY-TO-USE TOOLS O

3 6LouD INTERNAL SEARCH B .
G TECHNICAL PRACTICES EXTERNAL SEARCH o
O DISASTER RECOVERY TESTING TECHNICAL DEBT o

CIDORA

DEVOPS RESEARCH & ASSESSMENT



Psychological Safety

A, Tool: Foster psychological safety

2 YouTube Building a psychologically safe workplace |
Amy Edmondson | TEDxHGSE

THE WORK ISSUE

- What Google Learned From Iis
re:Work (Quest to Build the Perfect Team

New research reveals surprising truths about why some work
groups thrive and others falter.

v DEVOPS RESEARCH & ASSESSMENT

GitLab

0 Psychological Safety
Team members feel safe to take risks and

be vulnerable in front of each other.

Dependability

Team members get things done on time and
meet Google's high bar for excellence.

Structure & Clarity

Team members have clear roles,
plans, and goals.

Meaning

Work is personally important to
team members.

Impact

Team members think their work matters

and creates change.
re:\\Nork


https://www.youtube.com/watch?v=LhoLuui9gX8
https://rework.withgoogle.com/guides/understanding-team-effectiveness/steps/foster-psychological-safety/
https://rework.withgoogle.com/print/guides/5721312655835136/
https://www.nytimes.com/2016/02/28/magazine/what-google-learned-from-its-quest-to-build-the-perfect-team.html?smid=pl-share

Performance

SOFTWARE DELIVERY & OPERATIONAL PERFORMANCE

e Culture
°® Clear Change process b CULTURE OF PSYCHOLOGICAL SAFETY O _ =y )
5 = -y 5 O Enterprise (control
e Continuous delivery R |
Y Cloud HEAVYWEIGHT CHANGE PROCESS OO
e Then focus on those that are e ‘ l
your blggeSt ConStralntS DISASTER RECOVERY TESTING O ] i, ' SDO Performance B )
5 performance
Loosely coupled architecture O - ; ::I';::‘r';""s g N i Availability
Monitoring. o ‘

Trunk-based development O

Deployment automation O o Construct
d Second-order construct
Cloud . Common goal

for team or organization
Control variable

# Burnout

O, L) Pinliciie latioast
Continuous Automated o-p r.edlctlve relationship
integration Y testing — — Mixed results

O Negative predictive relationship
BOLD Newly investigated this year

V DEVOPS RESEARCH & ASSESSMENT
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Productivity

CULTURE OF PSYCHOLOGICAL SAFETY

Productivity is the ability to get complex, o

time-consuming tasks completed with -

minimal distractions and interruptions.

Many of us describe this as getting into USEFUL EASYTOUSETOOIS O .. , P

a good work flow or rhythm. INTERNAL SEARCH b o 0 S
e Easy to use tools ' o

) EXTERNAL SEARCH o et O v o---p Predictive relationship
[ ] M an ag e teCh n ICaI d e bt (o] Burnout ©  Negative predictive relationship
TECHNICAL DEBT n Commongoal
e \Work recovery —— for eamorargaizton

Control variable

O_ o O o o ns.: Notsignificant
) : sy BOLD Newly investigated this year

Qe o Bl
CODE MAINTAINABILITY Loosely coupled architecture Monitoring

V DEVOPS RESEARCH & ASSESSMENT
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|dentify what to measure

DORA recommends:
- Lead Time - how long does it take to go from code committed to code successfully running in

production)

- Deployment Frequency - how often does your organization deploy code to production or release it
to end users?

- Change Failure Rate - what percentage of changes to production or released to users result in
degraded service and subsequently require remediation

- Time to Restore Service - how long does it generally take to restore service when a service incident
or a defect that impacts users occurs

GitLab additionally recommends:
- Security - how much security risk is taken on for each of these projects






Customizable Value Stream Analytics - “Lead Time”

Stage Median
What’s in it? .
Issue 1 minute .
e Identifies bottlenecks in Newstage i
Name
development process Plan Not enough data e
n Review
e Customize stages aligned with
Start event Start event label
y0u r KPlS Cade Netenough dta Issue label was added 2 @ Inreview
Stop event
Test Not enough data
Helps customers answer Issue closed ¢
g H ow long areweta ki ng from Review Not enough data Cancel
Idea to Production (Cycle Time)
® Whe reare th e bOttle nec ks I n my Staging Not enough data Stage Median Issue start to finish
p rocess7 £% Implement user
' Total Fiot enouigh data Plan about 10 hours #5 - Opened 22 ¢
How to navigate? Test about 5 hours
In Development 25 days
e Project: Analytics -> Value
. Review 3days
Stream Analytics Add a stage
Staging 2 days
Issue start to finish 21days
Edit stage
Add a stage

Remove stage



CI/CD Analytics - “Deployment Frequency”

What’s init?

e Overall pipelines run &
duration, success ratios by
week, month, year

Helps customers answer
e Whatis my CI/CD pipeline
success rate?

How to navigate?
e Project: Analytics -> CI/CD
Analytics

& GitLab @N&E

E D ©& @ N

P =

»

Projects v Groups v More v it v Search or jump to...

 Gitlab.org >  GitLab > CI/CD Charts

Overall statistics

« Total: 177716 pipelines Duration for the last 30 commits

« Successful: 57938 pipelines 25
« Failed: 80536 pipelines
* Success ratio: 41% 20
a 15
H
H
£
= 10

Commit

Pipelines charts

Pipelines for last week (12 Feb - 19 Feb)

800
700 18 February (Date)
600 - all 615
-
- uccess 361
2
g
£ a0
B
S r/—v’\
200

12 February 13 February 14 February 15 February 16 February 17 February 18 February 19 Februa



Issue Analytics “Change Failure Rate”

& GitLab N& Projects v Groups v More v |t o

What’s in it? iy

e Issues created permonthby o cosoenes Rocentsearches | Searchorfiter euls..
milestone, release, author 8 epies
etC D Issues 35,632

19 Merge Requests 2137 5k

Search or jump to.. Q D@ | ®2

Issues created per month

© Security & Compliance

Helps customers answer ‘ ]

@ Packages

e Whatis the developer / QA - A ‘
productivity of my team? Cromkontimites ’
Insights
Issues Analytics

HOW to navigate? Productivity Analytics

Feb 2019 Mar 2019 Apr 2019 May 2019 Jun 2019 Jul 2019 Aug 2019 Sep 2019 Oct 2019 Nov 2019 Dec 2019 Jan 2020 Feb 2020
. 8 Members
e Group: Analytics -> Issue < ®

Last 12 months (Feb 2019 - Feb 2020)
A l t H == ISsues created  Total: 46.9k - Avg/Month: 4k

&« Collapse sidebar




Group & Project Insights “Change Failure Rate”

& GitLab @N&® Projects v Groups v i Ny

What’s in it? Ay Gcittaborg “ GitLaborg » Insights

e Bugs created, merge @ Group overviw seectPage
requests, regressions, e e ot
missed deadlines, track o e

Search or jump to... Q Do Y &2 @- iw

labeled issues e D
@ Security & Compliance g 20
AR
Helps customers answer s vt - B mlE H FEFE 5 HE B | |
BO080o0gf HH H C R=

. e : = B e e - S =
() W h at a re 0 u r m etrl CS O n Contribution Analytics March 2018 June 2018 September 2018 December 2018 March 2019 June 2019 September 2019

Insights 1)

o
? Months
traCked labels' E'g" bugs’ syes Anelyties = P1 Avg:1.33-Max:10 m= P2 Avg:14-Max:56 we P3 Avg:53.7 Max:88 mm P4 Avg:42.1-Max:69 == undefined Avg: 60.9 - Max: 183
Strateglc issues etc Cris gl iy A e Bugs created per month by Severity
8% Members :?D
How to navigate? . o H ﬁ H H
e Group/Project: Analytics -> L , ' E H H
: oUBEEEEEEBHEHH 1
Insights AOOOOHOHHEHOL HEHEB= DHQE
(1] (1]

« Collapse sidebar = S1 AVg:15-Max:15 mm S2 Avg:149-Max:51 == S3 Avg:61.2-Max:102 mm S4 Avg:47.2-Max:91 == undefined Avg: 47.2 - Max: 139



Currently Unavailable “Time to Restore Service”

But multiple options are available to derive these:

1. Incident managementin GitLab could capture that and the Issue analytics can present
the information.
2. Incident ticket system (assuming it is outside of GitLab can offer these metrics)



Where to begin

2 @ o @
1 2 3 4
Start Moving Code Manage projects in Implement Security Configure CD
and Cl to GitLab GitLab (Epics Issues, Scanning, Configure automation, controls
Kanban Board, Package Registry and rules
Labels)
@ & @ &
D 6 7 8
Watch and learn: Observe and review: Observe and review: Repeat as necessary!
Review Cycle Deployment establish a baseline,
Analytics Frequency, Change make adjustments

Failure Rate and watch trends



WV
GitLab

But wait... There is more...



Q GitLab

Executive Insights




DevOps Score

Projects v Groups ¥  More v Q O ' @2 @- @ v

What’s in it?
e Yourorganization’s maturity
in DevOps Adoption

Analytics > DevOps Score

|s1r  Analytics

[3 Productivity Analytics

C Cycle Analytics Introducing Your DevOps Score = 5
Your DevOps Score gives an overview of how you are using GitLab from a feature == - =
[ DevOps Score perspective. View how you compare with other organizations, discover features you 26% 18% 32%
Helps CUStomers answer are not using, and learn best practices through blog posts and white papers.
. &8 Cohorts
e How are we doing compared
to other organizations? _
12.6%
. 0 score ®
i ?
H ow to na"lgate ° Issues Comments Milestones Boards Merge Pipeli Envir Deploy ing Service Desk
. created per created per created per created per Requests created per created per created per fraction of all ssues created
[ ] Ana lytICS -> DeVO pS SCO re active user active user active user active user per active user active user active user active user projects per active user
012 33 36 190 0.00 0.50 0.00 0.33 014 38 0.00 17.8 0.83 0.83 0.00 10.2 0.00 0.12 0.00 3.3
You Lead You Lead You Lead You Lead You Lead You Lead You Lead You Lead You Lead You Lead

3.6% 18.7% 0.0% 0.0% 3.6% 0.0% 100.0% 0.0% 0.0% 0.0%

(i} i) (i} (2] i} (2} (i} (2} o (2} i} (2] (i} i e (i} (2}

&« Collapse sidebar



Roadmaps

G  Gitlab Org Gitlab Org > Epics Roadmap

‘ n 'h ‘e in 42
at s In It ° 1 Group overview Quarters Months  Weeks All epics Recent searches Search or filter results. Start date =

e Timelines for epics - helps @ tpis -

fay Jun Jul Aug Sep Oct Nov

. h f l- l . List 10 17 24 3 7 14 21 28 5 12 19 26 2 9 16 23 30 6 13 20 27 4 n 18 25 1 8
with portfolio planning, * Milestones ©s fiestone 3
Roadmap | ——

tracking & execution pog g leng il

D Issues 22 Milestone 5

Milestone 6
14 Merge Requests 9
Milestone 4

Security & Compliance Parent Epic 2 2o

rent Epic 2

Helps customers answer o
e Are we building the right Py I o °
thing at the right time?

Gitlab Org - Jun 15 - Jun 19, 2020

(1]

Packages & Registries

Parent Epic 1 es Parent Epic 1
Gitlab Org - Jun 26 - Aug 21, 2020 - - 80%
i Analytics 9 9 &0

<

(1
Child Epic 1 - Level 1 2o
& Members No start date - Aug 28, 2020 i : &0%
.
H ow to na\llgate? Child Epic 2 - Level 1 20 Levell
{3} Settings No start date - Oct 30, 2020 . &0%
. T
[ Ep|CS -> Road| I Iap Child Epic 3 - Level 1 go Child Epic 3 - Level 1
Jun1-Jul 10, 2020 &0%
v Child Epic 4 - Level 1 es
Mar 2 - Jun 19, 2020 . 0%
v No end date child epic - Level2 £ 2 No end date child epic - Level 2
Jun 15, 2020 - No end date
T
v Child Epic - Level 3 81 child Epic - Level 3
No start date - Mar 31, 2021 a0
I
Child Epic - Level 4 €0  child Epic - Level 4
No start date - Mar 31, 2021 ao




Q GitLab

Productivity Insights




Productivity Analytics

& GitLab @N&® Projects v Groups v More v |t v Search or jump to. Q D Y 2 @-
Wh at’s in it? v ¥ Gitlab.org > Productivity Analytics
e Timeto merge, commits per o Productivity Analytics
MR, time for first comment, e
Select a project Recent searches Search or filter results. From 2020-01-20 ® To 2020-02-20 B
lines of code per commitetc  ° "
" erge Requests
Time to merge
9 You can filter by 'days to merge' by clicking on the columns in the chart
Helps customers answer -
e What s our Development | .
Velocity at a group & project &
level? - e
E 600 Merge requests 3
How to navigate? H H U
e Group/Project: Analytics -> o SR D D 1 P T T N S g S ——

6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40

Productivity Analytics

Days
Trendline

Days to merge v

350
»



Code Review Analytics

ab @Next Projects v Groups v More v v Search or jump

Wh at’S in it? V % GitLab.org > % GitLab > Code Review
e Open merge requests, review o Code Review

ti e B Review time is defined as the time it takes from first comment until merged.

14 Recent searches Search or filter results
n . .
H e lps C u sto m e rs a nswe r Merge Requests in Review 1002
-z
. Merge Request Reviewtime  Author Approvers Comments Commits Line changes
. long g
What are our longest running
WIP: Introduce release assets with debianr...
. . . o67days @ - 18 1 +312-1
reviews impacting cycle ® A ——
i ? a . inheri
tl m e H EE::ProtectedRef inherits has_many and acc... 907 days ’ _ i 1 +2-10
| - 12768 - opened 2 years ago
. X WIP: Use case-insensitive lookup for Kerber... 869 days Q _ o 2 184
How to navi gate? 13047 - opened 2 years ago - @ Backlog
-3
° Ana lytlcs > Code ReVIeW Add note about HTTP/2 causing issues with ... 861 days Q ~ 2 . —
13111 - opened 2 years ago
A n a lyt I C S Secret variable settings update
622 days e - 77 53 +245-114
15974 - opened 1 yearago - ® 129
Sanitized RelayState redirect for Group SAML 616 days ¢ } _ 10 1 +434
16108 - opened 1year ago - (® Backlog
Perform sql matching of tags ee 552 days . B 2 3 e

13628 - opened 2 years ago
»



Q GitLab
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Contribution Analytics

tsv  Groupsv  More v

Wh at ’s i n it? v W GitLab.org > Contribution Analytics
. P u S h eve n ts’ m e rge req u ests o Contribution analytics for issues, merge requests and push events since 2020-02-12
& issues opened/closed = Push

o 7795 pushes, more than 456029.0 commits by 339 people contributors.
k
I‘l 800
Helps customers answer o
g
5 400
e Atagroup level, whoareour »
. w Gi ‘{qu Bot & Mark Chao Miranda Fluharty Lindsay Kerr Konrad Borowski
top contributors and areas of |u a >
. & User
improvement?
Merge Requests
1073 created, 839 accepted. Contributions per group member
3 70
H ow to n avi gate? % GZ Name ~ Pushed v Opened issues ~ Closed issues ~ Opened MR ~ Accepted MR ~ Tot
S 50
. g 4 & GitLab Bot & 817 40 29 37 20 94
e Group: Analytics ->
20 Isaac Dawson 499 1 0 2 23 52
. . o 10
CO ntri b ution H 2 prerm o Say.  Gitiab Release Tools Bot 374 9 8 2 4 39
o Rémy Coutable 162 15 n 23 20 23
Build Trigger 222 0 0 0 0 22:
Issues Julian Thome 154 3 3 a4 2 20¢
1040 created, 848 closed. Manoj M J n 182 2 2 0 197
50
lan Baum 175 3 1 2 2 18
» 3 ®
— 8 30 )
H Alexandru Croitor 136 5 1 7 0 15
g 20
& g Stan Hu 101 4 8 14 11 142
@ Gilab Bot & Jeremy Elder Chad Woolley GitLab Alert Bot 0 121 2 0 0 142
o Marcel Amirault 87 5 3 1 26 131
John Cai 101 4 3 10 4 12¢




Contributors

&) GitLab @&® Projectsv Groupsv Morev |t v Searchorjumpto.. Qa Do I\ 2 Q-
Wh at,s in it? v ¥ Gitlab.org > % GitLab > Contributors
e Overall Commits to master& < mastr Hisory
commits by users E Commits to master
o Excluding merge commits. Limited to 6,000 commits.
1N ?
Helps customers answer )
K E &
e Ata project level, who are o
our top contributors? ® 2
a ¢ Nov Dec 2020
i (11} o
How to navigate? ) — Commits A 577t 10
. . % Stan Hu Rémy Coutable
. ProJeCt: RepOS|tO ry -> & 135 commits (stanhu@gmail.com) 125 commits (remy@rymai.me)

Contributors

2 15 2 15
B E
E -4
3 10 3 10

s oM as s A A, s

Nov Dec 2020 Nov Dec 2020
= Commits Avg:1.3-Max:5 = Commits Avg: 1.2 Max: 15

Andreas Brandl lllya Klymov

»

77 commits (abrandi@gitlab.com) 76 commits (xanf@xanf.me)



Repository Analytics / Contribution Charts

&) GitLab @8®  Projects v Groupsv  Morev Lt v | Searchorjumpto.. a D@ I
Wh at,s in it? v & Gitlaborg > Gitlab > Contribution Charts
e Totalcomm itS, average per o Programming languages used in this repository
d ay Co m m its’ p rogra m m i n g =) Measured in bytes of code. Excludes generated and vendored code.
languages used in repository  °
n )
7 % 50
He lpS customers answer © g zz €SS (Used programming language)
e What programming ® 2 ’—‘
la n gu a ges d O d eve lo p e rs e ¢ Ruby JavaScript Vue HTML ?
p re fe r to u Se? [ Used programming language
s Commit statistics for master Jan 21 - Feb 19 master
) gitlab
How to navigate? . .
* Total: 2000 commits Commits per day of month
® Project: Analytics -> e Xt cute
Repository Analytics ,
é m ‘ H H H
> E - L HHH



Code Quality Report

What’s in it? Add new file

e Code Quality across the
project
=
Helps customers answer
e What s the quality of my
entire project?

© 0f395a0e ' [

How to navigate? Pipeline Jobs 10  Code Quality
e Project: CI/CD -> Pipelines ->
Code Qua[ity Tab @ Found 2258 code quality issues

% Similar blocks of code found in 2 locations
% Similar blocks of code found in 2 locations
% Similar blocks of code found in 2 locations
x  Similar blocks of code found in 2 locations
% Similar blocks of code found in 2 locations

% Similar blocks of code found in 2 locations

19 1related merge request: !1 WIP: Add new file

. Consider refactoring.
. Consider refactoring.
. Consider refactoring.
. Consider refactoring.
. Consider refactoring.

. Consider refactoring.

® 10 jobs for feature-branch in 36 seconds (queued for 5 minutes and 17 seconds)

in ee/spec/features/admin/geo/admin_geo_projects_spec.rb:152

in ee/spec/finders/geo/Ifs_object_registry_finder_spec.rb:491

in ee/spec/finders/geo/Ifs_object_registry_finder_spec.rb:512

in ee/spec/finders/security/pipeline_vulnerabilities_finder_spec.rb:129
in ee/spec/finders/security/pipeline_vulnerabilities_finder_spec.rb:147

in ee/spec/lib/atlassian/jwt_spec.rb:56



Q GitLab
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Operations Dashboard

& GitLab @& Projects v Groups v More v il 0. EEn B B O @:w

What’s in it?

Operations Dashboard
e Snapshot view of a list of
. . (¥) GitLab.com / www-gitlab-com juf % GitLab.org / GitLab FOSS o @ GitLab.org/ gitlab-runner if
projects active alerts, last
Pmaster -o-d606993a Pmaster o c1fc5dal ( 17 minutes ago Pmaster - 058d0c5e (1 hour ago
comm |t’ p | p e l | ne statu S, an d @ Merge branch 'add-link-to... A0 atects L i} Add latest changes from g... A 0 Alerts @ Merge branch 'replace-wh... A 0 Alerts
last deployment (@runwing) D passed (@passed
5 GitLab.org/ gitaly ] T monitor / Tanuki Inc o M monitor / monitor-sandbox ]
Hel S CUStomerS answer Pmaster o fde7ec76 ® 2 hours ago 4 Pmaster o 3e7c9d3a ® 1day ago Pnaster - 234ad@fc (© 3 weeks ago
s @ ®
§ Merge branch 'jc-add-pra... A 0 Alerts @ Merge branch 'use-basic-... A 0 Alerts ® Merge branch '671-create... /A 19 Alerts
e Whatis the health of my — = (Grensd]
projects?

How to navigate?
e More -> Operations




Environments Dashboard

W GitLab @Nexe Projects v Groups v More v |t o Search or jump to...
e T 14D

What’s in it? Environments Dashboard

. E n Vi rO n m e n tS a C rOSS Va ri 0 U S This dashboard displays a maximum of 7 projects and 3 environments per project. Read more.

p roj ects M) moritor > [H] moritor-sandbox
production View app [Z
Helps customers answer & production #411468145
. . Pmaster -o- 234ad@fc O 3 weeks ago
e Arethereissues with one or © Merge branch 671-creste-.

more of my project (@ possea)

environments?

M monitor > T Tanukilnc

staging View app [Z production View app [Z
H ?
How to navigate?
£ staging #350205462 &3 production #440437807
H e Pmaster o fba654d1 ) 3 months ago @ Prostero3ercousa ©1day ago
e More -> Environments @ Haresennia @ oo et

(@pamed)



What’s in it?

e Single project environment
details, ability to deploy,
roll-back, monitor, stop
applications in specific
environment, access pod
logs, web terminal &
deployment history

Helps customers answer
e What is the status of my
project environments?

How to navigate?
e Operations-> Environments

& GitLab @&

4

9 Q

E D

=]

»

Projects v Groups v More v  |ult

¥ GitLab.org > monitor > Tanukilnc > Environments

Available 9

Environment

> @ review 7

¥ production

100%

Complete

v staging

100%
Complete

Stopped 4

Deployment Job Commit

#1470y @ production #440437807

Instance (1)

(]

[ succeeded [] Running Failed [] Pending [ | Unknown

#104 by @ staging #350205462

Instance (1)

(5]

@ succeeded [7] Running Failed [] Pending [_] Unknown

V master -o-3e7c9d3a
@ Merge branch 'use-basic-reporti...

Canary

¥ master -o- fb4654d1
€ Add new issue template

Canary

o

Updated

1day ago

3 months ago

Search or jump to..

Auto stop in

Q D 1%

New environment

¢cw o cli
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Project Security Dashboard

Groups v ' ©® Q-
e in 49
Wh at s in Ito - Tanuki Corp - Spring & US Public Sector > == > Spring > Tanuki Corp - Spring App > Vulnerability Report
. . App
e Overview of security
£ Project overview Vulnerability Report & Export

vulnerabilities by criticality in
the project - access static,
dynamic application

. 19 Merge Requests 3
securlty’ dependency & = Requirements @ Critical @ High V¥ Medium Low © Info @ Unknown
container scanning results

5 The Vulnerability Report shows the results of the last successful pipeline run on the default branch.
@ Repository

D Issues 28 Last updated 4 hours ago #251630637

AEIIES 25 51 127 131 0 0

@ Security & Compliance

Helps customers answer

Security Dashboard Status Severity Scanner
) H oW secure s my Vdinerability REporE Detected +1 more v All severities v All scanners v
appllcatlon? On-demand Scans
Dependency List O Detected Status 4 Severity Description Identifier Scanner Activity
License Compliance 5 2020-09- Exposure of Resource to Wrong Sphere in org.apache.tomcat.e CVE-2017-5648 Dependency &
. g
2? Detected @ Critical mbed/tomcat-embed-core ) - 1
H ow to na"Igate ¢ Threat Monitoring o8 pom. xml +dmore Scanning
(] SeCU rlty & CO m p l lance> Configuration Information Exposure in org.apache.tomcat.embed/tomcat-emb
2020-09- . CVE-2017-5651 Dependency
e . @] 08 Detected @ Critical ed-core +1more Scanning (1A
ore
Vulnerability Report AudicEvents pon. L.
« Collapse sidebar Deserialization of Untrusted Data in com.fasterxml.jackson.cor
b m 2020-09- Natantad & Critical aliankenn_datahind CVE-2020-9546 Dependency (n X1 )



Group Compliance Dashboard

What’s in it?

e Latest merge request and

approvers

Helps customers answer

e Am | able to gate changes
made to my environments &

view a history?

How to navigate?

e Security & Compliance ->

Compliance

S  Spring

1 Subgroup overview

& Epics 4
D Issues 72
19 Merge Requests 9

© Security & Compliance

Security Dashboard
Vulnerability Report
Compliance

Audit Events

&= Push Rules

D

Kubernetes

@ Packages & Registries

Analytics

[ wiki

Sy S PP L PP

4 US Public Sector > = > Spring > Compliance Dashboard

Compliance Dashboard

Here you will find recent merge request activity
Merge Request

Resolve "Move CSS files into static resources"
tanuki-corp-sal13 - created by: § Sameer Kamani

Resolve "Change the password field to fix the issue"
my-tanukitech-spring!42 - created by: § Sameer Kamani

Approval Status

O]

Pipeline

©

& List of all merge commits = v

Updates

approved by: {» Pointy Haired Boss
26-move-css-files-into-static-resources into master
merged 4 months ago

approved by: { Pointy Haired Boss
59-change-the-passw... -field-to-fix-the-issue into m... ter
merged 8 months ago



License Compliance

Groups v More v

What’s in it? ) )
. T Tanuki Corp - Spring A US Public Sector > +== > Spring > Tanuki Corp - Spring App > License Compliance
. . . App
e List of licenses used in the . :
T3 Project overyiew License Compliance @
a p p l | Catlo n Displays licenses detected in the project, based on the latest successful scan « 4 hours ago

B Repository
Detected in Project g Policies q

D Issues 28
Helps customers answer . S
19 Merge Requests 3 P
e Am | compliant to my _
=v Requirements unknown hibernate (2.1.8)
organizational policies on
2 Cl/CD GNU Lesser General Public License logback-classic (1.1.7) and logback-core (1.1.7)
licenses? , ,
© Security & Compliance Apache Software Licenses log4j-over-sif4j (1.7.21)
Security Dashboard . . . i .
. MIT License jcl-over-slif4j (1.7.21), jul-to-slf4j (1.7.21), and 1 more
HOW tO naVIgate? Vulnerability Report
. . GNU Lesser General Public License v2.1 only javassist (3.20.0-GA)
e Security & Compliance> Qi deitind Scens
. . Dependency List Eclipse Public License 1.0 logback-classic (1.1.7) and logback-core (1.1.7)
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determine how to configure, 5 s [wiacertiti
tune, and evaluate the Web M MergeReess @ Tt oring @
Application Firewall @ e -
Environment Show last
© Security & Compliance production v 30 days .
HelpS Customers a nswer Security Dashboard
. Dependency List Anomalous Requests Total Requests
° What IS my threat exposu re? License Compliance
. 13% 13.3k
Higher % of Anomalous Configuration ’
requests imply higher threat i
& Operations
exposure
@ Packages
. @ wiki
How to navigate? . 2
o6 Snippets §
e Security & Compliance > # s :

Threat Monitoring

Time

== Total

« Collapse sidebar



WV
GitLab

Thank you!



