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DevOps Metrics with GitLab
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Agenda

● What are DevOps Research and Assessment (DORA) metrics

● Why are they important

● Where can you find them in GitLab

● Other metrics available in GitLab
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“I have great respect for the past. If you don't know where 
you've come from, you don't know where you're going. I 
have respect for the past, but I'm a person of the moment. 
I'm here, and I do my best to be completely centered at the 
place I'm at, then I go forward to the next place.”

- Maya Angelou
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Is it true, is it true?

People, Process, Technology

Ask yourselves…  Do you have:

Great Developers?
Simple Process?
Technology that works and doesnʼt need much to keep it that way?
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DevOps Research and Assessment 

DORAʼs research into what makes high performing technology teams is considered 
foundational in the DevOps space
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Optimize for Performance
 Psychological safety
 Change management
 Cloud
 Technical practices
 Disaster Recovery Testing

Optimize for Productivity
 Psychological safety
 Useful easy-to-use tools
 Internal search
 External search
 Technical debt

Where do we start?
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Psychological Safety

Building a psychologically safe workplace | 
Amy Edmondson | TEDxHGSE

https://www.youtube.com/watch?v=LhoLuui9gX8
https://rework.withgoogle.com/guides/understanding-team-effectiveness/steps/foster-psychological-safety/
https://rework.withgoogle.com/print/guides/5721312655835136/
https://www.nytimes.com/2016/02/28/magazine/what-google-learned-from-its-quest-to-build-the-perfect-team.html?smid=pl-share
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● Culture
● Clear change process 
● Continuous delivery
● Cloud
● Then focus on those that are 

your biggest constraints.

Performance
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Productivity is the ability to get complex, 
time-consuming tasks completed with 
minimal distractions and interruptions.
Many of us describe this as getting into 
a good work flow or rhythm.

● Easy to use tools
● Manage technical debt
● Work recovery

Productivity
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Identify what to measure

DORA recommends:
- Lead Time - how long does it take to go from code committed to code successfully running in 

production)

- Deployment Frequency - how often does your organization deploy code to production or release it 
to end users?

- Change Failure Rate - what percentage of changes to production or released to users result in 
degraded service and subsequently require remediation

- Time to Restore Service - how long does it generally take to restore service when a service incident 
or a defect that impacts users occurs

GitLab additionally recommends:
- Security - how much security risk is taken on for each of these projects
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Where to find these things in GitLab
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Customizable Value Stream Analytics - “Lead Time”

Whatʼs in it?
● Identifies bottlenecks in 

development process
● Customize stages aligned with 

your KPIs

Helps customers answer
● How long are we taking from 

Idea to Production (Cycle Time)
● Where are the bottlenecks in my 

process?

How to navigate?
● Project: Analytics -> Value 

Stream Analytics
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CI/CD Analytics - “Deployment Frequency”

Whatʼs in it?
● Overall pipelines run & 

duration, success ratios by 
week, month, year

Helps customers answer
● What is my CI/CD pipeline 

success rate?

How to navigate?
● Project: Analytics -> CI/CD 

Analytics
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Issue Analytics “Change Failure Rate”

Whatʼs in it?
● Issues created per month by 

milestone, release, author 
etc

Helps customers answer
● What is the developer / QA 

productivity of my team?

How to navigate?
● Group: Analytics -> Issue 

Analytics
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Group & Project Insights “Change Failure Rate”

Whatʼs in it?
● Bugs created, merge 

requests,  regressions, 
missed deadlines, track 
labeled issues

Helps customers answer
● What are our metrics on 

tracked labels? E.g., bugs, 
strategic issues etc

How to navigate?
● Group/Project: Analytics -> 

Insights
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Currently Unavailable “Time to Restore Service”

But multiple options are available to derive these:

1. Incident management in GitLab could capture that and the Issue analytics can present 
the information.

2. Incident ticket system (assuming it is outside of GitLab can offer these metrics)
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Where to begin
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But wait… There is more...
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Executive Insights
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DevOps Score

Whatʼs in it?
● Your organizationʼs maturity 

in DevOps Adoption

Helps customers answer
● How are we doing compared 

to other organizations?

How to navigate?
● Analytics -> DevOps Score
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Roadmaps

Whatʼs in it?
● Timelines for epics - helps 

with portfolio planning, 
tracking & execution

Helps customers answer
● Are we building the right 

thing at the right time?

How to navigate?
● Epics -> Roadmap
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Productivity Insights
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Productivity Analytics

Whatʼs in it?
● Time to merge, commits per 

MR, time for first comment, 
lines of code per commit etc

Helps customers answer
● What is our Development 

Velocity at a group & project 
level?

How to navigate?
● Group/Project: Analytics -> 

Productivity Analytics
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Code Review Analytics

Whatʼs in it?
● Open merge requests, review 

time

Helps customers answer
● What are our longest running 

reviews impacting cycle 
time? 

How to navigate?
● Analytics -> Code Review 

Analytics
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Developer Insights
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Contribution Analytics

Whatʼs in it?
● Push events, merge requests 

& issues opened/closed

Helps customers answer
● At a group level, who are our 

top contributors and areas of 
improvement?

How to navigate?
● Group: Analytics -> 

Contribution
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Contributors

Whatʼs in it?
● Overall Commits to master & 

commits by users

Helps customers answer
● At a project level, who are 

our top contributors?

How to navigate?
● Project: Repository -> 

Contributors
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Repository Analytics / Contribution Charts

Whatʼs in it?
● Total commits, average per 

day commits, programming 
languages used in repository

Helps customers answer
● What programming 

languages do developers 
prefer to use?

How to navigate?
● Project: Analytics -> 

Repository Analytics
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Code Quality Report

Whatʼs in it?
● Code Quality across the 

project

Helps customers answer
● What is the quality of my 

entire project?

How to navigate?
● Project: CI/CD -> Pipelines -> 

Code Quality Tab
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Operations Insights
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Operations Dashboard

Whatʼs in it?
● Snapshot view of a list of 

projects active alerts, last 
commit, pipeline status, and 
last deployment

Helps customers answer
● What is the health of my 

projects?

How to navigate?
● More -> Operations
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Environments Dashboard

Whatʼs in it?
● Environments across various 

projects

Helps customers answer
● Are there issues with one or 

more of my project 
environments?

How to navigate?
● More -> Environments
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Environments

Whatʼs in it?
● Single project environment 

details, ability to deploy, 
roll-back, monitor, stop 
applications in specific 
environment, access pod 
logs, web terminal & 
deployment history

Helps customers answer
● What is the status of my 

project environments?

How to navigate?
● Operations-> Environments
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Security Insights
DevSECOps
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Project Security Dashboard

Whatʼs in it?
● Overview of security 

vulnerabilities by criticality in 
the project - access static, 
dynamic application 
security, dependency & 
container scanning results

Helps customers answer
● How secure is my 

application?

How to navigate?
● Security & Compliance> 

Vulnerability Report
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Group Compliance Dashboard

Whatʼs in it?
● Latest merge request and 

approvers

Helps customers answer
● Am I able to gate changes 

made to my environments & 
view a history?

How to navigate?
● Security & Compliance -> 

Compliance
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License Compliance

Whatʼs in it?
● List of licenses used in the 

application

Helps customers answer
● Am I compliant to my 

organizational policies on 
licenses?

How to navigate?
● Security & Compliance> 

License Compliance
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Dependency List

Whatʼs in it?
● List of dependencies and 

known vulnerabilities for the 
latest pipeline run

Helps customers answer
● Am I vulnerable due to any of 

my dependencies?

How to navigate?
● Security & Compliance> 

Dependency List
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Web Application Firewall (WAF) Statistics Report

Whatʼs in it?
● Total and blocked traffic to 

determine how to configure, 
tune, and evaluate the Web 
Application Firewall

Helps customers answer
● What is my threat exposure? 

Higher % of Anomalous 
requests imply higher threat 
exposure

How to navigate?
● Security & Compliance > 

Threat Monitoring
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Thank you!


