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*Refer to FOD documentation for supported languages/compilers/libraries/frameworks

https://docs.developer.tech.gov.sg/docs/ship-hats-docs/tools/fod/fod-sast-scan
https://docs.developer.tech.gov.sg/docs/ship-hats-docs/tools/fod/fod-dast-scan
https://sgts.gitlab-dedicated.com/wog/gvt/ship/ship-hats-templates/-/tree/main/templates#file-gitlab-ci-run-fod-scanyml
https://sgp.fortify.com/Docs/en/index.htm#Running_Asmnts/Static/Static_About.htm?TocPath=Running%2520Assessments%257CStatic%2520Assessments%257C_____0


Overview

• An application can have multiple releases, which can be of different 
technology stack (e.g. Java, C#, JS).

• The unique identifier for a scan (e.g. for a Maven project, .NET solution) is the 
Release ID, which can be found in the FOD Portal or SHIP-HATS Portal.

• SAST and DAST scans for the same Release ID will be integrated. 

• Only 1 active scan for each application. Subsequent scan requests will be 
queued for SAST and failed for DAST. 

Do you know?
There is a system-wide policy that 
requires ratings of releases to be at 
least 3 stars i.e. 0 critical and high 
issues. Otherwise, the given release 
will FAIL. This also means that the scan 
will fail (a SAST scan can fail even if all 
critical/high issue for the release are 
for DAST)

Balance cost with concurrency
To save cost, you can potentially 
create multiple releases for the same 
application to scan multiple 
components in your application. 
However, this can impact agility if 
pipelines for these components can be 
triggered in parallel. 

Separate app for DAST API
To use FOD DAST for APIs, you will 
have to raise a service request. Note 
that this service request will require 
you to create another application. 

https://docs.developer.tech.gov.sg/docs/ship-hats-docs/tools/fod/fod


Do you know?
1. URL, Scope, Authentication values 

cannot be edited once the first 
DAST scan is started for the given 
release. 

2. FOD DAST include both active and 
passive scans. An active scan may 
attempt to exploit a potential 
vulnerability it detects. This might 
have severe impact if you run FOD 
DAST scan in production (e.g. bring 
down your website).

https://docs.developer.tech.gov.sg/docs/ship-hats-docs/tools/fod/fod-dast-scan?id=dast-limitations


Example Flow

1. Developer go through issues and update 
analysis in comment and developer status

2. Security Lead review analysis and update 
auditor status. 

“Closed” or “Suppressed” issues may be hidden in “Issues” page
Check the “Show” dropdown to verify if “Fixed” (i.e. “Closed”) or “Suppressed” 
issues are selected to be shown. 



Do you know?
1. Role is global in 

FOD i.e. the role is 
applicable to ALL
FOD apps that the 
user has access to

2. A user will 
require 
Gitlab/Atlassian/S
onatype license 
before he/she can 
be added to a FOD 
app.

3. FOD does not 
support 
assignment of role 
to groups. 

Role Permissions Key Responsibility

View Only View
- General information of the 

application
- Application releases

-

GT-Report-Upload-And-Generate-
SAST-and-DAST

Assigned to token generated via SHIP-
HATS Portal and cannot be assigned to 
users

Invoke SAST/DAST scan and 
download reports

Invoke scan and download 
report in the pipeline

GT-Application Security Tester View Only + 
- Edit Issues
- Create Reports
- Configure DAST scans

Review findings and update 
analysis

GT-Security Lead GT-Application Security Tester + 
- Audit Issues

Review finding analysis and 
suppress false positives

GT-Manager

Assigned to SHIP-HATS Project Admins 
by default

GT-Security Lead + 
- Manage applications

Manage users and 
applications 





Validate users for each application.



Validate issues for each release are open or suppressed as intended.



Validate that the scan covers the intended code.

Scan Summary Scan Manifest





*Refer to Sonatype documentation for supported languages/package

https://sgts.gitlab-dedicated.com/wog/gvt/ship/ship-hats-templates/-/tree/main/templates#file-gitlab-ci-nexus-iq-scanyml
https://www.sonatype.com/products/language-and-package-support


Overview

• An organization can have multiple applications, which can be of different 
technology stack (e.g. Java, C#, JS). 

• Each application will inherit settings (e.g. access) from its organization. 

• The unique identifier for a scan (e.g. for a jar) is the App ID, which can be found 
in the Nexus IQ Portal or SHIP-HATS Portal.



Govern the components used. There are policies already defined at the Root that are inherited by all Orgs. 

“No Action" for most policies 
e.g. you cannot configure your pipeline to fail 
if the Nexus IQ evaluation has a high finding

No Notification 
e.g. you cannot configure email to be sent if a 
new critical vulnerability is disclosed for an 
OSS library used by the app

Create Custom Policies to configure rules, action and/or notification



Example Flow

1. Pipeline invoke the scan for a given stage e.g. default “BUILD” for CI and 
“RELEASE” for CD to PROD

2. Developers review the report to understand the components used and to review 
policy violations

3. Developers resolve policy violations (e.g. fixing the security vulnerability in code)

4. SHIP-HATS Project Admin 

- waive policy violations (e.g. after mitigation is applied outside of code)

- claim components for application artifacts

- add proprietary component matcher for proprietary components



Role Permissions Key Responsibility

Developer View assigned organizations, 
applications and reports

-

Application Evaluator

Assigned to token generated 
via SHIP-HATS Portal and 
should not be assigned to 
users

Invoke Nexus IQ evaluation Invoke evaluation in 
the pipeline

Application Security Tester v2 Developer +
- Change security 

vulnerabilities

Review policy 
violations and 
update vulnerability 
status/comment

Owner with Claim Components

Assigned to SHIP-HATS Project 
Admins by default

Application Security Tester + 
- Manage assigned 

organizations, 
applications

- Waive policy violations
- Claim components

Manage 
organizations, 
applications, users, 
policies and policy 
violations

Assign Owner wisely. 
They can
• Change policy constraints and 

actions
• Waive policy violations
• Change organization/app users

Confine role assignment to organization
While SHIP-HATS Portal assign role at the 
organization level only, Owner can assign 
role at the app level. It will not be trivial 
to check access for every app in every 
organization.

Assign roles to groups instead of users 
to simplify permission management 





Validate users and groups for each organization and application.



Validate policy violations are open or waived as intended.

Do not waive critical/high security policy violations
Even if the vulnerability is currently not applicable 
due to how it is used or other mitigations, this may 
not remain the case. Given the potential impact, 
upgrade to a non-vulnerable version (if available). 

Address unknown/similar components
All components should be identified. Modified open 
source components should be discouraged as they 
are hard to maintain and the modifications may be 
vulnerable.



Validate claimed/proprietary components are app artifacts or 
proprietary



Validate that continuous monitoring is enabled for prod build
1. Continuous monitoring is enabled for stage used to scan prod builds
2. Add notification for each policy (custom only) when a policy violation (e.g. 

critical/high/medium security vulnerability) is found during continuous monitoring

Enable continuous monitoring for a stage dedicated to scanning builds deployed to prod  
Unless every build in the CI Pipeline goes straight to production, there is a likelihood that the newest build is 
not the same build that has been deployed to production and that both builds may not be using the exact 
same components (and versions). 





*Refer to SonarQube documentation for supported languages/package

SonarQube is NOT a code coverage tool
A separate code coverage tool must be used to generate the code coverage 
results, which will then be analyzed by SonarQube. 

https://sgts.gitlab-dedicated.com/wog/gvt/ship/ship-hats-templates/-/tree/main/templates#file-gitlab-ci-nexus-iq-scanyml
https://docs.sonarsource.com/sonarqube/9.6/analyzing-source-code/languages/overview/


Overview

• The unique identifier for a scan is the project key, which can be found in the “Project Information” in 
SonarQube Portal. Do NOT confuse this with the project name (e.g. what you see in above screenshot is the 
project name and not the project key). 



Collection of rules to apply during an analysis with a default profile for each language. 

Review “Vulnerability” and “Security Hotspot” rules in quality profile
If you are planning to use SonarQube for SAST, review the quality profile to see if the rules are 
sufficient to find security vulnerabilities in your source code. Some quality profiles e.g. Sonar way for 
Go has 0 vulnerability rule.



Enforce a quality policy, which defines a set of conditions against which projects are measured.
Raise a ticket for custom quality gate (only if necessary). 



Who Permissions Responsibilities

SHIP-HATS 
Project Admin

Browse, 
Administer

Manage projects and 
users

Tech Lead All except 
Administer, 
Execute 
Analysis

Review findings and 
update analysis

Engineer Browse, See 
Source Code

View and fix findings

Token Browse, 
Execute 
Analysis

Upload analysis and 
check quality gate 
status

An example for illustration:

Assign Administer permission wisely. 
They can
• Change quality gate
• Change quality profile
• Change permissions

Assign permissions to groups instead of users to 
simplify permission management 





Validate 
• Permissions of users and groups for each project
• Project is private

SHIP-HATS SonarQube is shared by ALL tenants. 
Setting a visibility other than “Private” mean that every SHIP-HATS users can access the project.



Validate the quality profile selected for each language for each project.



Validate the quality gates selected for each project



Validate that the scan covers the intended code.





Validate that for each required test/scan
1. The pipeline invokes the test/scan
• Unit Test
• SAST
• Code Quality Scan

2. The test/scan completes successfully
3. The test/scan passes the success criteria

• API Test
• DAST
• Container Scanning

Do you know that a “green tick” can means that the job completes successfully but test/scan may NOT have passed?
It is possible to script each test/scan job so that it fails if the success criteria is not met but you will have to review the 
script to ensure that this hard gating has been implemented.

• UI Test
• Dependency Scanning
• Secret Detection

For illustration. Not complete



Validate that the project token is used for integration with
• Nexus IQ
• FOD
• Sonarqube

Do you know that using a personal token imply 
1. The corresponding user may have additional privileges that he/she should not have (e.g. upload analysis)
2. It may not be possible to differentiate between the pipeline and the user in the tools’ audit logs

Save the project token as a masked group/project variable (if not using a secret manager)
If you cannot find the project token in the list of group/project variable, it may have been hardcoded in the pipeline 
YAML. 



Validate that that the scan covers the intended code

Do you know that some scanners support exclusions? For example, SonarQube allows you to specify the option 
“sonar.exclusions” to list files or directories to exclude from analysis. 
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https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/PM-BA-Checklist-(SHIP-HATS-2.0)
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/PM-BA-Checklist-(SHIP-HATS-2.0)
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/PM-BA-Checklist-(SHIP-HATS-2.0)
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/Considerations-for-using-Microfocus-Fortify-on-Demand-(FoD)
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/Considerations-for-using-Microfocus-Fortify-on-Demand-(FoD)
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/Considerations-for-using-Microfocus-Fortify-on-Demand-(FoD)
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/Considerations-for-using-Nexus-IQ
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/Considerations-for-using-Nexus-IQ
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/Considerations-for-using-Nexus-IQ
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/Considerations-for-using-Sonarqube
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/Considerations-for-using-Sonarqube
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/Considerations-for-using-Sonarqube


Sign up here

https://go.gov.sg/ship-hats-learning-events
https://form.gov.sg/#!/630713fb3e0e37001201f40a
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