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* Quick REcAp OF SHIP-HATS

e PLATFORM CHECKLIST

* Quick REcAP OF GITLAB

e  GITLAB CHECKLIST

*  PIPELINE CHECKLIST

« WHAT’S NEXT?

e  SURVEY
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What is

SHIP-HATS

............................................................................................................
------------------------------------------------------------------------------------------------------------
------------------------------------------------------------------------------------------------------------

An end-to-end Source Code Management and
Continuous Integration/Continuous

Delivery (CI/CD) toolchain with security and
governance guardrails for developers to build, test, and
deploy code to production.

Cl/CD pipelines
automate
incremental code
changes to be
delivered quickly and
reliably to production

GOVTECH
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https://en.wikipedia.org/wiki/CI/CD
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Who should use ' h loud
* For all Agency Systems that are Clou
SHIP-HATS Confidential (Eligible) and below

 Mandatory for GovTech-owned systems
e Users can be Public officers or Vendors

* Subscription by Agencies

GOVTECH
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SHIP-HATS 2.0. Product Offering

Tools under-'the-hood

Access : . Build Testing Other Tests
(b def |t) | Plannlng Code quality scanning, Deploy & Release
e H SAST DAST, Container Scanning
Subscription Mgmt GitLab-Native
@ techbiz | . * GitLab Ultimate Tier Licenses which comes with features including value stream
i GItLab measures and dashboards
v » Offers integrated native tools from planning till deployment
Tools Provisioning LUERCLEIEICRRENICUUN - Dedicated SaaS managed instance hosted in Singapore

SHIP-HATS Portal i

; Doc/ Artefact Dependency Cod_e
Sign in i Proj Mgmt Repository Scanning Quah.ty
! Scanning

; .
PN tochnass % Confluence (I) N
6 . | l >, sonarqube | pctoud'yl-?)

H © Jira Software nexus
: b nexus
@ SEED : repository Forty on lifecycle

pro Demand




SHIP-HATS Architecture ——

(GCC Internet & GCC Intranet/GEN)

SIT, UAT,
via AWS VPC Test PROD
l Endpoint Remote Environment Environment

Runners

@ shiphats servers
User Access ( \ *
Saa$ Self-hosted — Deploy

. /Gitlab Shared GitLab \ / SHIP-HATS °Jim Sﬂftwh

GSIB/SOE Device e Runners — Not Shared I N (Gcé?ency’s Aé"éic |GCP CIOL/JgEN)
B ' nternet ntranet,
available yet ; sonarqube\\\

------------------------- Runners

TECHPASS i b s
Authentication (B3 PN 1) : |E ded-89 !

sfsBeyg ! (‘:; silsBeg | Test SIFT,égADT'
iniosi ; - isgen - | ~ Environment q
g :; : : x 1 F;:r:\;:g ¢Poa® ! [, r Remote Environment

J ! @ | . i H

, | slsdae | noxus nexus Runners
GMD (SEED ! i lifecycle  repository
Device : pCloudye. : pre

\—— D4 U —) e

Agency’s On-Prem DC

via IPSec Tunnel Remote Env

** All commerecial cloud are to do their own risk assessment if they choose to connect

remote runners to SHIP-HATS Gitlab over the internet. GOVT EC H
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Subscription Roles and Responsibilities

Subscription 1

Project 1a

Gitlab

Sonatype

Sonarqube

1
|
Subscription 2
iy

Jira
Confluence

Subscription Administrator
* Manage the subscription via TechBiz

* Create projects and assign project administrators
via SHIP-HATS Portal

Project Administrator (via SHIP-HATS Portal)

*  Provision tools* for the project

* Manage users and their roles for each
provisioned tool

* Manage tokens** for each provisioned tool
Users

* Use the tool(s) per the assigned role within the
project

*Same instances of tools used for all subscriptions on SHIP-HATS. Provisioning here
involve creating resources e.g. projects in the given tool

**Tokens are also assigned minimum privileges to support pipeline integration
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Platform Access - Users

@ Validate that the platform is accessible to the intended users by
checking the users included in the subscription.

@ shiphats ® n @ i sx‘jas‘ lllllllllll
U ““““““““ © Al Users
/ 0 Jira/Confluence consumed. ® 0/ 1 Sonatype quota consumed.
me  ProjectRole = GitLab = Jira /Confluence - Sonatype = LastLogi in ©
(kv)
() Assign project admin wisely
® They automatically have privileged roles in the
following tools
50 * Ownerin Gitlab
() wnomss erioctaamn . 4 darsag0 * Administrator in Jira/Confluence
@ e e e * GT-Manager in FOD
*  Owner with claim components in Nexus IQ
® e Administrator in Sonarqube GOVTECH
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https://docs.developer.tech.gov.sg/docs/ship-hats-portal/manage-users?id=view-users

Platform Access - User Group

@ Validate that the user groups include the intended users

@) shiphats ©0@ - 2
o ®  All User Groups ® Do you know
1. User groups can be assigned privileges in the
RS — various tools except Gitlab and FOD. You may
» have to validate the privileges these groups
; have in each tool to review this.
]

2. User groups and users are for the entire
subscription. You may have to work with
subscription admin and multiple project admins
to review this for a subscription shared by
multiple projects.

GOVTECH
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https://docs.developer.tech.gov.sg/docs/ship-hats-portal/manage-user-groups

Tools Access Control and Configuration

&

Validate access control (users/groups) and configuration of
the resources in each tool:

- Gitlab groups/projects (more to follow in this webinar)

- Jira projects

- Confluence spaces

- FOD applications

- Nexus 1Q organizations/applications

- Sonarqube projects

- Nexus Repository repositories

You can use both SHIP-HATS Portal and the individual tool’s Ul to update role/permission for each tool except FOD
(SHIP-HATS Portal only) and Nexus Repositories (Service Desk only).

Do you know that it is possible to assign a user/group outside of your subscription to resources in a tool in your
subscription? GOVTECH

SINGAPORE



https://docs.gitlab.com/ee/user/group/manage.html#remove-a-member-from-the-group
https://docs.gitlab.com/ee/user/project/members/
https://docs.developer.tech.gov.sg/docs/ship-hats-documentation/jira-user-role
https://docs.developer.tech.gov.sg/docs/ship-hats-documentation/confluence-user-role
https://sgp.fortify.com/Docs/en/index.htm#Applications/Application/Access/AA_Assign.htm?TocPath=Managing%2520Applications%2520and%2520Releases%257CManaging%2520an%2520Application%257C_____4
https://help.sonatype.com/iqserver/managing/user-management/role-management#RoleManagement-ViewingOrganizationalRoleAssignments
https://docs.developer.tech.gov.sg/docs/ship-hats-documentation/nexusiq-roles-and-permissions
https://help.sonatype.com/iqserver/managing/user-management/role-management#RoleManagement-ViewingOrganizationalRoleAssignments
https://docs.sonarqube.org/latest/instance-administration/security/#header-4
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GitLab

The One DevOps Platform

FREE

IMPROVE EFFICIENCIES
and CONTROL

Self-managed reliability
Release Controls

Enterprise Agile Planning

Advanced CI/CD

Faster code reviews

PREMIUM

IMPROVE SECURITY,
COMPLIANCE and PLANNING

Value Stream Management

Portfolio Management
Compliance
Security risk mitigation

Advanced security testing

ULTIMATE

@ shiphats



Tool comparison available on
DevPortal

............................................................................................................
------------------------------------------------------------------------------------------------------------
------------------------------------------------------------------------------------------------------------

GitLab & Alternative
tools

a GitLab Native
TOOL oy

v Already on alternative tools
v Complex use cases

SELECTION T s

: . v i : : .

Agencies must assess whether Gitlab L, \N/elw P]:OJe;;S v Migrating agencies
native is sufficient (e.g. whether the alue for

gitlab-native tool supports the Migrating agencies are

language/framework used etc). advised to migrate as-is

¢+ Both options meet Security Policy needs
+»+ Alternative tools are available as add-on anytime
GOVTECH
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https://go.gov.sg/ship-hats-tools-assessment?utm_source=TechDoc&utm_medium=commsemail&utm_campaign=body

GitLab Native Tools

Review tooling assessment in Developer Portal
Review GitLab documentation on what is supported/not supported

Tool/Feature Example Limitations/Issues

Security Dashboard e Shows only results of scans from most recent completed
pipelines on default branch
e Suppression of false positives apply to entire project
* Does not include findings for Nexus 1Q

SAST Limited support for Java 8 and .NET Framework
SCA * No support for .NET using PackageReference
e Scan only first Maven POM file for project with multiple
POM files

* Fail with error 128 for projects using Go, npm, yarn, bundler

Code Quality Only on self-hosted runners as it requires DinD

Note: The intent is not to discourage you from using Gitlab-native tools but to be clearly aware of any gap/issue so
that you can plan and take step accordingly.



https://docs.developer.tech.gov.sg/docs/ship-hats-getting-started/ship-hats-tools

Runners

Option 1:

SHIP-HATS Shared Runners

Option 2:

Self-hosted Remote
Runners

Hosted by SHIP-HATS team
Created on-demand
Available for all SHIP-HATS
users at no additional costs
No overheads for Agencies
to maintain runners.

4 variants: CStack, Docker,
Windows and GitLab
Shared Runners (not
available yet)

Hosted by the agency
Agencies to bear the costs
of hosting their own
runners

Can be configured for
Group or Project level
access

Full-control of the runners

Use shared runners where possible to
minimize exposure for remote
runners.

Use CStack over Docker runners
where possible to minimize use of
root. Consider Pipeline COE for runner
images.

Secure remote runners not just on
their hosts but also from the pipeline.
You can potentially run a malicious
job on the dedicated runner, which
may have access to sensitive
resources.



https://docs.developer.tech.gov.sg/docs/ship-hats-getting-started/pipeline-coe

Hierarchy and Structure

F @
WOG
\ égency:
(Example:
Reserved & av)
Managed by < Rucsee Gunk
SHIP-HATS 2 |
(Example:
(Example: l ( l (Example: [ ] l
Cstacks) SHIP) - cTMO)
3rd-level Sub-Group 3rd-level Sub-Group 3rd-level Sub-Group
9
' v 1 v ? v v
( ) ; .
(Example: (Example: - "
é& ProjectX) B thankyoucher) (] (Exampl: @ - " "
4th-level Sub-Group 4th-level Sub-Group 4th-level Sub-Group portal) 4th-level Sub-Group 4th-level Sub-Group | 4th-level Sub-Group
l—l—l l—l—l l l ' ¢ 3! 3 g Ll
d' &t @ a8 $ T 1 R b B
A . , . . _ . _ - Source code
. s 3 y Project Project Project Project Project Project Project Project T =—— — '>
Project Project Project Project - Te St co d e
= me—— _— Se— . P—— —— — - Pipeline as code
- Infra as code
visibility
Internal ‘ Private

Avoid deeply nested hierarchy as it can become challenging to manage and maintain
e.g. it will not be trivial to check the membership and configurations of every subgroup/project




Roles and Responsibilities

An example for illustration:

GitLab Responsibilities Assign roles to Gitlab groups instead of users to simplify
Role permission management

SHIP-HATS Owner Manage groups and
Project Admin projects members
and settings Assign Owner/Maintainer wisely.
) They can
e Developer Sourc?/te_st s * View all group/project variables (including secrets) in
and pipeline .
plain text
e * Remove technical controls enforced via group/project
Project Reporter Track project/issues settings e.g. approvals
Manager * Manage project membership

Manual Tester  Reporter Test and open issues

Consider restricting what a developer can do.
By default, they can

* Edit the pipeline

* Dismiss a vulnerability finding
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Access Control

v Validate the membership of each GitLab group/project

R reference-pipelines

2¢ Subgroup information

Activity

Labels

Members
2 Epics 0
O Issues 8
23 Merge requests 7

@ Security and Compliance
7 Cl/cD

(B Packages and registries
L Analytics

@ wiki

3 Settings

21 Copyright of

WOG » + » reference-pipelines > Group members

Group members

You're viewing memkbers of reference-pipelines.

Members 6 Groups 4

Invite a group Invite members

&, Export as CSV

[ﬁ) ~ ‘ Filter groups

EY

Account Source

WOG
A WOG / GVT / codex [ analytics-viewers

Direct member
D WOG / GVT / ctmo / devsecops-team

WOG
S  WOG/GVT/ ship [ teams / SHIP-HATS-Admins

WOG
R  WOG/GVT/ ship [ teams / RNI-XCA

broduced unless with explicit consent by GovTech

Access granted

Aug 12, 2022

Aug 24, 2022

Mar 29, 2023

Mar 29, 2023

Max role

Reporter

Maintainer v

Reporter

Reporter

Expiration

Expiration date (=]

Expiration date B ]

Expiration date 5

Expiration date B

GOVTECH
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Visibility Level

@ Validate visibility level is "Private” for each GitLab group/project

= | Q Search GitLab

v

J  javaapp
Visibility, project features, permissions

[ Project information
Choase visibility level, enable/disable project features and their permissions, disable email notifications, and show default

B Repository award emojl.

[ Issues 2

1% Merge requests 2 Project visibility

& CclicD Manage who can see the project in the public access directory. Learn more.

. . Internal v
@ Security and Compliance

&) Deployments Accessible by any user who is logged in.

Additional options

(B Packages and registries
Users can request access

@ Infrastructure
& Require authentication to view media files

[E Monitor Prevents direct linking to potentially sensitive media files

SHIP-HATS Gitlab is shared by ALL tenants.
Setting a visibility other than “Private” mean that every SHIP-HATS users can access the group/project.

GOVTECH
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https://confluence.ship.gov.sg/display/GSSC/Considerations+for+Using+Gitlab#ConsiderationsforUsingGitlab-ManagingPermissions

Registered Runners

®/ Validate remote group and project runners include only those
intentionally registered.

= | Q Search GitLab /
- Do you know that remote
J javaa .
. P'mjectpi:mm Assigned project runners runners can be registered by
B Repository @ #52 (20GTI2:0) aTn Owner/Maintainer without
O Issues 2 CTMO Test Gitlab Runner (Terraform) add't'onal a pproval?
1% Merge requests 2 =l i

P QNI

@ Validate “sensitive” remote group and project runners are protected

Do you know that by default, a

javaspp » CI/CD Settings » aDGTizxQ_ > Edit

J javaapp WOG > [ reference-pipelines

) Project information Runner #52 fm— runner Can piCk Up jObS from any
B Repository . .

O Issues 2 (@ This runner is associated with specific projects. branCh' InCIUdIng un prOteCted

11 Merge requests 3 You can set up a project runner to be used by multiple projects but you cannot make this a shared or group runner. Learn more. b ra nches fo r Wh |Ch a develo pe r
@ clep Active e Paused runners don't accept new jobs Can directly push Changes?

@ security and Compliance
Protected @ This runner will only run on pipelines triggered on protected branches GOVT EC H

@ Deployments
SINGAPORE



https://confluence.ship.gov.sg/display/GSSC/Considerations+for+Using+Gitlab#ConsiderationsforUsingGitlab-WatchoutforRougeRunners
https://confluence.ship.gov.sg/display/GSSC/Considerations+for+Using+Gitlab#ConsiderationsforUsingGitlab-Protect%22Sensitive%22DedicatedRunners

Peer Review

@ Validate peer review is configured for o E=
each project R CorER FatR e EE—
1. Protect the target branch so that a merge

request is required to make a change
2. Require approval for merge requests for

(©) Pipeline #5504 passed for £75420¢2 on 9-add-postnan-template 3 weeks ago

8" Approved by you ¥t

protected branches Enforce peer review

While this might appear to slow down
3. Prevent _approval by author and users who development, the intent is to avoid deploying
add commits for merge request unreviewed changes to prod. Reviewer can
4. Prevent editing approval rules in merge leverage pipeline to assess quality of change.
req uest [Reminder] Choose Owner/Maintainer wisely
5. Require owner to approve changes to the Owner/maintainer can unconfigure the
pipe“ne YAML settings here.

GOVTECH
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https://confluence.ship.gov.sg/display/GSSC/Considerations+for+Using+Gitlab#ConsiderationsforUsingGitlab-EnforcingPeerReview
https://docs.gitlab.com/ee/user/project/protected_branches.html
https://docs.gitlab.com/ee/user/project/merge_requests/approvals/
https://docs.gitlab.com/ee/user/project/merge_requests/approvals/settings.html#prevent-approval-by-author
https://docs.gitlab.com/ee/user/project/merge_requests/approvals/settings.html#prevent-editing-approval-rules-in-merge-requests
https://docs.gitlab.com/ee/user/project/code_owners.html

Signed Commits

@ Validate unverified users and unsigned commits are rejected at
each group/project (enabled by default)

WoG reference-pipelines » javazpp @ Repository Settings

Branch defaults Expand Do you know that using SSH for authentication
Select the default branch for this project, and configure the template for branch names. doeS nOt prevent |mpersonat|0n for Com mltS?

Push rules

Restrict push operations for this projact. Learn mora.

Select push rules [Reminder] Choose Owner/Maintainer wisely
Reject unverified users . . .
Users can ::nl-,- push :l:-r1m ts to this |'|c-|:-:5it-_:r-_,-I if f.lhc' c:c‘rTi:_f.:-rc:-n'ii. is one -:Ir ;I':t-i' c‘r\_-;n -‘-:-ri*'[-;:l emails. This setting is OWner/ma | nta | ner Ca n u nCO nf'gu re the
pplied on the server level and can be overridden by an admin. Contact an admin to change this setting.
d commits S _ settings here.
d commits can ba pushed to this repository. This satting is applied on the sarver level and can be overridden by
ontact an admin to change this setting.

GOVTECH

SINGAPORE



https://confluence.ship.gov.sg/display/GSSC/Considerations+for+Using+Gitlab#ConsiderationsforUsingGitlab-EnforcingSigningofCommits
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Reports
@ Validate the pipeline automatically generates the following reports

* Unit Test Report * Unit Test Code Coverage Report
* Ul Test Report * APl Test Report

* SAST Report * DAST Report

* Dependency Scanning Report * Container Scanning Report

e Code Quality Scan Report * Secret Detection Report

and

* Saved as job artifacts (default expiry 14 days) and/or

-

O ob # 7 f #4144 26468903 9-create-and-include-compliance -franework-as-a-separate-yanl-file inda Chang 1 week
f 1 Job #328579 in 1443 d 1 1 T 1-£41 37 Linda Chang
4, Downlcad antifacts archive

Name

B clglabjavadocker-policy-eval-raporthtml

* Published to artifact repo (default expiry 6mths for Nexus Repo)

You can also use the dashboards in the individual tools but they usually reflect the latest scan.
GOVTECH
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Quality Gates
@ Validate that for each required test/scan

1. The pipeline invokes the test/scan
* Unit Test e APITest * Ul Test

e SAST e DAST * Dependency Scanning
* Code Quality Scan ¢ Container Scanning * Secret Detection

2. The test/scan completes successfully
3. The test/scan passes the success criteria

For illustration. Not complete

Do you know that a “green tick” can means that the job completes successfully but test/scan may NOT have passed?
It is possible to script each test/scan job so that it fails if the success criteria is not met but you will have to review the
script to ensure that this hard gating has been implemented. GOVTECH
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Tokens

@ Validate that the project token* is used for mtegratlon with

L] N exu s IQ <« C @ sgisgitlab-dedicated.com/wog/gvt/ctmojreference-pipelines/javaapp/-/settings/ci_c
* Nexus Repository Updte varisble
* FOD hoy

I[ FOD_USERNAME

 Sonarqube e

vec-acct-govtech-clg-lab

*Not supported for Jira/Confluence as yet

Do you know that using a personal token imply

1. The corresponding user may have additional privileges that he/she should not have (e.g. publish to Nexus Repo)
2. It may not be possible to differentiate between the pipeline and the user in the tools’ audit logs

Save the project token as a masked group/project variable (if not using a secret manager)

If you cannot find the project token in the list of group/project variable, it may have been hardcoded in the pipeline
YAML.

GOVTECH
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Deployment Approvals

@ Validate that deployment to production requires approval
1. Tag deployment job in pipeline as deployment to PROD
2. Configure PROD as protected environment
3. Configure who are allowed to deploy to PROD and #approvals required

68 deploy—testing—env—job1
extends: .prep-for-ansible

Protected Environment (1) Allowed to deploy and approve Required approvals
stage: deploy-to-prod-env
environment: production 2 users . e
name: production \ /
script:

Restrict who can edit the pipeline YAML

By default, a developer can edit the pipeline YAML and can therefore remove the environment tag from the deployment job (along with
the need for approvals). Consider

1. Require owner to approve changes to pipeline YAML

2. Separate project for deployment

GOVTECH
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https://docs.gitlab.com/ee/ci/environments/deployment_approvals.html
https://confluence.ship.gov.sg/display/GSSC/Considerations+for+Using+Gitlab#ConsiderationsforUsingGitlab-EnforcingPeerReview
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/Gitlab-CD-Approaches#considerations
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Check DevPortal for Updates

SHIP-HATS 2.0. Product Roadmap

Component Q1 Q2 Q3 Q4
Platform * Shared runners for . Runners to support  Jira/Confluence Cloud GA
Enablement Intranet deployment GitLab-Native services (JSM/Multi-tenancy)

. Jira/Confluence Cloud
Pilot (JSM & Multi-

tenancy)
Cl/CDToolsand * Low-Cost Flow (GitLab- * GitLab Guest-Account * Limiting Feature for * Support for GCC +
Features Native) Pipeline Template Enablement with GitLab Guest Accounts
TechPass * BCP
* GitOps-based Templates

Security . SemGrep (bg scanning) ° DevSecOps Security J SLSA . DevSecOps Security
Baseline & . DevSecOps Security Baseline — roll-out to . DevSecOps Security Baseline — intermediate
Testing Tools Baseline — identification GDS Baseline — roll-out to baselines

of baselines and and GovTech and WOG

draft measures

e —

Metrics and .
VSM

DevSecOps Scoreboard DevSecOps Scoreboard DevSecOps Scoreboard
Beta GA —Phase 1 GA —Phase 2

evSecOps Scoreboard
POC - checking for
ompliance with IM8,

Covers some of the checks in this webinar




DevSecOps Scoreboard

SHIP Maturity Report
Maturity Report 56% ’

SOURCE CODE MATERIALS PROCESS BUILD PIPELINE ARTEFACTS DEPLOYMENTS

Collaboration between

PASSED: 3
GDS/CSG/0SG/CTMO
RULE INFO SCORE HOW TO PASS? .
Capture DevSecOps metrics at the
Never commit secrets, such as credential . .
NO SECRETS s S vt ey, f B vrsion VIEW ACTIONS various granularity levels for better
control system. . .
oversight on maturity and process
BRANCH PROTECT TODO @ VIEW 10N: improvement.

This feature is disabled by default. If

NO FORCE PUSH enah\e.d, |? implies that rewrmng ﬂi.the @
commit history is possible and inhibits VIEWACTIONS
history preservation

Looking for pilot users!

Reach out to to participate in the pilot



mailto:Liyana_MUHAMMAD_FAUZI@tech.gov.sg

............................................................................................................
------------------------------------------------------------------------------------------------------------
------------------------------------------------------------------------------------------------------------

« PM/BA Checklist: https://sqgts.qgitlab-
dedicated.com/groups/wog/gvt/ctmo/reference-
pipelines/-/wikis /PM-BA-Checklist-(SHIP-HATS-2.0)

Documentation
(Requires SHIP-HATS

« Considerations for using GitLab:

Access) https://sgts.gitlab-
dedicated.com/groups/wog/gvt/ctmo/reference-
pipelines/-/wikis/Considerations-for-Using-GitLab

« CD Approaches: https://sgts.gitlab-
dedicated.com/groups/wog/gvt/ctmo/reference-
pipelines/-/wikis/Gitlab-CD-Approaches

GOVTECH
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https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/PM-BA-Checklist-(SHIP-HATS-2.0)
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/PM-BA-Checklist-(SHIP-HATS-2.0)
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/PM-BA-Checklist-(SHIP-HATS-2.0)
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/Considerations-for-Using-GitLab
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/Considerations-for-Using-GitLab
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/Considerations-for-Using-GitLab
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/Gitlab-CD-Approaches
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/Gitlab-CD-Approaches
https://sgts.gitlab-dedicated.com/groups/wog/gvt/ctmo/reference-pipelines/-/wikis/Gitlab-CD-Approaches

-hats-learning-events

Upcoming
Webinars

« GitLab as a PM tool
« Configuring SHIP-HATS 101 (Part 2) -
Alternative Scanning Tools

Sign up here

GOVTECH
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https://go.gov.sg/ship-hats-learning-events
https://form.gov.sg/#!/630713fb3e0e37001201f40a

............................................................................................................
------------------------------------------------------------------------------------------------------------
------------------------------------------------------------------------------------------------------------

Tool Decommission Date Replacement Tool

Fortify Weblnspect 31 July 2023 GitLab SAST/DAST or
s s (OnPrem) Fortify On Demand
Key Timelines _ _
Fortify SCA (OnPrem) 31 July 2023 GitLab SAST/DAST or
Fortify On Demand
Digital.ai 26 May 2023 GitLab

Note: The date has been
corrected to reflect the
actual date of

decommissioning.
Bitbucket January 2024 GitLab
Bamboo January 2024 GitLab
Prisma Cloud January 2024 GitLab

GOVTECH
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............................................................................................................
------------------------------------------------------------------------------------------------------------
------------------------------------------------------------------------------------------------------------

Please do fill in the below survey to share

1. your feedback on this webinar and

2. if you want to attend a hands-on workshop version of
this webinar!

https://form.gov.sg/645dda8053ed3e0012c04112
GOVTECH
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https://form.gov.sg/645dda8053ed3e0012c04112
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